Error Localization in Test Outputs: a Generalized Analysis of Signature Compression

Serge Demidenko*, Vincenzo Piuri**, Alexander Ivaniukovich*

* Institute of Engineering Cvbernetics
Belarusian Academy of Sciences
Surganov Street 6, Minsk 220012, Belarus, CIS

Abstract

Signature compression is widely used to reduce the
volume of information generated by testing. Localization
of the faulty component in the svstem under test, starting
Jrom the signature analvsis, may be a complex problem
related to identification of the erroncous bits in the
sequence being compressed and to the error model of the
svstem. A first technique for low-multeplicity errors is
based on error effects’ superposition. 4 novel general
solution is derived for amv-multiplicity errors from the
anaivtical description of signature compression.

1. Introduction

Signature analysis is a widclyv-known testing methodology
for digital circuits. It allows substantial reduction of the
amount of diagnostic data by compressing the output
sequence of the circuit under test into a short word (the
signature) [1]. Compression is performed by the signature
registers on each datum: Single-Channel Signature
Registers and Multi-Channc! Signature Registers are used
for an input datum composed by onc or several bits.
respectively. In the first case. a single-bit input stream
enters into the register. while in the second casc a
multiple-bits input stream is considered.

An crror is detected whenever the actual signature S
(produced by compressing the test outputs during testing)
differs from the reference value S* (corresponding to the
fault-free circuit). In this casc, it is desirable to identify
the position of the erroncous bits within the stream being
compressed that have generated the erroncous signature.
From such information and from the error model. it is
possible to provide localization of the faulty component
within the circuit under test. While the signature
computed from a sequence of data is unique, the same
signature may be associatcd to several data sequences:
thus. aliasing may occur in crror localization.

In the literature, several techniques were presented to
localize single erroncous bits in thc sequence being
compressed by using the fault signature S’ (i.e., the result
of the bit-wise addition of S and S*) [2-4]. In [2]. it was
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shown that there is a one-to-one correspondence between
the position of a single-bit error and the error signature
exists if the length L of the sequence being compressed is
less than 2" — 7, where n is the degree of the signature
register characteristic polynomial (i.e.. the length of the
register). A look-up table may be used for localization.

In [3. 4] the signature register is used as a pscudo random
generator (i.c.. the signature register operates having null
inputs). In [3]. signaturc compression is performed by
means of a signature register with characteristic
polynomial Gi(x). The register for error localization has a
feed-back structure which is described by the reciprocal
polynomial of Gi(x): the fault signature S is loaded in the
register and a pseudo-random gencration process is
executed until a given binary combination (100...00)
appears in the register. The position of the erroncous bit is
m-q. where m is the lenght of the output scquence of the
circuit under test. while ¢ is the number of time steps
required to produce the combination.

To avoid the usc of two diffcrent polvnomials - the
signature register characteristic polynomial and its
reciprocal  polynomial - in [4] spccific  binary
combinations are used to initialize the signature register
before  starting  the signature compression.  After
compression has been completed. pseudo-random
generation is executed in the register itscif until the given
binary combination (/00...00) appears. The number of
time steps spent in pseudo-random generation is to the
position of the erroncous bit in the sequence.

Occurrence of single-bit crrors is ofien highly probablc
rather than occurrence of multi-bit crrors. However, in a
number of mission-critical applications or in very large
and complex integrated systems. the capability of
focalizing also multiplc-bit errors may bc dramatically
important to guarantec a good testing quality, a high
credibility of the system. a proper behavior of the
components, and a high availability. No practical
solutions have been proposed bv now for error iocalization
in the case of MCSR compression.

In this paper we present some approaches to solve the
problem of error localization in the case both of single



errors and of multiple ones. for SCSRs and for MCSRs. A
simple solution localizes errors having rather low
multiplicity with SCSR (section 2): any multiple-bit crror
signature is represented by bit-wise modulo-2 addition of a
number of single-bit signatures; each of these single-bit
localization sub-problems is solved separately by using
any known algorithm.

In section 3, we present the general analytical solution for
localizing all possible errors in the sequence being
compressed for the case both of SCSR and of MCSR
compressions (by now, no other general approach is
known for the case of MCSR). We derive analytically
expressions that describe the mapping between the value
of each signature bit and the value of bits of the sequence
being compressed. Our solution is complctely general: it
holds for any capacity of the signature register. for any
feed-back structure of the register, for any length of the
scquence being compressed. and for any number of bits of
datum belonging to the sequence being compressed.

2. A superposition-based algorithm for localization of
fow-multiplicity errors

Let P={p1.p2 ps,. . pm} the output sequence generated

by the circuit under test. where mr is the length of the
sequence (m=1,23,...). It is represented by the output
polynomial P(x) of (im-1)-th degree. whose coefficients are
the bits of the sequence itself [5]. The signature
polynomial Stx) is the reminder of division of the
polynomial P(x) by the characteristic polynomial G(x) over
the field GF(2) [6]. Let P*x) be the output polynomial
which is associated to thc output sequence generated by
the fault-free circuit, The corresponding signature S*rx) is
assumed as the reference value. Pfx) and S(x) are the
actual output polvnomial and the actual signature,
respectively: they are produced by testing the circuit,
possibly in the presence of faults. Whenever the actual
signature S¢x) does not match the reference S*(x), an error
is detected: diagnosis means to locate the erroneous bits of
Frx). i.e., the positions in which P¢x) differs from P¥(x).
Let P'tx)j be the error polvnomial. Each non-null
coefficient in P'(xj represents one erroncous bit in the
output sequence in the correspondent position. The error
polynomial is the bit-wise modulo-2 addition of the actual
and the reference output polynomials: P'(x) = P(x)®P*(x).
Since addition over GFy2) is a linear operation. the
signature of the sum of two sequences is equal to thc sum
of their signatures [5]. the error signature polynomial
S'x) is thus S'fx)=S(x) ®S*(x).

Cencrally, the error polynomial P'(x) has k non-null
coefficients: the corresponding error sequence contains k
non-null bits. Due to the lincarity of addition in GFy2). we
apply the superposition property and we view the error
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sequence as a lincar combination of & different sequences
(the partial error sequences) in GF(2): each of them has
only one non-null bit. ie., the error scquence is
represented by the bit-wisc modulo-2 addition of & partial
error sequences which represent k different single-bit

errors. In polynomial notation. it is:
P(x)=Pi(x)®P 2(x)®..®P'k(x)

S'(x)=5"1(x)®S"2(x)®D.. DS k(x)

where S'x) is the partial error signature polvnomial
which corresponds to partial error polvnomial Pix) of the
i-th single-bit error. for i=1,2,3,... k. Partitioning of the
output error sequence into partial error scquences is
unique; error signature polvnomial. derived from the error
sequence, can be uniquelv partitioned into partial error
signature polynomia (each of them is computed from one
of partial error sequences).

Conversely, let us consider a given error signaturc
polynomial S'¢x) and partition it into a set of partial error
signature polynomia S'i¢x) so that each partial error
signature polynomial S'ifx) derives from a partial crror
polynomial P'i(x). Tt can be shown that such partitioning
may be performed in several different wavs. i.e., therc is
no unique correspondence between the error signature
polynomial S"(x) and the error polvnomial P'rx). The same
error signature may thus be generatcd by different error
distributions in the sequence being compressed.

From the above remarks. we derive the following general

mcthodology for localizing multiple-bit errors:

1. Error signature is computed by bit-wise modulo-2
adding the actual signature and the reference one.

2. Error signature is rcpresented as the sum of partial
error signaturcs. The number of terms in such a
summation is equal to the multiplicity of the occurred
error: it can bc known a priori or it may be presumed.
Since partitioning is not unique, scts of partial error
signatures identify the possible error locations.

3. The scts of partial error sequences are derived from the
scts of partial error signaturcs obtained in step 2.

4. The set of possible error sequences of the given
multiplicity is generated by bit-wise modulo-2 adding
the partial error sequences.

Steps 1 and 4 are trivial boolean operations. Several
algorithms have been proposed in the literature for single-
bit crror localization [2-4]: step 3 may be solved by using
onc of them. The main focus of our approach is on the
implementation of the partitioning step.

Direct analysis and gencration of all possible partitioning
is an NP-completc problem. thus. it is not practical when
the number of alternative combinations becomes high. A
more cfficient approach should consider the following
problem-oriented. implementation-specific requirements.



One set of partial error signatures is generated and treated
at a time to avoid massive storage requirements and to
allow pipelined execution of the subscquent steps of the
algorithm. To reduce the computational efforts, each set of
partial error signatures must be generated only once, i.e.,
the partial signatures are taken into account without any
regard to the ordering position of the signatures within the
set. A set of partial error signatures should not contain any
of the following cases: the null signature, or several
identical signatures, or the given error signature.

2.1 Partitioning 2-bits ervors into two single-bit errors

Let us consider the case of two-bits in the error signature
different from the expected ones. The block diagram of the
simplified algorithm for partitioning two-bit errors into
pairs of partial single-error signatures is shown in fig. 1.
The first step is generation of the complete list of all
possible partial signatures as candidates for the pairs of
single-bit error signatures.

The second critical step is sclection of the pairs (4,8) of
partial signatures from the list: for each partial signature
A, the second partial signature B. that can be used to
achieve the complete signature by superposition with the
first one. is identified by adding (bit-wise modulo-2) the
first partial signature and thc complcte signature.

To avoid multiple sclection of thc same pairs, partial
signatures of each generated pair are removed from the
list of candidates. To trace the use of partial signatures
and to avoid multiple re-gencration of the same pairs of
partial signatures, we introduce the vector Af/. Partial
signatures are used to label the entries of A/] as they were
memory addresses. Each element of A/7 is the counter of
the number of times that the corresponding partial
signature can still be uscd to create pairs of partial
signatures leading to the given complete error signature
(for two-bit errors, thc maximum value is / since each
signature can be used onlv in one pair).

As example, we consider the case of the two-bit error
signature $"=/01 and L=7. Results generated in A/ at the
differcnt iterations are shown in table 1: signatures labcl
M1 elements (the columns). while different states of the
vector are given in rows. In operations from 1 to 5, A1 1s
created. The initial value of cach clement of Af7 is set to /.
but the element corresponding to the crror signature S
(see state 1); the error signature itsclf cannot be a member
of any pair of partial signatures

The first partial signaturc .1-00/ is sclected from the
vector by operations 6. 7. and 10. The second partial
signature B is computed by bit-wisc modulo-2 addition
with the given signature S" it is B:~/00 (operation 11).
The content of Af/ is now given by statc 2. The next
allowed partial signaturc .1 is selected in \f/: 1t is A=010
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(operation 8. 9. 7, and 10). The second partial signature of
the second pair is B=/11 (operation 11). X/ is in state 3.
The next value of the partial signature is.1=011, while the
second partial signature of the third pair is B=110 (see
state 4). Since there are no allowed values for the first
partial signature, the generation of the signatures' pairs
ends. The generated pairs are given in table 2.

A1l 001 010011 100 101 110 111 Pair 4 B

statel 1 1 1 1 0 1 1 1001 100
state2 0 I 1 O O 1 1 2 010 111
state3 0 0O 1 0 0 1 O 3 011 110
stated 0 0 0O 0 0 0 0 @ e

Table I - The states
of the counters’ vector A1

pairs of partial
signatures

2.2 Partitioning 3-bits errors into 3 single-bit errors

The algorithm presented in section 2.1 can be generalized
to three-bits errors; it must identify triplets of partial
signaturcs leading to S". At first, it generates all unique
pairs of the partial signatures 4 and B: then, it computes
the third partial signature C as the sum of 4. B and S".
The block diagram is presented in fig. 2.

Each partial singlc-bit signature can be used more than
once in different partitioning. The number P of allowed
occurrences of cach partial signaturc in the partitioning
sets is derived by applying the combinatorial analysis [8].
For three single-bit error signatures. P is 2"’ -2, where
n is the length of the signature register. The counters'
vector Af] holds the actual number of times that each
partial signature can be uscd to generate ncw partitioning
sets. To take into account all compatibility constraints, we
introduce the vector A42 of forbidden signatures: it points
out the partial signatures that cannot be uscd together with
the firstly-sclected partial signature. Each clement of Af2
is associated to a partial signature, as the elements of A7/,
For a given partial signature. an element of 172 is 0 if the
corresponding partial signature cannot be used in the
partitioning sets. otherwise. it is /.

We consider the same example discussed in section 2.1.
We create thc list of candidate partial signatures
(opcrations from 1 to 5): the elements of the vector Af/
are set equal to P=2. while the element corresponding to
the error signature 8" is set equal to 0 (state 1 in table 3).

The first partial signature 4 =001 is sclected (operations 6,
7, and 10). Then. we compute the intermediate sum
=A@ S"=100 (operation 11) and we gencrate the vector
of the forbidden signatures A/2 (operations from 12 to 19 -
sce state 1 in table 4). The second partial signature B of
the first partitioning sct is selected among those which are
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compatible with the first one according to the vector A/2:
it is B=010 (operations from 20 to 24). The third partial
signature C of the first partitioning set is computed
(operation 25) by C=4 B® §'=B® \'=110: operation 26
checks compatibility with the other partial signatures. The
vector A/2 is then updated (operation 27) as it is shown in
state 2 of table 4. The Af! vector is updated by decreasing
the elements corresponding to the signatures A4, B and C
by one. since these signatures has been considered once
(operation 28 - see state 2 - table 3).

Generation of triplets of partial signatures is repeatcd
updating the vectors Af/ and A72 at each step. as discussed
above: procedure stops when all clements of A/ become
null. Results of each step are shown in rows from state 3
to statc 7 in table 4 for the Af/ vector and in the rows from
state 3 to state 5 of table 3 for the A// vector; the final
results of this procedure are then summarized in table 5.

This algorithm was implemented and experimented to
verify efficiency and effectiveness of our approach. The
experimental version was implemented in Borland
TurboPascal 5.5. It was proved highly efficient: for the
case of m=7 and S'=0000101 (i.c.. L=127 and P=62).
computation of all signatures' triplcts (2604 sets) required
less than 0.3 seconds on an IBM PC AT/286 (12 MHz).
excluding time for printing results.

.. ho!
i

end A
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Ml 001 010 011 100 101 110 111
statel 2 2 2 2 0 2 2
state 2 1 1 2 2 0 ] 2
state3 O 1 1 2 0 i |
stated 0 0 0 1 0 1 1
state5 0 0O O O O 0 0

Tahle 3 - The states of the counters’ vector M1

M2 001 010011 100 101 110 111

statet 0 1 1 O O 1 1

state2 0 0 1 0 0 O 1 Triplet A B C
statc3 0 0 0 0 0 0

stated 0 0O 1 1 O 1 0O I 001 010 110
stateS 0 0 0 0 O 1 O 2 001 011 111
state6 0 0 0 O 0O 1 1 3 nio 011 100
state7 0 0 0 0 O O O 4 100 110 111

Table 4 - States of forbidden
signatures' vector M2

Table 5 - The triplets
of partial signatures

The algorithm for partitioning the three-bits error
signatures includes the algorithm for partitioning the two-
bits crror signaturcs. The only main difference is the use
of the A12 vector of forbidden signatures.



This algorithm can be easily extended to the case of four-
bits error signatures: it will include the algorithm for
three-bits error signatures and it will introduce another
vector A43 to take into account the forbidden signatures for
the current first pair of partial signatures as the vector A2
stores the forbidden signatures.

The same approach can be extended also to deal with a
higher value of the bit multiplicity in the error signature.
By means of the general approach of partitioning and
superposition, we can create an algorithm (and the
corresponding software) for any given multiplicity, i.e.,
for any given number of single-bit error signatures. This
implics that we can implement a computer-aided software
generator which is automatically capable to create the
partitioning procedure for any multiplicity which has been
specified by the user.

3. The general methodology for error localization

At first. we review the basic operation performed by SCSR
and by MCSR. For the case of the input into the first bit of
the register, the SCSR operation is described by:
si(k+)=s,(K)a, ®s,(k)a,®s,(Ka,®. &s,(k)e,®b,(k)
s, (k+ 1) =5, (k) i=2,3,4,...n
where @, arc the cocfficients of the characteristic
polynomial (a,, E{O,[}. h 6{1,2.3..‘.,11}), 5, (k )is the
state (value) of the A-th bit of signature register at the k-th
time step (k=0,1,2,3,...). bi(k) is the value of the bit
belonging to sequence being compressed that enters at the
k-th time step. By mathematical induction and iterative
substitution, we derive for any j-th time step [9]:

s,(jl{z @sm(())z@a:(’(,-“...‘z-,)J@ M
m=1 t=m

Jj=2 n
{Z b, (2)Y @a,fc[j -21) ®Py (/-1 )} Jjzi

220 f=1
s, (],1 = Si—) (0) j‘:f, i::], 2, s 1

wherc Cey is the sum of products of the characteristic
polynomial coefficients of the signature register. It is:

0 Yw <0
C(W) =4 1 Yw = 0

D) Nwa)

Z l—[a Y >0

d=1  g=1

wherc

Yd 6{1’2’3""’])(“-)}"

N {w.d)
2 Plaq) ="
q=1

;b —~ =
Plag) 6{1'2"’"”'"1‘{P(g.q1| q=1‘1\’(w.,)}*{l’t,hq)| ‘7='1'N(w,h)}

Vg#h, and g.,h e{],2,3,...,D(w)}. Dy,y equals the

number of all of composition of the number w, while
N dow) is the number of summation terms of the d-th
variant of composition.

The first part of equation (1) is dependent on the initial
state of the register only, i.e, it describes a pseudo-
random generator. the second part is dependent on the
values of the elements of the sequence being compressed,
i.e., it corresponds to a SCSR having null initial state.

In the same way, MCSRs are analytically described by:
s{k+1)=5,(k)a, @s,(k)a, ®s,(k)a,®.. &5, (k)e, ®b,(k)

s (k+1)=s,_,(kK)®b, (k) i=234,...n
By mathematical induction and iterative substitution, it is:

s (j)= {Z ®su(0)Y %,C(W_,_,.)]@ (2)
m=1

t=m
j—L‘e n ®
5] b,[z]
=0 =1

M:

i
Gafc(_/‘+r~f~-z~i—l) @Z Qhr (j—i+r— 1)]
. r=1

5; (I) = [-‘i—j (0)]@[ ZI: ®h, (j-i+r—1)jf J<ii=12,...,n

r=1-j+1

~
]

!

These equations have two parts: the first onc describes a
pscudo random sequence generator, the second one
describes the multi-channel signature register having
zeroed initial state.

From the above descriptions we can derive the theoretical

foundations of our general localization methodology.

Consider first the case of SCSR; the error signature S'(x)
= Stx) GBS*(X ) is g:vcn (for the practical case of j>i) by:

=2 n

s’y (J)= G)b’l(z)z@af (jof-2-2 6')b!(]"‘?)
2=0 =1
1_2@ - .

s’n(j):—_z b'l(z)z afc(}_f_z_,,)&)h'l(J“")
=0 F=1

It is rearranged in the general canonical form:
a, b, (0)@ab (1)®a,b, (2)®.. .@a, b, (j-1)=
a,b' (0)@anb’; (1)@ayb', (2)®..@a, b, (1)

5'1( )
2(4)

0,5 (0)@a,b', (1) @a,,b, (2)8...@a, b, (j-1)= s, (5)
in, =1__) dt.pcnd only

where the coefficients a,, (v=1.n

s

on the cocfficients {a,.a_,,a, ,‘..,a,,}

To identify the erroneous bits we need to solve this system
of linear Diophantine equations over the field (iF(2). with
respect to the set {b’, (0).6, (1).6,(2).... b, (_,w-[)}. Non-



null elements of the set correspond to erroneous bits in the
sequence being compressed.

The same approach can be used for MCSRs. The system
duscnbmg the error signature is:

s (s)= }: z%'()z apClyeprn @b (-1)

7= t=1
Hodo - @

= Z b‘ Z afC‘j*t'f~2'—-3)®
z=0 =1 f=t

@b, (j-2)@b,(j-1)

‘Bb" (Z)Z $afC(jn~f—z—n—l) ®

@z eab', (j~n+r—l)
r=1
and its canonical form (composed by linear Diophantine
equations) is: .
a,,b’,(0)@a,2b‘,(1)®a,3b’,(2)9...@(1,Jb' (j-ne
@ay, 10 (0)@ay, b (1®ay, b (2. @a,, b (- 1)@

b, (2)®

(-3)b'2
@n’{(ml)j”]b'" (0)@011("_”H2]b n ) l[(nfl)jd]

®.. @a,w]b'n (j‘I) =5’ (J)

a,b', (0 )e‘a,,,b'ﬂ ()ea,b (2)@..0a,6", (j-1)®

2 (0)@a, b (1)@, 10 (2)0. @a,, b, (i-1)®

]b"( )@d"( b',, (1)®L!,{ W])jﬁ]b’”(z)ﬂ)
D @d,[,,] W(i=D=5,0j)

From these results, we derive the general technique for

localizing erroneous bits in the output sequence of the

circuit under test both for SCSR and for MCSR. The
localization procedure can be summarized as follows:

1 the error signaturc is computed by adding (bit-wise
modulo 2) the reference signature and the signature
generated by testing;

2 a system of linear Diophantine equations is derived

for given j and {a, } i=1,23,...n

@a’(

+IJ 2

G . .®a

ol (n-11j+1 (ll-~l)j+2]

3 this system is solved in the canonical form: it
generates all possible crror patterns that are related
to the error signature.

Performances of this technique are related to the specific
choice of the characteristic polynomial of the signature
register. Good reasults can be achieved for minimal
polynomia of the type Y" @ V7 @/ |9].

The following example shows application to SCSR. Let be
n4. a,=a;=1. a,=a,=0. and j=7. Considcr
S*=1001 and S=0/00. Erroncous bits are identified by
performing the following steps:

1. Error signature is S'=S*®S =71001®0100=1101.
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2. After having replaced all known cocfficicnts with their
values, the svstem dcscribing the signature is:

$;(7)= Z@b' (O)ZI a;Cl ;.

b, (0)@p ,/(2)®b’, (3)@b,(6)=1

8,(7)= i) ®p, (o)i‘f’a,c(,_f

=0 =1
=t (Do, (2)e, (5)=1

5 4

S, (7)—2*’ 10X “a,C, @b, (4)=
z= S=1
=5 ( J@b
2 GB ad @

$:7)=3 b1 (0)3 ®a,Cy @b, (3)=
=0 f=1

5, (0o, (5)-
3. The final solutions of the canonical system are:

y@r,(6)=

2@, (5)=

'1 (1)®b'1 (4)=

Nowy(o) (0 b(2) w,(3) 8,000 w,(s) #,(6)
1 0 0 0 1 0 1 0
2 0 0 1 1 0 0 1
3 0 1 0 1 1 0 0
4 0 1 1 1 1 1 1
5 1 0 0 0 1 1 0
6 1 0 1 0 1 0 1
7 1 1 0 0 0 0 0
8 1 1 1 0 0 1 1
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