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Abstract - This paper presents all illnovative approach to desigll 

adllGnced biometric systems for person identification, recognition 
alld 1110llilorillg, wilh high level of privacy. 
The Original aspe ct consisrs of a modular, stnlc rured design 
approach at system level, based on the use of distributed systems, 
multi-agent arch itectures, multiple computing paradigms, and 
adaptable/evolvable techniques, which allow for achievillg a 

scalable stnlcrure in remls of biometric algorithms, iden tijication 
quality, seTlSors, database complexity, database illtegratiOIl, alld 

component heterogenity. 
Our goal is to face rhe specijic applicatiOIl by usillg a jlexible desig ll 
strategy based on a systematiC comprehensive view, by fOCI/sing on 

global optimization, adaptivily and evolvabil ity. 
AdllGntages of the proposed approach are accuracy, conjldence, 
scalability, opportunities for parallel processing, high peiforlllallce, 
interoperability, fault tolerallce, service continuity, biometric 
techlliques updatillg , usability, alld components privacy. 

These charateristics can be vely usejiil for gov emmelltal agellcies, 
ellterprises, banks alld all other organizatiolls that need to protecJ 
people or COlltrol access to critical resources. 

Keywords - idelltijicatiOIl, recognitiOIl, monitoring, security, 

modular design , system approach, multi-agent architecture, 
distributed systems, multi-paradigm computing, adapta ble and 
evolvable techniques. 

I. INTRODUCTION 

Safety of critical places (e.g., airports, public buHdings, 
bank, court house , ministry offices) i increasingly 
perceived as a very critical requirement by citizens. 
Guaranteeing safety becomes important to avoid criminal 

actions and make the towns and the countryside more livable. 
Besides, the access to sensible infonnation (e.g., personal, 

sanitary, bartle, commercial trad ing) is very frequent in 
economy and all modem public and private services. In these 
cases guaranteeing the privacy becomes a mandat.ory 

requirement. 
The use of advanced technique s for person recognition and 

identification acquires therefore today a central role in the 
society and in the economy. Identification and recognition are 
directed to verify if a p rson belongs or not to a prefixed 
group, denying or granting him/her the access to places, 
information, and services . Even though speci fic suspicions 

persons do not need to be identified or recognized, early 
detection of su picious behaviors are intere ting to recognize 
malicious intentions in advance and to prevent dangerous 
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acts. Studying people movements, monitoring human 
b havior, and detecting anomalous scen s can th refore 
become valuable to avoid dangers. 

On the other hand, to guarantee safety and privacy of 
citizens, institutions and enterprises are interested no wada ys 

in using solutions based on biometric te chniqu es to de velop 
i1movative services. For institutions, the adoption of these 
approach s is fmalized to improve s rvices and to be closer to 
the citizens and their feelings. For enterprises, these solutions 
are extTemel y usefu I to maintain and increase the presence 
and the competitiveness on domestic and world wide markets. 

The relationship between the biometric feature and the 
person identifier (template ) should be non-reversible, i.e. it 
shouJd not be possible to reconstruct the original biometric 
features from the template . This is fundamental to ensure 
privacy and usability with the end users (people are in fact 
very concerned with the "big brother" security syndrome, i.e., 
for example the association of fmgerprint to crime and 
cr iminali ty) . 

Many methods for identification and recognition have 
b n studied. Most important researches have developed very 
efficient algori thm to identify or recognize person by using 
biomelTic information. Actually best resuJts in identification 
can be obtain d tarting from iris comparison and finger print 
analysis. For recognition, good rates have been reached with 

face analysis [I]. Other techniques (like voice and signature 
[2]) are stiJI to be improved. 

Limits of current solutions and research projects are that 
the problem is addressed from speci fic points of view ; 
without systematic and comprehensive approach . They do not 
introduce adaptivity and evolvability; no global optimization; 
there is not attention to specific and integrated consideration 
for system-level issues (e.g., multiplicity of databases, 
databases privacy and security, algorithms privacy, 
scalability, integrability, interoperability, maintenance, 
usability, service continuity ). 

A very large quantity of heterogeneous biometric 
databases exists. Each institution or big enterprise 
m moriz d, according to th ir own necessities, one or mor 
biometric data, by following rules useful for their needs and 

by using various sensors and collection procedures. 
Our goal is to design a comprehensive system having the 

opportunity of querying, in parallel, all available databases 
with various feature extraction approaches, so as to permit a 
wider check . Advanced devices will be used to collect 
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biometric data and code them before transmission. Coded 
data will be compared with data stored in all selected 
databases to contribute to identification or recognition. 

This pap r is a preliminary report of a r search activity 
which is Lmder development at the Biometric Laboratory of 
the University of Milan. 

II. OBJECTIVES 

Our approach to the system design is directed to deal with 
different situations concerning the real application scenarios : 

• Person identification by comparison of the code 
generated by biometric measurements with the one 
stored in the passport (one- to-one). 

• Person verification by code data base searching (one-to­
N search), including negative search (i.e., non-matching 
approach). This approach demands for interoperability of 
data tream incoming by terminals and heterogeneous 
data stored in different, multinational data bases. 

• Person ident; fication by generating a non-reversible 
biometric code also from incomplete data base with 
heterogeneous/incomplete data base. 

The project here reported and the proposed approach aim 
to study, experiment, and evaluate the use of a modular, 
stTUctured design approach at system level, based on the use 
of distributed systems, multi-agent architectures, multiple 

computing paradigms, and adaptable/evolvable techniques . 
Cooperative and integrated use of these technologies is 
necessary and fundamental to reach our comprehensive target 
for designing and implem nting the n w generation of 
integrated biometric security systems. This constitutes the 
innovation proposed by our system-level design 
methodology. 

III. MULTI-MODAL APPROACH 

The effectiveness of each method for identification is 
dependent on the quantity of avaiJable information, the 
operating conditions, and the intrinsic characteristics of each 
technique. This consideration suggests not limiting the use to 
only one biometric technique. When one method fails, or is 
not sufficiently ad quate for accuracy and confidence, other 
techniques or other biometrics modalities might offer better 
results. 

The multi-modal approach, based on the use of more than 
one biometric characteristic to carry out identification, 
r cognition or monitoring, allows for increasing th 
probability of correct identification and recognition by using 
different biometric infomlation. Abilities of each biometric 
feature for p rson id ntificationirecognition are in fuct not 
exactly overlapping and, therefore, the union of all abilities 
becomes wider of the individual solutions, thus providing 
overall better performances [3 ] [4]. 

In order to always provide the mor accurate and reliable 
perfonnance, the u se of a variety both of technique s and 
biometrics modalities becomes appealing to overcome the 
limits of each of them: the final answer will be cr at d by 
fusing the partial results achieved by each of them. Solutions 
will also have to be adapted evolutionarily to the changing 
environmental conditions and to the quality of the analyzed 
infonnation in order to overcome the linlits of solutions 
tailored on speci fic conditions. 

IV. MULTI-PARADIGMATIC APPROACH 

The use of more techniques for the analysis of one 
biometric characteri tic constitutes the multi-paradigmatic 
approach to system design. 

Each technique operating on one biometric characteristic 
has speci fic limits and points of force. The multi­
paradigmatic approach allows analyzing the same biometric 
information from various points of view, possibly 
overcoming the limitations and the prob lems that are intrinsic 
in the individual technique [5] [6]. 

The multi-paradigmatic approach allows for exploiting the 
characteristics of each altemative technjque to process the 
same biometric information and for dealing with different 
characteristics of the inf onn ation stored in the various 
databases (also due to the various sensors and collection 
procedures used during biometric information acquisition). 
For example finger prints can be coded by looking at local or 
global features. The method used depends from the kind of 
image available, the sensor, the algorithm, and so on, but the 
match with all databases can be po ible only if each databa e 
receive data which are comparable with the ones stored in the 
database itself. 

On the other hand, thjs approach allows for supporting 
natively the inclusion and deployment of more advanc d 
algorithms and new solutions as soon as the research and the 
industry make them available without changing the overall 
biometric syst m structur and s rvices. 

V. ADAPTIVE AND EVOLVING TE HNIQUES 

The changeable or not completely speci fied system 
characteristics and d sired features make difficult to 
implem nt solutions that are optimum, abl to volve by 
following the environmental and information changes, and 
remain optimum even after the evolution of th application 
environment. 

The use of adaptive and evolutionary techniques (in 
particular based on computational intelligence, i.e., neural 
networks, fuzzy systems, evolutionary computing, and 
granular computing) allows for incorporating adaptivity and 
flexibiJity in the security system by means of continuous 
learning [7]. 

This concurs to create intelligent biometric sy terns by 
defining their objectives by means of an appropriate set of 
examples, by allowing for their self-adaptation to changing or 
not completely defined operating conditions. The system will 
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xploit in fact his g neralization abilities to int rpolate very 
well the desired behaviors and extrapolate them from the 
known cases. 

VI. DISTRlBUTED SYSTEMS 

The various entities holding biometric databases (e.g., 
national and international polices, security services, 
ministries of interior, banks) are usually eager and very timl 
in protecting their own biometric information, for security 
and privacy reasons and to reassure the pubUc opinion. 

Usually sharing of information is perceived as necessary to 
increase the protection, but is feared with horror for possible 
information leakage or database intnl ion and manjpulation. 

Besides, centralizing all infonnation could result in loss of 
quality and ownership, as well as in reduced responsibility. 
On the other hand, heterogeneity of sources and collection 
procedures and sensors make difficult to integrate different 
databases into a single environment by exploiting only the 
conventional database technologies. 

Distributed systems constitute a technological solution that 

easily allows for integrating the biometric resources available 
in the various existing databases without the need of 

physically merging the databases themselves. Biometric 
integrability is in fact a relevant issue in advanced system 
design. 

The parallel use of various biometric modalities and 
various analysis paradigms make feasible to exploit the 
possible parallelisms offered by the hardware architecture of 
the distributed infonnation processing system [8]. hl 
particular, it is possible to physically execute the computation 
of single tasks in parallel on different processors whenever 
these tasks are sufficiently independent each other, thus 

reducing the total elapsed processing time for a better real 
time response. To this aim we can exploit multiprocessor 
structures, distributed architectures in local or geographic 
networks, GRID structures, local clusters, or systems based 
on blade processors. The exploitation of the parall lism bas d 
on the conCLUTent execution of the various paradigms for the 
various biometric modalities is much easier and natural to be 
introduced since it is not related to the parallelization of a 
single algorittun. Besides, it allows for a dynamic 
computation allocation and, thus, for a better balancing of 

workloads and use of resources. 
Parallelism can also be exploited to deal with the 

performance limits imposed by the size of the databases and, 
thus, to ensure high scalability to biometric databases. In 
particular, database partitioning can be used to limit the size 
of the archive in which search mu t be perfonned; 
distribution of the partitions on various processing systems 
allows for search paraIJelization, whiJe limiting the size of 
each portion of global database to be managed by the security 
system. 

Modeling the biometric information processing on a 
distributed system allows for introducing an intrinsic mobility 
in the operations and, consequently,  in supporting service 
continuity and fault tolerance in a native way. Suited 

replication of the databases allows for designing strategies 
that prevent the lack of accessibility due to network or 
processing nodes failures: the application will search for an 

availabl copy of th desired database in th acc ssibl 
network. 

Distributed systems allow for querying various databases 
by ensuring their individual privacy, security, integrity, and 
ownership, without actually sharing their infomlation within 
the whole security system. At the same time, the distributed 
systems allow for using private algorithms for feat'Ufe 
extraction and matching, by en uring their ecrecy even 

within the security system. In particular, databases and 
biometric analysis algorithms can be made available 

remotely, without actually sharing them publicly within the 
security system. The system can in fact access to remote 
processing systems with the biometric information obtained 
from the sensors to be completely processed and to perform 
the database search remotely or the concise biometric featmes 
extracted locally to perform only the database search 
remotely. This wiJl avoid publication of algorithms and 
database infonnation within the security system, thus 
allowing for supporting high privacy. 

Distributed structures allow also for easily supporting the 
scalable increase of available database information and the 
integration of heterogeneous systems and legacy systems. 
Scalability can be achieved, for example, by expanding the 
individual database, by restructuring the databa e allocation 
by means of splitting on various host computers, by merging 
various databases, or by connecting new separate databases. 

Interoperability of heterogeneous databases can be also 
supported since individual databases are connected into the 
integrat d nvironment. 

VII. MULTI-AGENT ARCHITECTURE 

Organizing the biometric systems as multi-agent systems 
allows for efficiently constructing software architectures 

flexible, adaptable, and modularly scalable. An agent will 
carry out the analysis of a specific biometric modality with a 

specific technique on a specific database. 
The multi-agent architecture allows for natively 

supporting the use of all of the above characteristics for 
advanced biometric information processing, namely 

distributed information sources, multi-modal approaches, and 
multi-paradigmatic techniques, by encapsulating the various 
sources and the various queries in a homogeneous 
framework. 

The use of multiple paradigms will be made transparent by 
merging the results of the various processing before using the 
achieved comprehensive result. 

The use of multiple modaUties will be encapsulated by 
spawning parallel searches on the collected biometric features 
and, then, by fusing the various partial re ults, possibly 
obtained with various paradigms for each modality. 

The intrinsically parallel structure of the computation 
based on multiple agents allows moreover for taking 
advantage, in a natural way, of the possible parallelisms 
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offered by the hardware architecture of the information 
processing system. The use of various databases containing 
biometric infonnation in the same modalit y will be hidden by 
numing separate agents querying th various databas s in 
parallel and, then, by merging the retrieved partial results. In 
particular, it is possible to physically execute the computation 
of single agents in parallel on different processors, thus 
reducing the total elapsed processing tinle. Tllis allows also 

for exploiting possible parall !isms in the analysis of 
biometric information and in database searching, thus 
r educing the overalJ processing time. 

The agent-based approach makes also easier to 
transparently interrogate several information sources thus 
increasing the system usability and usage, as well as reducing 
the overall response ti.me for a better real-time operation of 
the whole biometric system. 

Fig. 1. The overall st.ructure of a biometric system 

Modeling the biometric information processing as a multi­
agent system allows for introducing an intrinsic mobility in 
the operations and, consequently, in supporting service 
continuity and fault tolerance in a native way. Agen ts will 
s arch for an availabl copy of the desir d database in th 
accessible network. This allows for natively ensuring fault 
tolerance and continuity of service through automatic 
redistribution of the queries. 

The intrin ically parallelism of the computation in multi­
agent systems allows for natively supporting the distribution 

of information and services, thus guaranteeing also high 
levels of security, protection, and privacy of information and 
processing algoritiuns. 

The multi-agent architecture allows also for easily 
supporting the scalable increase of databases and the 
integration of heterogeneous systems and legacy systems by 
encapsulation in suited agents. 

The synergic cooperation of agents allows for finding the 
optima l solution by compensating possible deficiencies and 
limits of individual paradigms, modalities, and databases, by 
logically op rating in parall I. 

The use of multi-agent systems will in particular be very 
useful to address the interoperability of biometric databases 
and biometric sensor output . The various differences among 
them can be encapsulated in the agent-based framework and 
appropriate analysis algorithms can be devised to take into 
account tlle difference between the quality and the 
characteristics of the collected biometric information. The 

multi-agent stmcture can hide the various heterogeneous 
components by providing the interconn ction glue and tl1 
homogenization infrastructure for database access. 

On the other hand, the availability of efficient 
interoperability support will b highly valuable to r aliz 
multi-national security systems since it will natively and 
easily allow for querying in the databases of the various 
cooperating nations without the actual need of sharing the 
real biometric infonnation and analysis algorithms. 

VTII. THE SYSTEM-LEVEL DESIGN APPROACH 

The constmction of a biometric system Witll high abilities 
of integrating existing components and information 
databases, preserving ownership and privacy, scalability, and 
interoperabiJity as well as the native ability of supporting 
muJti-modal and multi-paradigmatic methodologies is a 
challenging goal, which has an inestimable value for 
advanced biometric systems and their effective and efficient 
use in a heterogen eous distributed environment . 

To achieve effective usability of biometric technologies in 
institutions and enterprises, it is in fact fundamental to adopt 
solutions that can be easiJy integrated in the usual operating 
proc ss s and products. 

They must have good effectiveness, reasonable cost, small 
managerial impact, good integrability, good scalability, good 
interoperability, and good adaptability to changeable 
conditions. 
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In summary, biometric solutions ne d to be studied and 
implemented with a system-level perspective and not only as 
a technological add-on to existing services and products. 

The cooperative coordinated us of multiple modality, 

multiple paradigms, distributed systems, and multi-agent 
fran1eworks allows for supporting such an integrated 
perspective in system design. 

IX. EXAMPLE 

The overall structure of a biometric system designed by 

using the proposed comprehensive system-level methodology 
is shown in Fig. 1. 

Each ecurity agent, as igned to identities control, will be 
supplied of an object, similar to a palmtop (hand held device), 
in which are inserted multiple single-biometry sensors for 
collecting biometrics data (finger prints, iris, signature, 
other), a camera, a lodging for smart card and a CPU [9]. 

Fig. 2. Generation of the personal identifier 

After collection biometrics data of th person to identify 
are codified using all techniques loaded on the palmtop at the 
moment (techniques can be dawned, or increased ofmunber, 
following technological d velopments). 

Multiple biometric data are integrated from the intelligent 
terminals in a sort of biological fiscal code (Non Reversible 
Coding, NRC), a lmique identifier for each person. The 
unique identifier i based on the combination of data from the 

sensor 0 that it may not be traced back to any of the 
biometrics and/or sensors used to generate it. Generation of 
the personal identifier is shown in Fig. 2. 

The Non Reversible Code can be generated form multiple 
biometric measurements and also from heterogeneous 
incomplete data bases. 

Development of algorithms to generate biometric code 
(NRC) from existing limited data bases allows both to exploit 
data already stored and to manage the transition phase. 

Coded data can be transmjtted without violate privacy of 
the individual, since also the lmion of all the possible coding 

of the same type of biometric information does not concur to 
go back to original data. 

Mechanism of conununications is, anyway, based on 
s cure charmels (9). If conventional charmels ar interrupted, 

backup procedure using satellite communication is started. 
Implementing agent systems, based on infom1ation 

technologies and advanced hardware platforms (i.e., parallel 
computing, clustering), allows for managing the complexity 
of heterogeneous data bases and for performing all data base 
operations (queries, new data introduction from multiple 
sources) by sati fYing stringent time requirement . The multi­
agent structure supporting all features described in the 
previous sections is shown in Fig. 3. 

X. CONCLUSIONS 

The use of a comprehensive, integrated approach to 
system-level design of biometric systems for security 
applications is fundamental to implement optimized and 
flexible systems, able to evolve and adapt themselves to 
changing scenarios and technologies. The main and 
innovative goal consists of the specific focus on the system­
level design, directed to create a structure with high 
characteristics of accuracy, modularity, expandability, 
adaptability, evolvability, maintainabiJjty, scalability, 

integrability, interoperability, optimizability, usability, 
privacy, reliabiJjty, and service continuity. 

To achieve these goal we studied, experimented and 
evaluated the technologies and the design methodologies 
suited to realize an intelligent distributed system for person 
identification, recognition, and monitoring, based on multi­
modal, multi-paradigmatic, multi-agents, and adaptive­
evolutionary technologies in order to take synergically 
advantage of the opportunities offered by every technology. 

Since the main focus is on the system-level p rspective, 
the proposed methodological approach is open to the possible 
enhancement of the single components that are used in the 
s curity system, namely, the sensors, the portable devices for 
collecting the biometric features, the biometric feature 
extraction algorithms, the biometric identification, 
recogmtlon, and monitoring algo rithms, the database 
structure and query processing, the conummication 
technologies, the information and communication s curity. 

Future research will study the issu s of optimum 
application of this comprehensive system-level design 
approach to satisfY the specific requirements of real 
applications. In particular, optimjzation will consider 
accuracy, confidence, reliability, performances, security, and 
cost. 
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