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Abstract — This paper presents un innovative approach to design
advanced biomelric systems for person identificution, recognifion
and monitoring, with high level of privacy.

the original aspect consists of a modular, structured design
approuch at system level, bused on the use of distributed systems,
multi-ugent urchitectures, multiple congniing  puradigms, und
adaptuble/evolvable technigues, which allow for achieving «
scalable structure in terms of biometric algorithms, identification
quality, sensors, detahase complexity, dutubase integration, and
component helerogenily.

Qur goal is Lo fuce the specific application by using a flexible design
strategy bused on a systematic comprehiensive view, by focusing on
global optimization, aduptivity and evolvabitily.

Advantuges of the proposed approuch are uccurucy, confidence,
scalability, opporiunities for paralie! processing, high performance,
interoperability, fadt f(olerance, service continuity, hiomefric
technigques updating, usability, and components privacy.

These charateristics can be very usefil for governmental agencies,
enterprises, banks and afl other orgunizations thet need to protect
people or control access to critical resources.

Keywords —  identification, recoguition, monitoring, security,
modhilar  design,  system  approuch, multi-agent archilecture,
distributed  systems, mulli-puradigm  computing, adaptuble and
evolvable techniques.

[. INTRODUCTION

Safety of critical places (e.g., airports, public buildings,
banks, court houses, ministry offices) is increasingly
perceived as a very crilical requirement by citizens.
Guaranteeing salcly becomes important to avoid criminal
actions and make the towns and the countryside more livable.
Besides, the access to sensible information (e.g., personal,
sanitary, bank, commercial trading) is very frequent in
economy and all modem public and private services. In these
cases guaranteeing the privacy becomes a mandatory
requirement.

The use of advanced techniques for person recognition and
identification acquires therefore today a central role in the
society and in the economy. Identification and recognition are
directed to verify if a person belongs or not to a prefixed
group, denying or granting himvher the access te places,
information, and services. Even theugh specilic suspicions
persons do net need le be identified or recegnized, early
detection of suspicious behaviors are interesting to recognize
malicieus intentions in advance and 1o prevent dangerous
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acts. Studying peeple movements, menilering human
behavior, and detecting anemalous scenes can  therclore
become valuable to avoid dangers.

On the other hand, (o guaranice salely and privacy of
citizens, institutions and enterprises are interested nowadays
in vsing solutions based on biometric techniques to develop
innovative services. For institutions, the adoption of these
approaches is finalized to improve services and to be closer to
the citizens and their feclings. For enterprises, these solutions
are exiremely useful to maintain and increase the presence
and the competitiveness en domestic and world wide markets.

The relationship between the biometric features and the
person identilier (templatc) sheuld be non-reversible, i.c. it
should net be possible 1o recenstruct the original biemetric
fcaturcs [rem the template. This is fundamental te cnsurc
privacy and uvsability with the end uscrs (pceple arc in fact
very cencerncd with the “big brother” security syndreme, i.c.,
for example the association of fingerprint to crime and
criminality).

Many mectheds ler identilicatien and recognitien have
been studied. Most important researches have developed very
efficient algorithm to identify or recognize person by using
biomeltric information. Actually best results in identilication
can be obtained starting from iris comparison and finger print
analysis. For recognition, good rates have been reached with
face analysis [1]. Other techniques (like voice and signature
|2]) are still 1@ be impreved.

Limits e( current solutions and research prejects are that
the preblem is addrcssed (rom specilic points ef view;
witheut systematic and cemprehensive appreach. They de net
introduce adaptivity and evolvability; no global optimization;
there is not attention te specilic and intcgrated consideration
(er system-level issucs (c.g, muliiplicity of databascs,
databases privacy and security, algorithms privacy,
scalability, integrability, Interoperability, maintenance,
usabilily, service centinuity).

A very large quantity of heterogencous biometric
databases exists. Each institution or big enterprise
memorized, according to their own necessities, onc or more
biometric data, by follewing rules useful for their needs and
by using various sensors and collection procedures.

Our goal is 1o design a cemprehensive system having the
opportunity of querying, in parallel, all available databases
with various feature extraction approaches, so as to permit a
wider check. Advanced devices will be used te collect
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biemetric data and code them beferc transmissien. Ceded
data will be compared with data stored in all selected
databases to contribute to identification or recognition,

This paper is a preliminary report of a research activity
which is under development at the Biometric Laboratory of
the University of Milan.

II. OBIECTIVES

Our approach te the system design is directed to deal with
dilferent situations concerning the real applicatien scenarios:

e Person identification by comparison of the code
generated by biemelric measurements with the ene
stored in the passport (one-10-ene).

e Person verification by code data base searching (one-to-
N search), including negative search (i.e., non-matching
approach). This approach demands fer intcrepcrability of
data streams incoming by terminals and heterogeneous
data stored in different, multinational data bases.

+ Person identificatien by gencrating a nen-reversible
biemetric code also [(rem incompletec data basc with
heterogeneous/incomplete data base.,

The project here reported and the preposed approach aim
o study, experiment, and cvaluate the use ol a modular,
structured design approach at system level, based en the use
of distributed systems, multi-agent architectures, multiple
computing paradigms, and adaptable/evolvable techniques.
Cooperative and integrated vse of these technologies is
necessary and fundamental to reach our cemprehensive target
for designing and implementing the new gencration of
integrated biometric securily systems. This constitutes the
innovatien prepesed by eur system-level design
methodology.

I11. MULTI-MODAI. APPROACII

The ellectiveness of each method fer identilicatien is
dependent on the quantity of available infermatien, the
operating condilions, and the intrinsic characteristics ol cach
technique. This consideration suggests not limiting the use to
only onc biemetric technique. When enc method fails, or is
not sulficiently adequate lor accuracy and cenlidence, ether
techniques or other biometrics modalities might offer better
results.

‘The multi-modal approach, based on the use of more than
onc biomelric characteristic o carry oul identilication,
recognition or monitoring, allows lor incrcasing the
probability of correct identilication and recognition by using
different biometric information. Abilities of each biometric
feature for person identificalion/recognition are in fact not
exactly overlapping and, therefore, the union of all abilitics
becomes wider of the individual selutiens, thus providing
overall better perfermances |3 |4].

In erder (o always previde the more accurate and reliable
performance, the use of a variety both of techniques and
biometrics modalities becomes appealing to overcome the
limits of cach of them: the final answer will be created by
fusing the partial results achieved by cach of them. Solutions
will also have to be adapted evolutionarily to the changing
envirenmental cenditions and te the quality ef the analyzed
information in order to overcome the limits of solutions
tailored en specilic conditiens.

[V. MULTI-PARADIGMATIC APPROACH

The use ol mere techniques fer the analysis el one
biometric characteristic constitutes the multi-paradigmatic
approach to system design.

Fach technique eperating on one biemetric characleristic
has specilic limits and peints el fercc. The multi-
paradigmatic approach allows analyzing the same biometric
infermatien (rem various points of view, pessibly
overcoming the limitations and the preblems (hat are intrinsic
in the individual technique [5] [6].

The multi-paradigmatic approach allows [or expleiting the
characteristics of each alternative technique to process the
same biometric information and for dealing with difterent
characteristics of the information stored in the various
databases (also due te the various sensors and collection
procedures used during biometric information acquisition).
Fer example linger prints can be coded by leoking at local or
global features. The methed used depends [rem the kind ol
image available, the sensor, the algorithm, and so on, but the
match with all databases can be possible only if each database
receive data which are cemparable with the enes stered in the
database itsell.

On the ether hand, this approach allows fer supporting
natively the inclusien and depleyment ef more advanced
algerithms and new solutiens as seen as the research and the
industry make them available without changing the overall
biometric system structure and services.

V. ADAPTIVE AND EVOIL.VING TECHNIQUES

The changeable or not completely specilied sysiem
characteristics and desired features make dillicult to
implement solutions that are optimum, able 1o evolve by
following the cnvironmental and information changes, and
remain optimum cven after the evolution of the application
environment.

The use of adaptive and cvolutionary techniques (in
particular based on computational intelligence, ie., neural
networks, luzzy sysiems, evelutionary cemputing, and
granular compuling) allews fer incorporating adaptivity and
flexibility in the security system by means of continuous
learning [7].

This concurs to create intelligent biometric systems by
defining their ebjeclives by means el an apprepriate sct of
examples, by allowing for their self-adaptation to changing or
not completely delined eperating cenditions. The system will
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expleit in fact his generalization abilitics lo interpelatc very
well the desired behaviors and extrapolate them from the
known cases.

VI DISTRIBUTED SYSTEMS

The various entities holding biometric databases (e.g.,
national and international polices, securily  services,
ministries of interior, banks) are usually eager and very firm
in protecting their own biemetric inlermation, [or securily
and privacy reasons and te reassure the public epinien.
Usually sharing of infermatien is perceived as necessary leo
increase the pretection, but is feared with herror for pessible
information leakage or database intrusion and manipulation.

Besides, centralizing all information could result in loss of
quality and ewnership, as well as in reduced respensibility.
On the other hand, heterogencity of seurces and collection
procedures and sensors make difficult to integrate different
databases inte a single cnvirenment by exploiling only the
cenventienal database technologies.

Distributed systems constitutc a technelegical solution that
casily allows fer integrating the biometric resources available
in the wvarious existing databases without the need of
physically merging the databases themselves. Biometric
integrability is in fact a relevant issue in advanced system
design.

The parallel use of various biometric modalitics and
varieus analysis paradigms make feasible 10 expleil the
possible parallelisms elfered by the hardware architecture of
the distributed information processing system [8]. In
particular, it is possible to physically execute the computation
of single tasks in paralle]l en dilferent precessors whenever
these tasks arc sufficiently independent cach other, thus
reducing the total elapsed processing time lor a better real
time respensc. Te this aim we can expleit multiprocessor
structures, distributed architectures in local or geographic
networks, GRIP structures, local clusters, or systems based
on bladc processors. The exploitatien of the parallelism based
on the concurrent execution of the various paradigms lor the
various biometric modalities is much easier and natural to be
introduced since it is not related to the parallelization of a
single algorithm. Besides, it allows for a dynamic
computation allocation and, thus, for a better balancing of
workloads and usc of resources.

Parallelism can alse be exploited te deal with the
performance limits imposed by the size of the databases and,
thus, to ensure high scalability 1o biemetric databases. In
particular, databasc partitioning can be uscd te limit the sizc
of the archive in which search must be performed;
distributien of the partitions on varieus preccssing systcms
allows for search parallclizatien, whilc limiting the sizc of
each portion of global database to be managed by the security
System.

Medcling the biemetric informatien preccssing on a
distributed system allews lor introducing an intrinsic mobility
in the operations and, consequently, in supporting service
continuity and lault tolerance in a native way. Suiled

replication of the databases allows lor designing stratcgics
that prevent the lack of accessibility due to network or
processing nodes failures: the application will search for an
available copy of the desired database in the accessible
network.

Distributed systems allow for querying varieus databases
by ensuring their individual privacy, security, integrity, and
ownership, without actually sharing their information within
the whele securily system. At the same time, the distributed
systems allow fer using private algerithms fer [eature
extraction and matching, by ensuring their secrecy even
within the sccurity system. In particular, databascs and
biometric analysis algorithms can be made available
remotely, without actually sharing them publicly within the
security system. The system can in fact access to remote
processing systems with the biemetric information oblained
[rom the sensers to be cempletely precessed and to perferm
the database search remotely or the concise biometric features
extracted locally to perform only the database search
remotely. ‘This will avoid publication of algorithms and
database information within the security system, thus
allewing for supporting high privacy.

Distributed structures allew also [or easily supporting the
scalable increase el available database information and the
integratien of heteregenceus systems and legacy systems.
Scalability can be achieved, for example, by ¢xpanding the
individual database, by restructuring the database allocation
by means o[ splitling on various hest cemputcrs, by merging
various databascs, er by cenncciing new separaic databases.

Interoperability of heterogeneous databases can be also
supported since individual databases are connected into the
integrated envirenment.

VILMULTI-AGENT ARCHITECTURL

Organizing the biemetric systems as multi-agent sysicms
allows for efficiently constructing software architectures
flexible, adaptable, and modularly scalable. An agent will
carry out the analysis of a specific biometric modality with a
specific technique on a specific database.

The multi-agent architecture allows for natively
supporting the usc of all of the above characteristics for
advanced biometric  information  processing, namely
distributed information sources, multi-modal approaches, and
multi-paradigmatic techniques, by encapsulating the various
sources and the various queries in a homogencous
(ramewerk.

The usc of multiple paradigms will be made (ransparent by
merging the results of the various processing before using the
achicved comprehensive result.

The use of multiple medalitics will be cncapsulated by
spawning parallel searches on the collected biometric features
and, then, by fusing the various partial results, possibly
obtained with varieus paradigms for cach medality.

The intrinsically parallel structure of the computation
based on multiple agents allows moreover for taking
advantage, in a natural way, of the possible parallelisms
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offercd by the hardware architecturc of the infermatien
processing system. The use of various databases containing
biometric information in the same modality will be hidden by
running separatc agents querying the various databases in
parallel and, then, by merging the retrieved partial results. [n
particular, it is possible to physically execute the computation
of single agents in parallel on dillerent precessers, thus
reducing the total clapsed processing time. This allows also

for exploiting pessible parallelisms in the analysis of
biometric information and in database searching, thus
reducing the overall processing time.,

‘The agent-based approach makes also casier (o

transparently interrogate several information sources thus
increasing the system usability and usage, as well as reducing
the everall respense time [or a betler real-lime operatien of
the whole biometric system.

Iig. 1. The overall structure of a hometric system

Modeling the biomeltric information processing as a multi-
agent system allows for introducing an intrinsic mobility in
the operations and, consequently, in supporling service
continuity and fault tolerance in a native way. Agents will
search for an available copy of the desired database in the
accessible network, This allows for natively ensuring fault
telerance and centinuily el service threugh autematic
redistributien of the queries.

The intrinsically parallelism of the computation in multi-
agent systems allows for natively supporting the distribution
of information and services, thus guaranteeing also high
lcvels of security, protcction, and privacy el information and
processing algorithms.

The multi-agent  architecture allews also fer casily
supporting the scalable increase o databases and the
integration of heterogeneous systems and legacy systems by
encapsulation in suited agents,

The synergic cooperation of agents allows for finding the
optimal solution by compensating possible deficiencies and
limits of individual paradigms, modalities, and databases, by
logically operating in parallel.

The use of multi-agent systems will in particular be very
uselul to address the interoperability of biemetric databases
and biometric sensors outputs. The various differences among
them can be encapsulated in the agent-based framework and
appropriatc analysis algorithms can be devised e take inte
account the differences between the quality and the
characteristics of the cellected biemctric infermatien. The

multi-agent structure can hide the various helerogeneous
components by providing the interconnection glue and the
homogenization infrastructure for database access.

On the other hand, the availability ef efficient
interoperability support will be highly valuable to realize
multi-national security systems since it will natively and
easily allew for querying in the databases el the various
ceoperaling natiens witheut the actual need eof sharing (he
real biometric information and analysis algorithms.

VI,  THE SYSTEM-LEVLEL DESIGN AI'PROACH

The construction of a biometric system with high abilities
of integraling cxisting cemponents and information
databases, preserving ownership and privacy, scalability, and
intcroperability as well as the native ability of supperting
multi-medal and mulii-paradigmatic methedelogics is a
challenging goal, which has an inestimable value for
advanced biometric systems and their effective and efficient
use in a heterogeneous distributed environment.

To achieve eflective usability of biometric technologies in
institutions and enterprises, it is in fact fundamental (o adopt
solutions that can be easily integrated in the usual operating
processes and products.

They must have good effectivencss, reasonable cost, small
managerial impact, good integrability, good scalability, good
interoperability, and good adaptability to changeable
conditions.
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In summary, biomelric selutiens need to be studicd and
implemented with a system-level perspective and not only as
a technological add-on to existing services and products.

The cooperative coordinated use of multiple modality,
multiple paradigms, distributed systems, and multi-agent
trameworks allows for supporting such an integrated
perspective in system design.

[X. EXAMPLE

The everall structure ol a biometric system designed by
using the preposed coemprehensive sysiem-level methedelegy
is shown in Tiig. 1.

Liach security agent, assigned to identities control, will be
supplied of an object, similar to a palmtop (hand held device),
in which arc inscricd multiple single-biomeiry scnsers fer
cellccling biometrics data (linger prints, iris, signature,
other), a camera, a lodging for smart card and a CI'U [9].

\ Personal-ID

Fig. 2. Generation ol the personal idenlilier

Afier collection biomeirics data of the person to identify
are codified using all techniques loaded on the palmtop at the
moment (lechniques can be dawned, or increased of number,
following technological developments).

Multiple biemetric data are integrated (rem the intelligent
terminals in a serl of bielegical liscal code (Non Reversible
Coding, NRC), a unique identifier for each person. The
unique identifier is based on the combination of data from the
sensors so that it may not be traced back to any of the
biemetrics and/or sensers used to generale it. Generation of
the personal identifier is shown in Fig. 2.

The Nen Reversible Cede can be gencrated ferm multiple
biemetric measurements and also frem helerogenceus
incomplete data bases.

Development ol algerithms 1o generate biometric cede
(NRC) from existing limited data bases allows both 1o expleit
data already stored and to manage the transition phase.

Coded data can be transmitted without violate privacy of
the individual, since also the union of all the possible coding

of the same typc ol biemelric informatien docs not concur to
£0 back to original data.

Mechanism of communications is, anyway, based on
secure channels [9]. If conventional channels are interrupted,
backup procedure using satellite communication is started.

Implementing agent systems, based on information
technolegies and advanced hardware platforms (i.e., parallel
computing, clustering), allows for managing the complexity
ol heterogeneous data bases and [or performing all data base
operations (queries, new data introduction (rom multiple
sources) by satisfying stringent time requirements. The multi-
agent structure supperting all fcatures described in the
previous sections is shown in Fig, 3.

X. CONCLUSIONS

The usc ef a cemprchensive, intcgrated appreach (o
system-level design of biometric  systems for security
applicatiens is (undamental to implement optimized and
flexible systems, able to cvelve and adapt themselves o
changing scenarios and technelogics. The main and
innovative geal censists ef the specilic focus on the sysiem-
level design, directed to create a structure with high

characteristics of accuracy, modularity, expandability,
adaptability, evolvability, maintainability, scalability,
integrability, intereperability, optimizability, usability,

privacy, reliability, and service continuity.

To achieve these geal we studied, experimented and
evaluated the technologies and the design methedolegies
suited to realize an intelligent distributed system for person
identification, recognition, and monitoring, based on multi-
modal, multi-paradigmatic, multi-agents, and adaptive-
cvolutienary technelogics in erder te take synergically
advantage of the eppertunitics offered by every technelegy.

Since the main f(ecus is on the system-level perspective,
the proposed methodelogical appreach is epen to the pessible
enhancement of the single components that are used in the
security system, namely, the scnsors, (he pertable devices for
collecting the biometric [features, the biometric feature

extraction  algorithms, the biometric  identification,
recognition, and monitoring algorithms, the database
structure and query processing, the communicaltion

technologies, the information and communication security.
luture research will study the issues of optimum

applicatien ol this cemprehensive system-level design
approach to satisfy the specific requirements of real
applicatiens. In particular, oplimizatien will censider

accuracy, conlidence, reliability, performances, sccurity, and
cost.
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