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Abstract

Biometric techniques are more and more exploited in or-
der to fasten and make more reliable the identification pro-
cess. Recently, many proposals have been formulated com-
bining cryptography and biometrics in order to increase
the confidence in the system when biometric templates are
stored for verification.

In this work we present a biometric authentication tech-
nique based on the combination of multiple biometric read-
ings. The authentication control can be performed offline
and the stored identifier does not disclose any information
on the biometric traits of the identified person, so that even
in case of loss or steal of the document, privacy is guaran-
teed.

Keywords: Biometric identification, Privacy, Secure
sketch.

1 Introduction

The problem of devising practical systems for personal
identification and verification relying on biometrical data
has been faced in many recent works [UPPJ04]. Indeed,
biometrics such as fingerprints, voice and face are perma-
nently associated with the user and can therefore obviate
the need to carry tokens or remember passwords and keys.
On the other side, the strict association between each user
and his biometric templates raises concerns on possible uses
and abuses of such kind of sensible information.

An interesting approach is to use biometric templates
to compute cryptographic keys that can be used in dif-
fered kind of applications, such as authentication or data
protection. In literature several systems combining cryp-
tography and biometrics have been presented, satisfying
the needed requirements to develop practical applications
[SK06, NL06]. The main problem is to cope with the higher

variability within different readings of biometric data that
makes them unsuitable to be directly used for cryptographic
applications. In fact, cryptographic keys have zero uncer-
tainty and a single-bit difference (in the key or in the mes-
sage) spoils the possibility of accessing the encrypted data.

In this work we present a biometric authentication sys-
tem enabling the creation of an identifier associated with
each enrolled person. The system we propose has a number
of appealing characteristics, which could encourage its use
in a wide range of application for authentication:

• privacy of the biometrics templates is protected, since
the templates are subjected to randomization transfor-
mation such that the derived published identifier do not
suffer from information leakage.

• the system is inherently multi-modal, since its func-
tioning relies on the knowledge of at least two biomet-
rics templates during the enrollment phase.

• the system is modular, since it does not rely on a
proprietary algorithm but on the composition of ba-
sic modules which can be substituted if the requested
specification parameters are satisfied.

• the system is usable, since, as we will see in Section
5, prototype can be conceived by assembling available
modules and obtain acceptable overall error rates for
different combination of biometric features.

In the next section we discuss some related work. In
Section 3 we present our method, describing the basic com-
ponent of our system. In Section 4 we briefly present some
considerations on the security of our approach and in Sec-
tion 5 we report some experimental results.

2 Related work

In literature, a wide range of techniques have been pre-
sented based on the combination of biometrics and cryp-
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tography, in order to cope with both problems: variability
of biometric templates and protection of personal data. A
comprehensive review of these approaches can be found in
[UPPJ04]. The process of generating cryptographic keys
from biometrics generally relies on an error tolerant binary
representation of the biometrics features. In Davida et al.
[DFM98, DFMP99], hash functions are used to protect the
sensitive user template.

Biohashing was proposed in [JLG04] and relies on
a two-factor authenticator based on the combination of
pseudo-random numbers and a biometric binarized feature
The main disadvantage of BioHashing method is in that
poor verification performance is possible when an impostor
steals the pseudo-random number used to built the ID of a
genuine user and tries to authenticate [NL06]. The usage of
a multi-modal biometric authentication system where one
or two biometric features have been “biohashed” is shown
to reduce the effect of this drawback, but the proposed tech-
nique increases the overall error rate.

In [JW99], Juels and Wattenberg proposed the “fuzzy
commitment” scheme where a secret message is protected
using a biometric template. In this case, an error correct-
ing code is used in order to associate a codeword c with a
person and compute an offset (δ = c⊕ x) for the biometric
template x. The encrypted message (the fuzzy commitment)
is then represented by the pair (δ, h(c)), where h(c) is a
one way hash function. It is worth to notice that neither the
biometric feature, nor the associated codeword are publicly
stored. The authentication process is correctly performed
if a fresh biometric reading y allows the computation of a
binary string c′ = δ ⊕ y sufficiently close to c so that the
code decodes it to c and the comparison between their hash
values succeeds. Moving in the same direction, Hao et al
proposed a biometric key generation procedure, which is
based on an iris code feature extraction algorithm and on
the combined use of Hadamard and Reed-Solomon codes
[HAD05]. Juels and Sudan also proposed a “fuzzy vault
scheme” in [JS02] relying on the polynomial interpolation
technique in order to cope with variability of the biometrics
template stored.

Recently, a similar approach has been proposed in
[SK06] to achieve a biometric system for offline verification
of certified, cryptographically secure documents. The pre-
sented technique can produce printable IDs obtained from
an extracted and compressed iris feature and an arbitrary
text.

3 The proposed method

In the proposed method a number of biometric readings
are used during the authentication phase. In the following
we detail the functioning of the basic modules: The first one
(enrollment module) creates the non reversible ID starting
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Figure 1. The enroll module.

from the biometric samples. The second one, the (verifi-
cation module) performs the identification process starting
from the novel biometric readings and the information con-
tained into the ID.

3.1 Enrollment module

During the enrollment phase, a novel identifier is cre-
ated for each user, by composing the available biometric
features. The ID can be then stored and must be provided
during the verification phase. The general structure is de-
picted in Figure 1.

Two biometric readings are separately processed to ex-
tract two sets of biometric features as usual. The proposed
system relies on at least a couple of feature extraction algo-
rithms F1 and F2 which can be selected among the already
known feature extraction algorithms in literature. Let us de-
note with ni the bit string returned by the feature extraction
algorithm and with ri its error rate, i.e., the rate of bits in
the pattern which could be modified without affecting the
biometric identification of the subject.

The second biometric feature is given as input to a
pseudo random permutation block, which returns a bit
string of the same length, having almost uniform distribu-
tion. The string is then encoded by using an error correction
code with parameters matching the length and the error cor-
rection rate previously computed. The resulting codeword
is xored with the second biometric feature. To this aim, one
or both string could be subjected to a padding in order to de-
rive compatible binary string. The second biometric feature
is also given as input to an hash function. The resulting di-
gest, together with the bit string resulting from the xor, and
the other additional information needed to invert the trans-
formation are collected and published as the identifier of the
enrolled person.

3.2 Verification module

The verification phase enables a strong authentication of
the subject who has to provide the ID he received during the
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Figure 2. The verification module.

enrollment phase and the biometric traits requested by the
procedure. Figure 2 shows the structure of the verification
module.

Let us denote with I ′
1 and I ′

2 the biometric features
freshly collected. The ID provided by the subject is split
into δ, the hash H(I2) (and the additional info x). By xor-
ing the reading I ′

1 with δ, a bit string is retrieved. Such
string should differ from the corresponding string created
in the enrollment phase for at most r1 bits (since the error
rate of F1 is r1 under the hypothesis that both readings I1

and I ′
1 belong to the same subject). The decoding phase of

the selected error correction code and the application of the
inverse pseudo random permutation, should allow the exact
reconstruction of the original reading I2.

At this point a first check is performed in order to com-
pare the hash of the retrieved value for I2 with the value
H(I2) stored into the identifier. Only if the check succeeds,
a biometric matching is performed using as input the re-
trieved value I2 and the fresh biometric reading I ′

2. The
authentication is successful when the biometring matching
is positive.

3.3 Composition of basic modules

The composition of the basic modules enables the cre-
ation of authentication application having different levels
of security and using a higher number of biometric features.
The basic enrollment and verification modules can be com-
bined in parallel or hierarchically. Figure 3 shows two ex-
amples of these basic compositions.

The parallel composition offers a simple method to ex-
ploit different biometric traits in order to create the ID. This
way, the level of multi-modality implemented is higher than
in the standard approach since more than two biometric
traits are in use. However, the error rate r in the composed
input needs particular scrutiny as each biometric method
differently contributes to the overall error rate.

Basic modules can be composed also in hierarchical
structures. Figure 3 shows an example of a two levels hi-
erarchical composition. Biometric inputs I1 and I2 are used
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Figure 3. Examples of possible compositions
of the proposed basic modules during the en-
roll and verification phases.

to create ID1 by means of a basic enroll module. Then,
ID1 is used in place of a biometric trait in a second ba-
sic enroll module together with a third biometric input I3

leading to the creation of ID2.
The hierarchical composition enables different levels of

security. In low-security applications only the biometric in-
puts I1 and I2 could be required to verify ID1. On the
other hand, in high-security applications, a third biometric
sample I3 would be required to verify also ID2 (obviously
given that the verification of ID1 had been successful).

It is worth to notice, that it is possible to build more com-
plex systems by using each method of composition (parallel
and hierarchical) recursively or by combining the methods
iteratively.

4 Discussion

In the following we informally discuss the security of the
proposed method. Our approach builds on the fuzzy com-
mitment scheme presented by Juels and Wattenberg and re-
casted as secure sketch in [DORS06, Boy04]. Differently
from Juel’s approach, in our scheme, one biometric reading
is xored with a random bit string obtained after a pseudo
random permutation from the other biometric reading. Fur-
thermore, in the verification phase, the process is inverted
and the second biometric template is reconstructed in order
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to be used as preliminary check (by comparing the com-
puted hash with the value stored into the identifier) and as
input to a biometric matching. To foolish the authentica-
tion system, an adversary has then two ways: recover a bio-
metric template from the public available information (the
identifier) associated with the enrolled person; or steal the
biometric templates of a genuine user through covert means.
In the first case, results on the security of secure sketch
constructions still hold and ensure that the adversary can-
not take advantage from the knowledge of the identifier. In
the second case, the adversary should steal at least two bio-
metric templates to complete the authentication phase. As
debated, a higher number of biometrics can be taken into
account in the setup of the authentication system, in order
to increase the overall security of the application.

The proposed method enables the identification of per-
sons using offline secure documents, in which neither bio-
metrics traits, nor other sensible data are stored. To ensure
its validity, the identifier produced during the enrollment
phase should be signed using the private key of the issuer
using one of the most diffused public key cryptosystem.

5 Experiments and Results

In this section, a practical set up of the method de-
scribed in the paper will be described. Given the require-
ments sketched in the previous sections, we selected iris for
the first biometric I1 and fingerprints for the second bio-
metric, I2. Thus images from the CASIA iris database
[CAoS03] were coupled to fingerprints extracted from the
FVC2000 dataset [MMC+02]. The CASIA (version 1.0)
database contains up to seven images of the same eye ob-
tained from 108 subjects. Fingerprint images (‘tenprints”)
were obtained from DB2 (part A and B) of the FVC2000
database.

We adopted a best of three approach when selecting the
iris template, in order to avoid that segmentation errors
might jeopardize the verification stage. Then, the enrolling
stage was performed following along the lines of what de-
scribed in section 3.1. We selected a Reed-Solomon correc-
tion code with n1 = 9600 and r1 = 0.4; with this param-
eters, our scheme allows for up to k = 1920 bits for stor-
ing the fingerprint minutia. For this reason we first applied
a mapping associating each bit in the pseudo-randomized
minutia’ binary string with a symbol of m = 14 bits, hav-
ing the first m − 1 bits randomly selected Then the result-
ing string was encoded with a [9600, 1920, 7681]214 Reed-
Solomon shortened code [Kar02]. A related operation was
performed on the iris binary string, which was encoded
by prepending m − 1 zero bits to each original bit (zero
padding). Finally, δ was obtained performing a xor between
the minutia’ encoded message and the coded iris string.

The verification phase was emulated using the remain-

ing eyes and fingerprints pictures. Up to 4 eye’s pictures
were used to obtain a second iris code with the same nu-
merical code used for enrollment. If one of the iris code
was able to unlock the first part of the scheme, also fin-
gerprints were processed. Otherwise, the subject was de-
clared an impostor, and the process stopped. In particular,
the iris code underwent a zero padding and was subtracted
(xor) to δ. Then it was decoded with a Reed-Solomon de-
coder. the pseudo random permutation inserted during en-
rollment removed and the random bits removed to obtain
the original set of enrollment minutia. If the SHA-1 hash
of the minutia set decoded was identical to what computed
at enrollment, this was taken as a positive iris match. Oth-
erwise, first the iris code was shifted in both direction up
to 8 bits and eventually the other 3 images were processed.
In case of a positive iris match, the ANSI-INCITS finger-
print template decoded was matched with up to 5 fingerprint
pictures for each subject. The match was performed using
the NIST NBIS-detector bozorth3[WGT+07]. In case
one of the match resulted positive the remaining compari-
son were skipped and the verification procedure was judged
positive. The overall results we obtained were FRR=1.85%
and FAR=0.0087%. The selection of the a good quality iris
code and fingerprint template at enrollment proved funda-
mental in improving the false reject rate of the scheme.
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