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Biometric technologies and applications are pervasively permeating our everyday life.
Biometrics for user authentication, once typically used for restricting access to crit-

ical (physical or digital) environments, are now making their ways in everyday life
applications and services, from the emerging fast-paced adoption of biometric passports
and face boarding at the airports to the widespread use of face and fingerprint recognition
for unlocking smart phones.

Biometrics are also seamlessly at the basis of many of the services and applications
of today’s smart society, from governmental and business services to leisure. Video
cameras are increasingly being adopted in public places to respond to security needs
or providing services in smart cities. Smart cars monitor the drivers facial expressions
and movements to react in case of sleepy drivers. IoT and smart assistant devices and
applications rely on voice recognition for user interactions. Advanced entertainment
and e-commerce applications can acquire and process user facial or body postures for
emotion and sentiment analysis. Adding to the examples, which show the richness of
applications relying on biometrics when interacting with users, biometrics technologies
are also behind other services operating offline and downstream, such as the longly
debated automatic user tagging from images in social network applications.

The widespread adoption of biometrics, the enormous amount of biometrics data
gathered, collected and processed, as well as advancements in artificial intelligence
open new challenges and opportunities in the field of biometrics and biometric data
processing. The importance and criticality of biometrics are also testified by their explicit
mention and particular consideration in the Artificial Intelligence Act just approved by
the European Parliament.

These advancements in applications call for novel biometric solutions, able to operate
in new and emerging scenarios seamlessly and balancing the need of catering advanced
services based on biometrics with the rightful desire for an ethical, secure, and privacy-
respectful use of biometrics.

In this talk, I will illustrate the main biometrics techniques discussing their char-
acteristics (e.g., universality, uniqueness, permanence, performance, and circumven-
tion), strengths, limitations, and applications. I will also discuss challenges and research
directions, with particular focus on opportunities from the application of AI.
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