
hc dcvelopment and usc nf program- 
mable measiirement systems have 
bccn widely explored both in the B a d -  T cmy and industry, with interesting 

and effective results (e.g., [l], [2]). The avail- 
ability of advanced computing architectures 
with high pcrfarmanies at reasonably low cost 

(e.g., a personal computer with acquisition and 
DSP boards) to  implement the measurenieut 
algorithms on a programmable architecture 
makes this approach attractive and cost ellec- 
tivc ill ineny application arcas. In pnrliculnr, 
Lhe possibility of nindifying the measurement 
procedure simply by changing the algorithm 
cxccutcd by the computcr-bascd architecture 
without rcplecing the hardware components 
makcs the experimental activity easier, espe- 
cially when thc measurement procedure is nu t  
completely assesscd. Besides, reusability, flcxi- 
bility, and gcncrality of the programmable 
measurcmcnt components rcducc acquisition 
and opcrating costs. 

Virtual mcasurcrnenl syslemshavc bccn in- 
troduced to simplify the design, implcmcnta- 
tion, and usc of pragraminable mcasumncnl 
systeiirsbyadoptingavisualinterf.icc (c.g., [l], 
[3],  [4]). Visual programming allows fnr a 
straightforward implementation of the mea- 
suring algorithm, even to pcople who are not 
expcct in  compuler programming. The algo- 
rithm is, in fact, created by graphically select- 
ing and interconnccting the functional blocks 
availnblc in the system-dcr,eli,pmc,,t library, 
similar to the laddcr diagrams well known to 
people working in industrial control. Craphi- 
cal intcrfaccs resembling the rcal itistruinenls 
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makc thc use and comprchcnsion of Ihc virlual instlumcnls 
inorcl iinmcdiate for individuals x c u s t a m c d  to working wilh 
conventional insIrUineiit'iti(iLi. 

Networking h a s  also bcen introduced successfully in mea- 
sureinelit to interconnect diflcrcnt instrumcnts and data pro-  
cessing sitcs inlo a distributcd measuring syslein (c.g., [I], 
[5]-[7]). Mulli-computer prircssiiig systems are effective in 
creating complex incasurement systems by overcoming tlie 
limitations of a single computer concerned with the overall 
coinpuling powcr or the numbcr of signals tobe acquircd a n d  
processcii. Lucillly distributcd procussing syslcms based on 
local area networks can bc adopted to d c d  with moniloring 
and control applications in largc machinery and plants. This is 
particularly attractivc when many signals milst be processed 
or the acquisition points are too Car for a cost-eliectivc 
EM-free interconnection betwern LIE processing syslcin atid 
the rcmotc scnsors. (?eograpIiically distributed processing 
systems interconnected by wide area networks are suited to 

implement nieasurcmcnt applications w e r  long distances 
through tclcmetry and distributed processing. 

All the abovc technologies can 
sound and effcctivc only i f  thcircha 
are wcll understood from thc Ihcor 
as in practice. Unfortunalely, many pmblcns and misunder- 
standings still occur both in acxlemia and industry. Complcx- 
ity, novelty, and rapid evolution nf  lliesc teclinologici d e n  
makc it diflicult to stay rea l ly  up-to-datc with sufficicntly 
widc and in-depth knowlcdge, as  wcll as practical cxperiencc. 
In addition, the appmcnt simplicity of tlicsc lccliniqui's oflcn 
makes oiic assume tli'it they are quick and easy to comprc- 
hetid and apply. Findl I y, many reserircliers and prdctiliunrrs 
who adopt thesc solutions are not really expericnmd in mea- 
stiring probleius and issucs hccause h e y  conic from othcr 
tcchnologic~il, scicntilic, and itiduslrial areris. Thus, thcy 'ire 
misled by thc techniques' apprcnt  simplicity. 

incas~ircinenl systems with high flexibility, adaplability, and 
programmability to automatc the measiisemcnl procedures in 
complex and distributcd applications. In this kind of .ipplica- 
Lion, quality issucs cannot be neglcctcd! ' l ' l iey nftcn bcrunie 
mandatory, according to industrial operating procedures and 
standards, especially when industry and laboratories have 
certified operating quality (e.g., IS0 9000 for production prw 
ccsscs, services, and products). Qualily means that Lhe 
metrological characteristics of accuracy, precision, and sensi- 
tivity must bc ensured, as wcll as the quality of tlie incasurc- 
ment processcs [4]. 

This articlc is, therefnrc, dirccted to discuss tlic lundamcn- 
tal characteristics of measurement systems based on digild 
processing, willi specific focus on vir- 
tual inslruments and dislributed 
measurement systems. Its goal is 10 

point out the characteristics and the 
features related la the above-men- 
tinned issucs, sii as to achieve a bctter 

understanding uf Ihe  effective usability of these tcchnologics, 
avoid pmhlcms duc lo their superficial applicatiun, and  pro- 
mule l l i e  best use of these advonccd, porvcrful methods. 

Pinally, W C  will consider the pmblcm of llic lraccabilily of tile 
measnrcment rc!sults coming from tlie instriimenlati~,,, based 
on digital signal pruccssing. 

The introduction of DSP Iccliniques in modem instrumcnta- 
tion rcprescnts a lundaniental step in the development of the 
mcasiirement scicnce, sincc it led lo '1 significant grawth and 
improvement d the instruments' performance. 

'The block diagram of a typical DSP-based instrunienl is 
shown in Pig. 1. It is tlic basic stcucturc of this kind of instrw 
mcnt. I h r  fundaincntal blocks can be idcntificd: 

i 'The Analog-Signal Conditioning Unit: this block adapls 
the input signal dynamic to that nf thc subsequent A/D 
conversion init and rcinoi~es possible ali,ising cffcrls by 
Inw-pass filtering the inpul signal. 

B The A / U  Conversion Unit: this block converls the input 
signals into '1 digital rep ntation, witli t l ie resolution 
and sampling ratc required by tlie correct cxccuiion of 
the measurcmcni algorithm. 

t Storage Mcmory. 
b Thc USP Unil: Illis block performs Ihe  measilienii'nt al- 

With this arcliitcclure, any mcasurcnicnt process can  bc 
vicwcd as  onc tliat c~tracts the dcsircd informatim f r o m  thc 
inpul sign.& by muans of  possibly complcx IISI' lechniqucs. 

'This dpproacli changes lhe traditional inerlsurenient phi- 
losophy, which associates a single, dedicated ~~icasurc~nciil  
device 10 each measuscmcnl process. hi DSI'-bascd mcasiire- 
mcnl  systems, a mcasurcment process is associaled with a 
dedicatcd algorithm that is iniplemented on thc same gen- 
cral-purpose computing systcm of Fig. 'I. I3y changing the al- 

Moreover, industry and laboratories need automated gorithrn, Lhe same computing syslem performs ncw 
measuring pmccsscs. 

gwillim by the specified lime slol. 

The main fcaturcs of ILISI'-based instrumcnts are: 
B The capabilily of combining informatior coming from 

many different field transducers as well as data fusion. 
5 The capabilily of implementing complex measiiiemcnt 

algarithms. 
B The capability of working undcr strict enviromncntal 

conditions and correcting the measurement rcsults ac- 

cording to the actual working conditions. 
D The capibility of nelworking. 
B The capability of sclf-calibvntion a n d  self-monitoring in 

order to guarantee that the system is qxw,ting in  the op- 

i-ig. 7. Tho block r i iayram of a DSP-based ineasurement system 
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timal condition to obtain thc dcsircd mcasurcment tin- 
certainty and characteristics. 

These features make the DS1'-based measurement systems 
quite attractive not only for research, but also for many indus- 
trial applications. For cxample, duc to thcir high integration ca- 
pability, DSP-based measurement systems are highly suitable 
for automatic test equipment. The capability of implementing 
differcnl functions on the samc hardwarc architecturc and thc 
ability of post-processing tlie measurement results allow 
self-estimation of uncertainty, under real operating conditions. 
This is important to certify tlie operating qpality in manufactur- 
ing systems. 

The availability of low-cost ADCs and personal computers 
led to a wide, cost-effective diffusion of DSP-based instru- 
ments in industrial applications and cmbcddcd systems for .. 
monitoring and control. 

The core metrological characteris- 
tics of the DSP-based measurement 
systems are determined by the charac- 
teristics of both thc AID conversion 
unit (as far as accuracy, resolution and 
sampling rvtc are conccmcd) and the 
DSP unit (as far as the overall band- 
width and accuracy are concerned). 

The measurement algorithm also 
plays a fundamental role in designing 
DSP-based instruments. Its develop- 
ment requjres a deep howledge of the 
digital- signal-processing theory applied 
to measurement [Z] to avoid the typical 
measurement errors due to aliasing and 

or engineering. These disadvantages prcvcntcd a widc diffu- 
sion of the first generation of DSP-based instruments into the 
industrial end-use? market. 

irttnai ~~~~~~~~~~~~~~~ 

To simplify the solution of tlie problems pointed out in the prc- 
vioiis section, thc concept of thc virtual instrument was intro- 
duccd in tlw literature as well as i n  the market at the beghiing 
of the 19908, and is now widcly uscd by practitioners. This idea 
is the natural evolution of the computer-based mcasuremcnt 
systems and follows ihc cnhancements of the computer hard- 
WBTC as wcll as thc ncw programming techniques that can be 
applied thanks to such powerful hardwarc. 

lnnuvatiun comprises thc dcployment of the computer arclii- 
tecture not only to perform tlie software programs hnplcmcnthg 
the measurement pmcedurcs, but othcr user-oriented functions. 

leakage. On thc oilier hand, the algorithm implcmcntatii,n re- 
quires a good knowledge of software-development techniques. 
'Ibis makes tlie specification, design, and implemenialiun of 
high-quality DSP-bascd measurcincnt systems vely difficult. In 
fact, people involved in the merlswemcnt ficld lmvc tlic thcorcti- 
cal knowlcdgc about tlic mcasurement science, but unfortunately, 
often have limited skills in software tcduiquci. Convcrscly, pco- 
ple hvolvcd in software dcvchpmcnt oftcn hwc rather poor 
skills in DSP-based measurement tecluiiques. In the past, this [act 
confined the devclopment of DSPhascd mcasurenicnt systems 
only to scienlific laboraturics. 

In addition, the man-machine interface of the very lirst 
DSP-based instruments was based on a kcyboard-screen inter- 
face with string-based commands. This was totally diifercnt 
from the hobs ,  buttons, nccdles, and scopc display-based in- 
terfaces that people working i n  tlie measurement field were ac- 
customed to. As a cunscqucncc, lhis oftcn creates prnblcms for 
inexperienced users because they have to learn interaction and 
operation techniques as well as constraints (aftcn coni- 
puter-oriented) that are different from the <incs to which thcy 
are accustomed. Training costs and timc for system operating 
personnel, thereforo, are greatly increased by tlie adoption of 
computer-based systems. On the othcr hand, frustration may 
occur due to the difficultics that arc intrinsic in computer sys- 
tems fur pcoplc who arc not expert either in computer science 

as well. The main goal is, in fact, to pro- 
vide a user-friendly support to imple- 
ment and cxecutc the measusement 
algorithm and thc managcmcnt of thc 
hardwarc incasurcinent resources. 

As in conventional computer-bascd 
incasurcmcnt and control systems, the 
use of thc computer allows for confiw 
ing tlic Iiardwarc componcnts dedi- 
cated to the measurement application 
to lhe dels ecquisition/8ctu,tio,, sub- 
system responsible for sampling the 
ficld signals, as  well as for generating 
the possible field actuation signals. All 
onerations of the measurcmcnt ~1rocc- 

dure arc pcrformcd 111 saftwarc This ensiii'es high flexibility in  
thc systcm without requiring hardware cliangcs as lung as it 
guaraniecs that thc ficld signals are acquired and llie 
field-actuating signals are generated, vvilh the requircd accuracy 
and sampling rntc and withh thc rcquired cycle time. This con- 
hcment  leads to simplify and standardize the input/oiitpput iii- 

terface boCirds for xquisition and actualion and, conscqucntly, 
to rcducc the ovcrall cost of system ownership (e.g., acquisihon, 
maintenance, lraining, and sultwarc d 

The second aspect dealt with by the virtual inslrumcnts is 
tlic psychological impact on the users, which dircctly affccts thc 
distribulion of these inuasuremcnt systcms. As emphasized in 
thc prcvious section, computeAased systems, dive 
and efficient from the mcasurcmcnt point of view, may appear 
very different from tlie conveii tional inslrumcnts and mcasurc- 
ment workbenches as  far as thc human user interfacc is cow 

ccmcd. The availability of computational po\vcr unused by the 
real-time measurement proccdurc in modern computer archi- 
tcctures (cspccially i n  the low-cost systems based on personal 
computers) allriws for adopting graphic interfaces to oveic~nie 
thcsc problcms. The appearance of real instruments and oiea- 
surement workbenches is thus mimicked in tlie virtual systems 
so lhal they rcscmblc thc intcrfaccs of tlrcir rei1 countcrparts. 

To achieve the above goals, the graphic featurcs of modern 
coinpulers (in perticulw, pcrsonal co~nputcrs) h a w  bccn ex- 
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ploited. Graphic intcrfaccs have been deveioped based on 
windowing and iconic interactions to issuc commands and 
observe the operation of the measurement systems as well as 
the related applications. 

Thc advanccd graphic features of most of the modern per- 
sonal computers allow for implcmenting il realistic user inter- 
face of the computer-based instruments end workbenches, 
very similar to the real ones. The name “virtual instruments” 
derives, in fact, from the realistic aspect and operation with re- 
spect to the real instruments, even if they arc internally made 
in a different way. 

The front panel prcsented on thc computer scrceii com- 
prises the graphic reprcsentation (icons) of conventional coil- 
trols (e.g., buttons, selectors, potentiometers) and indicators 
(e.g., oscillograms, scope-like display, lights, pointer indicators, 
digital indicators), that are familiar to users in measurement ar- 
eas. An example of a dedicated application is shown in Fig. 2. 
Graphic fiexibility also allows for easy merging of the front 
pancls of scvcral instruments with ficld actuators tu create a 
comprehensive warkbench of virtual devices with all the com- 
ponents of the envisioned application. This simplifies even 
morc the user interaction with the monitoring and control sys- 
tem since it concentrates all relevant devices in one single inter- 
rclatcd vicw by discarding the information and the puts  of t l ~ c  

devices that are not of direct and immediate interest. Con- 
vcrscly, in real workbcnchcs, thc uscr must face all of the in- 
strumcnts‘ and actuators’ parts, making it morc difficult both 
Uie idenlification drelevanl items and their visual observation. 

The user can operate on the icons as on the corresponding 
real devices; in particular, controls are operated by using the 
pninting device available in the personal computer (c .g . ,  thc 
mouse) instead of moving them directly with the user’s fin- 
gers. The prcsentation and user‘s observation of the measured 
quantities either on pointer indicators or other visual devices 
may be less accurate than a numeric view. However, the vi- 
sual overview of the pointer and the whole scale helps the user 
to understand immediately the relative position of the mea- 
sured quantity in the scale of values and, thus, the 
scasunablcness of the obscrvcd valuc. This, in turn, immedi- 
ately triggers the operator’s actions by deploying automatic 
reactions induced by training inhis memory. In fact, it is often 
casicr to associate actions to pittems in observed images than 
to read a value and mentally compare it to critical ranges to 
deduce Lhe opportunity of action. 

Graphic programming techniques have also been im- 
ported from computer science to simplify the definition of the 
measurement procedures by means of object-oriented data- 
driven techniques. 

By using these teciiniques it is possible to describe the mea- 
surement procedure without any need for a conventional pro- 
cedural programming language. In the programming 
language, the sequences of nperntions on data must be givcn 
with a detailed vicw of the computing architecture typical uf 
computer scientists and engineers. In visual programming, 
data and operations are represented by icons. The measure- 
ment procedure is obtained by drawing a procedural diagram 

or graph that dcfiiies data dependencies and opcrations to bc 
performed. Nodcs of the graph are high-level operations typi- 
cal of the numeric processing in measurement, as wcll as opcr- 
ations for visual data presentation and management of the 
acquisition boards. Icons that are associated to functional 
blocks, visually reprcscnt nodes. Nodes have input and out- 
put conncctions that allow receiving and delivering opcrands 
and results, respectively. Input nodcs connect the graph to the 
cxternal sourccs of data (the input boards), while output 
nodes connect data to the output boards to  the field. Directed 
paths represent the data dependencies among operations. To 
simplify the design process, huge libraries of functional blocks 
are now avaiiable fur thc widcly used development environ- 
ments for virtual instruments and workbenches, including 
data processing operation as well as board management. In 
addition, to deai with complex measurement procedures, hi- 
erarchical definition of thc graph is usually adopted to struc- 
ture thc dcfinitian at different abstraction levels. A nude may, 
therefore, be either a library function or a subgraph. An exam- 
ple is shown in Fig. 3. 

A graphic editor allows for creating the mcasurement pro- 
cedure graph. Editing functions include: selection of func- 
tional blocks from the library, connection functions, 
placement and routing, drag and drop, cut and paste, hierar- 
chical cxpansion, and filing actions. Customization of the op- 
eration parameters is possible according to the charactcristics 
associated with the envisioned icon. Data flow is defined by 
properly connecting the instances of the functional blocks. 
The graphic interfacc is thcn associated to the measurement 
procedure so that inputs and outputs are associated to tlie cos- 
responding presentation operation blocks. 

The measurement procedure graph coincides with the COLI- 
ventinnal block diagram that every measurement dcsigner is 
accustomed to drawing to describe the overall measurement 
procedure, as well as all details specifying the characteristics 
of the desircd data proccssing. This is independent from the 
tochniqucs adnptcd to implement the procedure itself. There- 
fore, the visual programming allows the mcasurement procc- 
dure designer to focus on the measurement problems and 
issues instead of wasting efforts in computer programming 

Fig. 2. The front panei of 2 dedicated virtual instrument, 
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Fiy. 3. The block diagram of tile iiistrumeilt presented in  Fig. 2 

easily and dircctly at their terminals to build complex mea- 
surcnient systems by mimicking the comtruction of real 
workbenches obtained by cunnecling the physical terminals 
of physical instrumcnts. 

In  summary, virtual systems are simply computer-bascd 
measurenient systems having a graphic intcrfacc that makes 
them morc priigl-smmahlc and usnblc by people who arc mcn- 
surcment experts and praclitioners, but not computer experts. 
lliis is both positive and negative from tlie measurement sci- 
ence and application points of view. It is positivc because ad- 
vancctl measurcment systems can be built and maintaincd at 
lowcr casts and develnpcd faster, especially by exploiting c u m  
poneiit reuse. It is negative becduse pcoplc who are not expert 
in  measnremciit can easily build measurcmcnt systems with- 

details. Visual interaction for pragramming is bascd an items 
that ore well known lo the nieasuscmcnt designer (i.e., thc 
block diagrams and the block interconnection through tcmnii- 
nals, as i n  real workbenches), and is centcrcd on relationships 
among them that mimic thc oncs among the mcasnrcmr!nt 
procedure quantilies. As a result, visual programming far \,ir- 
tual inslruinents and workbenches can bc cssentially viewed 
as writing the block diagram of the measurement procedure 
by ~ncans of a compntcr program (i.c., thc rditw) inslead of 
writing it c m  piper.. A very short training scssion an lhe use of 
the editing and developmcnt system is, thercfarc, required for 
iiicamrcmcnt expei ls  to bccamc familiar with a d  
system for virlual instrumcnts and workbcnclics. The re- 
quired background knowledge is limitcd to the measurcmcnt 
science and tcchnalogy that is mandatory to define (on p p c r )  
the block diagram of thc measurement proccdurc and to de- 
fine tlie information needed to draw such a schcmc in the vir- 
tual instrument development system. 

Thc bluck diagram of thc measurement procedure is then 
translated inta the comp"ter-cxccut~ble code by suitable aulo- 

matic translation programs available in thc virtual system de- 
vclopmcnt environment. lranslation is, therefore, another task 
moved from the designer's shoulders to thc computer. The 
compiler generates the executablc code from the visual source 
code of the mcasurcment proccdure and the function library, 
and stores i t  in a n  executable file for srtbscquent use. The intcr- 
prctcr performs translation and immediate execulioii of tlie 
functional blocks without storing them in a file. This is useful 
during system development to test interactively the procedure 
bchavior without thenccd oicompleting the system definition, 
generating the executable codc, and leaving thc dcvclopment 
environment to run the executable code itseii. 

Very rccontly, the need for furthcr reduction of thc devel- 
opment timc as well as  for qualily enhancement and stail- 
dardization suggested thc sharing and massivc reuse of the 
functimal blocks and the mcasurement proced~ires devel- 
oped and tested by experts. In this direction, somc companies 
in  the measurement and applicationareas stertcdjoint sludies 
and development of interchangeable virtual instruments, i.e., 

out a good knowledge about the main iisucs of the measure- 
ment science (e.g., xcuracy, precision, real-time opcration, 
traceability). This mdy lead to misunderstanding and misuse of 
thc mcasnvement system rcsnlts. I n  addition, ease of devclop- 
ment and testing often makes people hungry to reach the solu- 
lion fdstcr, bul Ihey end up thinking less about the 
measurcmcnt procedure, its corrcchicss, its completeness, its 
thcorctical feasibility, its opcrating ConstrainIs, its limits, its rf- 
ficicncy, and its adhcrcncc to the application needs. 

In  the literature and in praclice, many exmiples Iiavc been pre- 
sented concerning the me of networking to extend thc mea- 
sweinciit and the computational ability uf computer-bascd 
systems and virtual cn\,ironments. 

'l'he first limitatirm in dcsigning complex systems is given 
by the number of diiferent signals to be samplcd. When thc 
nieasurcmcnt prucedure needs to operate on many diffcrcnt 
signals, the computer-based architecture m ~ y  not be able to 
host enough signal-ocquisitioii boards. The use of networkcd 
instrumcnts and acquisition subsystcms allows for expanding 
the acquisition capbility oi the processing unit. Industrial 
standards (c.g., GPIH, fastbus) were proposed a long time ago 
and arc widely used in the industry, especially when complex 
processes and systems need to be monitorcd and controlled in 
real timc. The locality of the intcrconnections and dedicated 
interconnection interfaces and procedures ensurcs tlie lack of 
delays in commnnications as ivcll as the consistency of the 
field view obtained by samples. Thc presence of a single pra- 
casing unit makes thc crcation of consistent and coherent iin- 
ages of the sampled signal simplu. As a consequcncc, 
networkcd instrumentation and acquisition subsystems are 
suited ior rcal-time monitoring and cuntrol of  systems. 

A second restriction is the operating area covered by a sin- 
gle processing unit. Sensors and acquisition subsystems can- 
not bc located ton far from thc signal source, according to the 
specification of the signal quality allowed by the acquisition 
boards. If signals must be acquired from distant sensors, net- 
working of acquisition subsystems and instrumcnts can be 
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useful Lo overmne the signal degradation induced by clivi- 
roiimentnl noise on the direct connections between scnsoss 
and the acquisition boards inslalied in the processing unit. In 
fact, the cominuiiicationprotocols adopted in tlie digitalinter- 
connections, possibly o n  optic fibers, arc more immune to the 
envimnmental noise and EMI. This approach allows for 
real-time monitoring and control of large and complex sys- 
tems and plants so that sensing and conlrol applications can 
bc distributed ovcr a larger arca in the factory. The covcred 
area is, however, bound by the maximum distance allowcdby 
the interconnection cables. 

The third limitation in complex processing that extracts the 
desired information from the data acquired by the field, is tlie 
computational complexity of thc incasurement programs. Thc 
higher the complexity, the more powerful and cxpcnsive the 
computing architecture must be in order to guarantee real-time 
opcration according to tlie application 

ensure a reasunable processor c lack synclironiration. In this 
case, tlw cumputes network has Ihe size of a typical campus 
network. Conscquently, consistency of lhc overall view of the 
field from the sampled signals is provided for processes hav- 
ing slow dynamics, with respect lo the global update time con- 
strained by network delays. A better approach for fast 
dynamics consists of partitioning the plant into processing 
cclls and controlling each cell with a dedicated proccssing 
unit. Nctwurking the praccssing units and possibly sharing 
signals in thc plant to co-ordinate operation of the processing 
units can be achicvcd without broadcasting all lhe signals of 
the plants. In  this case, tlic individual processing unit is re- 
sponsible for controlling, possibly in strict rcal time, a plant's 
cell, whilc interconnection among computers ensures overall 
coordination at a higher abstraction, but slower level. 

The present trend in interconnected mcasiirement systems 
is to extend the area covered bv the in- .. 

needs. Often, dedicated DSP boards 
must bc installed to speed up the host 
processor. When processing becnmcs 
too demanding, a single computer may 
not be sufficient or may have a n  exces- 
sive cost. Partitioning the cumputa- 
tional burden ovcr independcnt 
processing units interconnccted by a 1o- 
cal computer network can bc an effec- 
tive solution to create a distributed 
measurement systcm-if suitablc s y -  

case of large and complex plants, a 
slructured nctworked measurement 

of p a  rtiti 0 g.1 i II Q ,th Q plant 

chronization and cooperation are pro- 
vided to guarantee parallcl operation and consistency of thc 
collected data. 1 . 1 ~  locality of thc interconnections makes com- 
munications practically instantaneous. If t l ~  network is dedi- 
cated to iiiicrciinnect only the processing units for the 
mcasm'ement procedure, the rcsulling traffic, cvcn on commer- 
cial and incxpensive nctworks (e.g., Ethernet links at 10 Mbps), 
is usndly so low that no delay is introduced by iiclwork COLI- 

tention. In addition, if the time a t  which samples were taken 
must bc certified, time stxnping can be effectively implc- 
mented because computcr clucks ~ a i i  bc synchronizcd easily 
and quite precisely. On the other hand, if higlicr throughput is 
necessary, higli-speed coiincctiiins (e.g., FDDl or other dedi- 
catcd fiber optic links) can be installed a l  reasonablu costs. Thc 
certainty of the time at which samplcs arc Laken md tlic low re- 
sponse time m~~keieasiblc thc USC ollocally nctwurked psoccss- 

ing units for monitoring systems as wcll as for real-time control 
of systems and plants. I n  fact, data pKICliC,llly nppcar to h a w  

bccn sampled simultaneously by il single compulcr. 
A furthey restriction concerns thc monitoring and control 

of very largc plants, e.g., chemical and oil plants. Camplexity 
and distribution of these systems make impossible tlie use of n 

single processing unit-sweral units must he networked and 
distributed inthcplnnt bycrcatingadist~ibutedmeasuromcnt 
syslem to monitor and control each pml in a coordinated way. 
Also, in this case, tlib usc of a dedicatcd computer ixlwark to 
connect thc pruccssing units is usually sufficicni to minimizc 
the communication delays and the interfcrcncc, as well as  to 

connected units. Then, the gcograplii- 
cally distributed units are connected by a geographical coni- 
puter nctwork into a distributed measurement system In this 
casc, cirmrnunicatian delays usually cliiinot be neglected. This 
is cvcn more relcv.int if tlie lraffic in thc cumputer network is 
not negligible due til thc number of computers connected a id  
tlie amoimt of communications, cspecially i f  a public computer 
nebvork is used to realirc the interconnections among tlie mea- 

suring prvcessing units. Consequently, local monitoring and 
control become mandatory to guarantee carrcct rcnl-time opcr- 
nlion, whilc geographical intcrconneilions can bc iiscd fos 

global obscrvation and mmiioring, but without any actual coii- 
Irol in strict rcal time. In global monitoring, thc: user must be 
awarc 01 the possiblc incunsislency of thc observed data cum- 
ing frnin thc dilferent distributed processing units. No furthcr 
dnln processing and lusion should, thcrelore, be pcrfmmed on 
samples coming from diffcrcnt units, except thc processing 
dom i n  thc cells tlicmselvcs. Thesc data might no1 be correctly 
synchroniY.ed, Icnding l o  possiblc errors i n  the dcrivcd quanti- 
tics if lhe applied proccssing proccdurc assumes (as usual) that 
all dat.,havebeenacquircdat tliescunc time. As far ascontrolis 
concerned, tlic global network caii he centrally used only for 
some very-slow dynamics of geographical systems cis to coor- 

dinate the control operati<ni of each control unit by working at a 
higher sbstractim level. Opcrating on incoiisistcnt imagcs of 
thc ficld may lead to crrurs in  tlw crxitrol procedurc, and lo COII- 

trul instability. 'I'hcsc cffccts may becamc wry evident and 
dangerous when the syslcin dynamics arc fast, 
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Introduction of virtual instrumcnts (e.g., [5]) in distributed 
measurement systems is an obvious evolution of the ahwe 
networked measurement systems. Distribution over Lhc nct- 
work of the measurement ciimpr,nents is obtailwd by design- 
ing each component individually and by providing i t  with 
suitable interfaces 10 exchange data through thc network with 
the olher cumpunents; Lhcn, each componcnt is allocated on a 
different computer in the network. Suitable icms and system 
components arc often provided to support easy design of the 
distributed virtual illstrumetits, in particular to make the  de^ 
1 4 s  of the computer intercoiincctian protocols tmnsplrent to 
the user, as well as the measuremenl component communica- 
tions. Distributed virtual measurement systems suffer from 
the same problems oullincd above foc the different classes of 
nctworked systems, which are somehow given by thc simplic- 
ity of creating such systems. This seems an intrinsic contradic- 
tion However, simplicity makes it possible to design and use 
virlual systems eve0 for people with limited kntiwledge in 
mcasurcmentas well as in networking. While thcscpcuplc arc 
expert in thcir application areas, they are often not totally 
aware of consistency and synchronization issues related to the 
complex systcm observation for monitoring and control. In 
addition, they may beunaccustomed to considering theneeds 
related tu control, rcnl-timc opcration, accuracy, precision, 
sensor fusion, characteriratim, and calibration for correct 
measurement and applications. Consequently, they often 
adopt virtual distributed mcasurement systems witiiou t fully 
considering their limitations, operating constrainls, and ap- 
plication influences. ‘This may be critical and Even result in er- 
~ m e o u s  measurmrnxnt aiid control, especially when real-time 
operation is very strict due to the fast syslem dynamics, with 
respect to the network communicalions and synchninization. 

In all types of networked and distributed measurement sys- 
tems diacusscd above, real-time operation and constraints arc 
critical issucs to be considered during system design to ensure 
the correct system operation. lf thc system to be measured or 
cnntrolled is connected tu  thhc computcr directly through suit- 
able acquisition boards, ronl-time operation of the measure- 
ment system is possible. Some researchers and companies 
claim that mal-time opcration in nctworked and virtual instlu- 
ments and environments with remote sensing is always feasi- 

ble and correct undcr m y  operating and ciwironmental condi- 
tion, including geographical computer networks. This is conect 
only under some restrictive conditions, as shown in Pig. 4. Sam- 
pling of all quantities uscd by tlie measuremcnt workbench are 
not guaranteed to be ubtnincd exactly at the same time whcn 
acquircd by different systems that cannot share the Same San- 
pllng clock. Data analysis for monitoring and control must, 
therefore, consider explicitly the time at which samples were 
taken. Traditional conlrol algorithms need a consisten1 picture 
of thc inputs, sampled contemporancously. Practically, analy- 
sis and cuntol arc still cosrect even if sampling is not pcr- 
formed contemporaneously oil all input signals, but in a time 
period short enough to allow for considering the input values 
invariant within this period, This occurs whcn systcm dynam- 
ics arc slow enough, with respect to thc period. Conversely, 
when input signals vary by a quantity larger than tlie system 
resolution within thesampling delay period, the aboveapprox- 
imation is not correct, and rcmote sensing should not be uscd 
for monitoring or conlrul. In control, improper iise 01 remote 
sensing may lead to systcm instability and safety problems. Fig. 
4 shows that signal 51 can bc indifferently sampled a t  time T1 
or 72 bccxise it does not cliangc in this interval. The same does 
not apply for signals 52 and 53. Therefurc, onc sample of SO 
taken at  time T2 cannot be considered contemporary in one 
sample of 52 taken a t  time T2. Large measurement errors duc to 
this sampling delay may occur, even i f  the signals 52 and 53 are 
lacally sxnplcd in the correct way. 

The lrend in  modcm DSP-based instrumentation incrcasingly 
integrates of the measurcmcnt systems into more complux 
monitoring and control systems, distributed over differ- 
ent-possibly geographically distant-Iucations. 

Virtual instruments, as well as networkcd and distributed 
measurement systems, are the natural evohition of the first 
LISP-based systems. Their main feature consists of the cxploit- 
ing of the ever-increasing computational power of the modern 
USI’ processors to simplify the development of the measure- 
mont algorithms, the man-machine intcrfacc, and the system 
interconnection. 

From this point of view, innovation provided by such sys- 
tcms seems to be coming more from thc computer science field 
rather than measurement science. However, many issucs typi- 
calof thelatter field ilreinvolvfdinthccorrectdesignandoper- 
ation of those systems. All problems related to the DSP theory 
must be carefully considered to avoid a11 those great measure- 
ment errors (e.g., aliasing and leakage) that may easily occur in 
these intrinsically noniinear measurcmcnt systems. 

As long as the influence of the computing side becomes 
more and more significant, new problems must be addressed. 
For example, networking instruments on a geographical scale 
requires accuratc consideration of the lack of synchronization 
between the interconnected acquisition systems, to avoid 
mcasurcment errors, whose consequcnccs may be dangerous. 

Fig. 4. Sampled signals witli different dynamics. The infiuerlce of sampling 
time on the sampled value. 

The trend toward increasing complexity of instruments 
shows to an increasing difficulty in the correctness of use, from 
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the inetrohgicalpoinl olvirw. This problcm is somchuw madc 
evcn worse by graphic interfaces and programming languages 
that make their practical configuration and use very easy. 
Many relevant theoretical aspects and measurcmcnt issues re- 
main hidden to inexperienced practitioners and lechnicians 
who cannot be fully aware of the consequences of their choice. 

In many application cases, the salulion of complex pnib- 
lems is noL easily cxpressed in terms of an algorithm, while it 
caii be effectively and efficiently described by cxamples. 
Soft-computiiig technologies (namely, iicural nclworks, fuzz]' 
logic, and expert systems) have been shown to be a viable ap- 
proach [SI. After configuration (i.e., sclcctiuii of thc model pi- 
rameters), these computing paradigms become algorithms to 
dcscribe the mact and dctcrministic sequences of operations 
that must be performcd on inputs to gencrnte the desired oiit- 
puts. In the ncar future, thcrefore, DSP-based instruments, as 
well as virtual instruments, will evolve to include soft-com- 
puting blocks as standard building blocks. This will lead to 

further problems in the mctroiogical characterization of tlicse 
new instruments. 

In addition, the more complex measurement algorithms 
play a relevant and critical role both from the theoretical point 
of viaw and in many application areas. l h i s  results in further 
problems concerning the unccrtainty, i.c., the measurement 
quality. What is the influence of data processing un the mea- 

surement uncertainty? How does the uncertainty affecting cadi 
signal sample propagale through lhe me'isurenient algarihn? 
How can the final measurcment unccrtainly bc estimated? 

The present and the future challenges olresearchcrs andcd- 
ucators in the field of instrumentation and measurement arc 
twu-fold. From one side, iundamcntals of h e  digital signal pro- 
cessing theory and releled metrological issues musL bc dissemi- 
nated as widely as possible at aiiy technical cducatioiial lcuel. 
On tlw other side, tlw evolution of these mcasureinent systems 
must be pushed toward self-evaluating systcms that arc able to 
warn the users about the presencc of possiblc ccror coiiditivns 
[Z] and to self-ustimate the measurement uncertainty. 
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