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Abstract 

The problem of sensitivity to errors in artificial 
Neural Networks is discussed here in behavioral terms, 
i.e. considering an abstract model of the network 
and the errors that can affect a neuron’s computa- 
tion. Feed-forward multi-layered networks are consid- 
ered; the performance taken into account with respect 
t o  error sensitivity is  their classification capacity. The 
final aim is evaluation of the probability that a single 
neuron’s error will affect both its own classification ca- 
pacity and the whole network’s classification capacity. 
A geometrical representation of the neural computa- 
tion is adopted as the basis f o r  such evaluation. 
Probabilty of error propagation is evaluated with re- 
spect to the single neuron’s output as well as to the 
complete network’s output. The information derived is 
used to  evaluate, for  a specific digital network architec- 
ture, the must critical sections of the implementation 
as far as reliability is  concerned and thus to point out 
candidates for  ad-hoc fault-tolerance policies. 

1 Introduction 

Neural networks are increasingly seen as viable so- 
lutions in application areas requiring massively paral- 
lel processing to  meet hard real-time constraints when 
affording problems that are not solved by algorith- 
mic approaches. In this context, the trend is towards 
implementation of dedicated neural architectures, for 
which the learning phase is completed off-line, possi- 
bly by simulation on a host machine, so that both net- 
work topology and weight distribution are completely 
defined. Such phase actually leads to  fix the compu- 
tational paradigm, i.e., the abstract architecture of the 
neural network, but it does not a priori constrain the 
real architecture upon which it will be mapped (even 
less, the implementing technology). Performance re- 

quirements and other figures of merit will have to  be 
taken into account to  finalize the system’s design. 

Adoption of neural networks in possibly critical ap- 
plication areas has led to  consider the influence of er- 
rors on the neural computation, to  provide guidelines 
on fault-tolerance policies required. Two approaches 
are discernible in present literature. On the one hand, 
efficient architectures for given applications are de- 
signed first, and fault-tolerance measures are then in- 
serted. Actually, in such instances (see [l-4]), the na- 
ture of the neural computation is not taken into ac- 
count, but rather the architectral characteristics con- 
stitute the basis for any fault-tolerance policy chosen. 
This is true in particular of all implementations based 
on array structures, such as the one discussed in [4]. 

An alternative approach, adopted by several au- 
thors [5-81, deals with the abstract paradigm of the 
neural network, examining the effects of purely behav- 
ioral errors, relating to  the operators involved in the 
neural computation rather than with faults in a dig- 
ital architecture. As a result, probability of a given 
error’s influence upon the global neural computation 
can be evaluated; in other words, the sensitivity t o  
errors of the neural paradigm is evaluated. Such an 
approach has easily disproved an initial intuitive be- 
lief in the intrinsic robustness of the neural paradigm 
(a  robustness that can be achieved only by a proper 
learning procedure finally resulting in careful distri- 
bution and redundancy of information within the net- 
work). Morevover, and even more important, its re- 
sults can provide useful guidelines both in the choice 
of one implementing architecture among a set of alter- 
natives and, given one architecture, in localization of 
”critical” subsystems where suitable self-checking and 
fault-tolerance policies should be concentrated. In this 
case, a mapping of architectural faults onto behavioral 
errors should be performed first. 

Sensitivity to  specific classes of perturbations for 
given neural paradigms has been studied a t  different 
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abstraction levels to  determine the influence of er- 
rors in the neural computation at  the network out- 
puts [5-7, 9-11] and finally to  measure the induced 
loss in final performance or performance distortion [9, 
12, 131. As sensitivity issues are concerned, the au- 
thors of [6] and [7] restrict their analysis to  errors in 
synaptic weights or in input signals, considering such 
errors equivalent as far as their effect on the receiving 
neuron is concerned, and evaluating the consequences 
on the behavior of both a single neuron and a com- 
plete feed-forward multi-layered network, subject to  
some initial constraints. In particular, limitations on 
error magnitude are adopted, allowing linearization of 
the functions involved in the evaluation of the error 
propagation probability and thus making the under- 
lying mathematics more amenable. Results, limited 
to binary inputs and step activation functions, have 
been partially extended in [9] by considering continu- 
ous functions. Under the large fan-in assumption for 
each artificial neuron (which allows exploitation of the 
central limit theorem), a stochastic frame is provided 
to analyse the sensitivity of a neural network’s outputs 
to  behavioral errors affecting weights. This hypothesis 
has been weakened in [lo, 111 to evaluate the probabil- 
ity of observing an error at the output of the neuron 
affected by the error itself. Performance distortion 
involves definition of figures of merit to  measure the 
loss in performance due to  perturbations affecting the 
neural parameters. Such figures rely on the analysis 
of signal and noise: they are generally based either on 
the ratio of signal-to-noise variances [9] or on the ra- 
tio of average powers [12]. In [13] a generalisation of 
the influence of precision requirements has been per- 
formed to  deal with all functional units in a dedicated 
digital neural archirecture. 

In the present paper, we consider application- 
specific neural systems. By this, we mean that 
network topology (restricted within the multi-layered 
feed-forward class) as well as weight distribution have 
been completely determined (for example, in a pre- 
liminary simulation phase); therefore, the abstract op- 
erators taken into account for definition of the error 
model are all and only the ones involved in the recall 
phase. This is the only restriction introduced as far 
as implementation is concerned; no details concern- 
ing architecture or even technology are required. The 
approach presented in [7] (related to Many-Adalines 
or Madalines), and in particular the geometric rep- 
resentation there adopted, are the starting point for 
the more general analysis discussed in the present pa- 
per. Contrary t o  the limitation in [7], we take into ac- 
count multiple-step activation functions, accepting as 

limit instance (for an infinity of steps) continuous non- 
linear functions. Extension to  multiple-step functions 
is made necessary by the fact that, whenever three or 
more layers are present, the single-step function does 
not grant arbitrarily small errors in the recall phase, 
unless the initial network topology is modified [14]. 
We envision possibility of errors in all the abstract 
operators that constitute the neural computation, in- 
cluding the activation function. 

In Section 2, the geometrical description of the neu- 
ral computation will be introduced, as well as the ap- 
proach adopted for subsequent error-sensitivity anal- 
ysis. In Section 3, the error model will be described in 
detail, starting from behavioral errors associated with 
the operators appearing in the neural computation. A 
geometrical representation of errors and of their ef- 
fects on the neural computation will be discussed; rel- 
ative errors of arbitrary magnitude are allowed. In 
Section 4, the probability of propagating the errors to 
the output of the single neuron will first be evaluated. 
Detailed evaluation will be carried out for the case of 
single-step activation functions; the general approach 
for multi-step and continuous function will be defined. 
Then, probability of error propagation will be studied 
with respect to  the outputs of a general multi-layered 
feed-forward network. 

2 The Neural Computation and the 
Geometrical Model 

Let us define first the general computational model 
t o  which reference will be made in this paper. As 
already said, feed-forward multi-layered networks will 
be taken into account (a sample scheme is given in fig. 
1). The individual neuron is identified by two indices: 
the layer k and the position i within the layer. Its 
functionality is defined by [15]: 

x k , i  = f k , i ( u k , i  - e k , : )  = (1)  
n k - 1 - 1  

= f k , i (  w k - l , i , j x k - l , j  - e k , i )  
j =O 

where x k , i  is the output of the i-th neuron in layer k 
(it is therefore the input for neurons in the subsequent 
layer), w k - l , i , j  is the interconnection weight from neu- 
ron ( k - 1 , j )  to  neuron (k,  i), b k , j  is the weighted input 
summation for neuron (k,  i), e k , i  is the threshold asso- 
ciated to  neuron (k, i), and f k , i ( . )  is the non-linear ac- 
tivation function. External inputs (typically provided 
by a set of sensors) are applied to  neurons of layer 0 
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layer 0 

k- l , \ - ,  
layer k- 1 layer k layer L 

Fag. 1 - Sample feed-forward multi-layered network 

(the input layer), each of which receives one input sig- 
nal. The set of inputs defines the input hyperspace. 
The learning procedure allows neural networks of the 
class here considered to  partition the input hyperspace 
into disjoint classes: the neural computation leads to  
identify the class corresponding to the applied inputs. 
The final outputs of the network (generated by the 
output layer) represent the classification of the actual 
input into the given classes. 

In [7] a simplified neural model has been consid- 
ered, based on the Adaline introduced by Widrow [15], 
where the activation function is a single-step function. 
Multi-layered feed-forward structures (called Mada- 
lines) are built consisting of Adalines. The output is 1 
if U 2 0; otherwise, it is -1. The presence of a bias w 
can be included in the previous U expression by rep- 
resenting it as the product of a constant input (equal 
to  1) by the symbolic weight w ;  from now on, there- 
fore, the bias input will be considered as any nominal 
input. 

We can represent the Adaline's operation in the 
n-dimensional input hyperspace if no bias is applied 
(otherwise, an additional dimension should be added). 
In such hyperspace, the set of inputs is represented by 
a vector X through the origin, and the set of synaptic 
weights is represented by a vector W; is the scalar 
product W . X. Since each individual input has only 
two possible values, a set of 2" input vectors can be 
defined; if no bias is present, the corresponding points 
in the hyperspace lie on a hypersphere with radius f i  
centered in the origin. If a bias is present, the points 
lie on a hemi-hypersphere with radius centered 
in the origin and oriented towards positive bias values. 
The activation function partitions the set of input 
vectors into disjoint subsets associated each with one 

value of the function itself; in the particular instance 
of an Adaline, the function creates the hyperplane 
W .X = 0 as separator between the two subsets of 
input vectors. This hyperplane is orthogonal to  W in 
the origin. The hemi-hypersphere lying in the direc- 
tion of W corresponds to  positive values of U ,  thus 
inducing the value +1 of the output. 

We introduce now our generalization of this model. 
For simplicity we consider only symmetric functions 
(this does not involve any loss of generality in the 
treatment). We assume, again without any loss of 
generality, that all inputs range in the same interval 
of values [-1,1]; this guarantees that, when no bias 
is considered, the locus of the vectors X lies on a 
hypersphere (different ranges lead to a hyperelliptic 
distribution of points), so that the evaluation of all 
geometrical characteristics is simplified. If a bias is 
introduced, the locus lies on hemi-hypersperes. 

Consider first a two-step function whose output 
may assume three different symmetric values (namely 
-1, 0, +l). The locus of the X vectors lies on three 
concentric hyperspheres of radius, respectively, 0, 1 
and f i , and is partitioned into three regions by the 
different values of the weighted input summation U .  

These regions are separated by two hyperplanes de- 
fined respectively by W . X = +a and W . X = --a, 
where +a and -a are the discontinuity points of the 
activation function; the hyperplanes are orthogonal to  
W and their distance from the origin is a. I W 1-l. 
The region containing the origin corresponds to  values 
between --a and +a and, thus, generates a zero out- 
put. The region in the direction of W contains the X 
vectors generating values greater than +a and output 
equal to  1,  while the opposite region corresponds to  
values smaller than -a and to  outputs equal to  -1 .  
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Generalization to the composition of more step 
functions is now straightforward. A multiple-step 
function can be seen as the stepwise interpolation of a 
continuous limited function; by choosing an infinites- 
imal interpolation step 6a, the continuous function is 
obtained as an infinite-step interpolation. If no bias is 
considered, we introduce an infinite number of hyper- 
spheres onto which the X vectors’ locus lies; such hy- 
perspheres are cent.ered in the origin and their radius 
ranges densely between 0 and fi. If a bias is adopted, 
the locus lies on hemi-hypersperes in the direction of 
positive bias. Since there is an infinite number of dis- 
continuity points, there is an infinite number of hyper- 
planes separating the locus into (infinite) regions. All 
these hyperplanes are orthogonal to W and the dis- 
tance between each adjacent pair becomes infinites- 
imal. Note that the decomposition of the nonlinear 
activation function as the sum of an infinite number 
of infinitesimal step functions leads to consider the in- 
puts zj and the neuron’s output as a dense set. This 
implies that the X vectors’ locus has a dense structure. 

Finally, when the infinitesimal amplitude of the 
stepwise interpolation arbitrarily tends to zero, then 
the X vectors’ locus becomes continuous. In the dis- 
crete case, the locus does not coincide with the com- 
plete set of hyperspheres, but actually is contained 
within the hypercube having edge equal to 2 and cen- 
tered in the origin. In the continuous case, the locus 
coincides with such hypercube. 

3 The Error Model and its Geometri- 
cal Interpretation 

We introduce a behavioral error model to describe 
the erroneous computation due to the occurrence of 
faults in the ANN. Errors are related to the abstract 
variables and operators appearing in the definition of a 
neuron’s computation [6]; an error is simply a non-null 
difference between the expected value and the actual 
value. Such a definition does not account for any par- 
ticular implementation technology or circuit solution; 
bounds to error magnitude or characteristics may be 
derived from physical reality. 
The following classes of errors may be identified: 

input errors; 

weight errors; 

synaptic product err0 rs; 

sum mat ion errors; 

5. evaluation function errors. 

Since weights are fixed, any fault which modifies the 
weight’s value appears as an error. For error classes 
1, 3, 4, and 5, a realistic error assumption is that an 
unxepected result will be produced as a consequence 
of the error, for at least one value of the variables. 
This assumption corresponds to the reality of physi- 
cal implementations; e.g., R stuck-at fault in a digital 
multiplier will not affect all the device’s results nor 
affect all of them in the same way. 

A geometrical interpretation of the effects caused 
by the various errors will be presented in the follow- 
ing subsections; errors will be seen as modifications of 
the computational parameters. A single error assump- 
tion will be adopted, meaning that a single operator 
is error-striken. 

We take into account general non-linear limited ac- 
tivation functions, rather than simple step functions; 
nevertheless, for brevity, we refer to the network’s 
output functionality as to its ”classification ability”, 
adopting the same vocabulary used in [7]. Actually, 
we can refer to a ”classification ability” even in the 
case of multi-step activation functions, classification 
being now a multi-valued function. 

3.1 Geometrical Interpretation of Weight 
Errors 

The weight vector W and the non-linear activation 
function determine the input-output mapping of the 
neuron. A change in W, or in the input vector X, 
or in the non-linear activation function can alter this 
mapping and, thus, the network’s classification ability. 

Consider first weight errors: they can be described 
by adopting an additive error model (as done also in 
[7]) so that the error-affected weight vector We is: 

where AW is the weight error induced in W. No con- 
straints are introduced here on the magnitude of AW. 
Adoption of an error vector actually allows a multiplic- 
ity of errors in the various weight components; this 
accounts well for physical faults in some digital imple- 
mentations, where all weights associated with inputs 
of a given neuron can be corrupted by the presence 
of even a single physical fault. To abstract from the 
actual magnitude of these vectors and to observe the 
relative influence of errors on the computation, the 
weight error ratio 6W =I AW I / I W I is considered. 

Refer to the geometrical representation in fig. 2. 
All hyperplanes describing the classification ability 
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(Le., the regions with the same output value) are now 
orthogonal to  the actual weight vector We. Denote 
by 0 the angle between W and We. The classifica- 
tion hyperplanes in the presence of error are rotated 
with respect to  the nominal ones by the same angle 
0 around the hyperline r ,  which is orthogonal to  the 
hyperplane identified by W and We, in the origin 
[14]. If no bias is considered, in the case of single- 
step activation functions, this rotation points out two 
lunes centered in the origin and having angular am- 
plitude 0 on the hyperspheres (see fig. 2). If a bias is 
adopted, only one lune is identified on the correspond- 
ing hemi-hypersphere. The output’s errors are due to  
misclassification of the input vectors lying in the lunes. 
The analysis performed in [7] involves the restrictive 
assumption of very small relative weight errors. 

If a two-step activation function is considered, the 
error induces a rotation of the two hyperplanes a and 
p that separate the regions associated with the dif- 
ferent output values (see fig. 3). Also in this case, 
the hyperplanes’ rotation angle is equal to  the angle 0 
between W and We [14]. 
Consider pairs of hyperplanes consisting each of a 
nominal hyperplane (the one in the absence of errors) 
and of the corresponding hyperplane in the presence of 
the error. For each hypersphere on which the X vec- 
tors’ locus lies, if there is no bias and the rotation axis 
of a hyperplanes’ pair intersects such hypersphere, two 
lunes are cut on the hypersphere by the hyperplanes. 
No lunes are generated if the hyperplanes never inter- 
sect the hypersphere; one hyperspherical ring is cre- 
ated if the rotation axis does not intersect the hyper- 
sphere, but the two hemi-hyperplanes cut the hyper- 
sphere itself. If the bias is taken into account and 
the rotation axis does not intersect the hypersphere, 
only one lune is drawn onto the hemi-hypersphere con- 
taining the X vectors’ locus. No lune is generated if 
the hyperplanes’ pair never intersects the hypersphere; 
an hyperspheric ring (or a part of a hyperspherical 
ring) is identified onto the hemi-hypersphere if the ro- 
tation axis does not intersect the hypersphere, but the 
two hemi-hyperplanes cut the hemi-hypersphere. Note 
that lunes and rings may overlap if the weight error ra- 
tio is large enough. The error appears at the neuron’s 
output for X vectors lying in such lunes and rings. 

If a k-step activation function is considered, all hy- 
perplanes separating the regions characterized by dif- 
ferent output values are rotated. When k tends to  
infinite, the number of lunes (rings) inside which mis- 
classification occurs tends to  infinite as well. As a con- 
sequence, all input vectors are misclassified with the 
exception of those lying in the rotation hyperplane p .  

Fig. 2 - Geometr ic  interpretation of a weight error  
i n  a single-step funct ion 

3.2 Geometrical Interpretation of Input 
Errors 

In this case, the input vector X is replaced by the 
error-affected input vector Xe. By adopting the same 
additive error description, it is: 

X e = X + A X  (3) 

where AX is the input error induced on X. The input 
error  ratio is SX =I AX I / I X I. 

In fig. 4, an example for a single-step activation 
function is shown. The hyperplane W . Xe = 0 de- 
scribes the classification ability of the neuron in the 
presence of an input error; it  separates the two re- 
gions associated with the two output values, and it is 
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Fig. 3 - Geometric interpretation of weight error 
in a two-step function 

Fig. 4 - Geometric interpretation o f  input errors 
in a single-step function 

orthogonal to Xe in the origin. Let 6 be the hyper- 
plane identified by X and Xe, and 8 the angle between 
X and Xe. The hyperplane W . Xe = 0 can be ob- 
tained by rotating the nominal one (W . X = 0) of 
8 around the T hyperline (defined as in Section 3.1). 
The two hyperplanes determine two lunes on the hy- 
persphere containing the X vectors’ locus, centered in 
the origin and with angular amplitude equal to 8. Mis- 
classification occurs for all input vectors belonging to 
these lunes. As for weight errors, the lunes (or rings) 
may overlap. 

These results can be extended to deal with a k-step 
activation function. All hyperplanes separating the 
regions with different output values are rotated of 8 
around the corresponding axis. The pairs of hyper- 

planes associated with the rotation generate at most 
2(k - 1) lunes or hyperspherical rings on each hyper- 
sphere on which the X vectors’ locus lies. For increas- 
ing values of k, the probability of lunes/rings overlap- 
ping is higher. Erroneous classification occurs for all 
input vectors belonging to these lunes and rings. For 
k going to infinity and for continuous activation func- 
tion, all X vectors are misclassified except those lying 
onto the rotation hyperplane p.  

3.3 Geometrical Interpretation of Synap- 
tic Product Errors 

The expected synaptic product p is changed into 
the error-affected product p ,  = p + A p ,  where A p  
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is the product error. The effective influence on the 
computation can be characterized by the product error  
raiio 6 p  =I A p  I / I p I. 

The outcome of a multiplication error is strongly 
dependent on the technological implementation of the 
multiplication itself. In the case of analog implemen- 
tation, where weights are represented by resistors and 
inputs are given by voltage signals, a multiplication 
error is for all practical purposes equivalent to  an er- 
ror of the corresponding weight, so that the analysis 
performed in Section 3.1 is immediately adopted. 
In the case of digital implementation, a detailed anal- 
ysis of the circuit structure should be performed. So- 
lutions involving time-multiplexing of the multiplier 
(which would lead to  possible multiple product errors 
induced by a single physical fault) are not examined 
here, since we restrict ourselves to  single neural er- 
rors. Otherwise, as a consequence of a product error, 
the hyperplane W . X = 0 is rotated by an angle 8. 

3.4 Geometrical Interpretation of Sum- 
mation Errors 

These errors modify the expected summation value 
U into the error-affected summation u, = U + Au, 
where Au is the summation error. The effective influ- 
ence on the neural computation can be characterized 
by the summat ion error  ratio du =I Au I / I U I. 

Also in this case, the error characteristics depend on 
the implementation of the operator. In simple analog 
realizations operands are often current signals input to  
a grounded node: U is the overall current flowing to  
ground. An open circuit on the ground path induces a 
fixed value (zero) of the summation; this is equivalent 
to remove all hyperplanes from the geometrical model 
and to generate always the same result a t  the neuron 
output. The same behavior occurs in the case of a 
serial digital adder when a stuck-at fault affects the 
output adder. In general, hyperplanes are moved (not 
rotated) in the hyperspace; collapsing of two or more 
hyperplanes is a limit instance of such behavior. 

3.5 Geometrical Interpretation of Errors 
in the Activation Function 

When errors in the activation function are consid- 
ered, the expected function value f becomes the error- 
affected value f, = f + Af, where Af is the func- 
tion error. The funct ion error  ratio can be defined as 

Also in the case of activation function’s errors, we can- 
not avoid reference to the actual implementation to  

6f =I Af I / I f 1. 

describe the influence of faults onto the neural com- 
putation. A fault, in particular for digital implemen- 
tations, may well cause the function to  evaluate out- 
side its legal output codes; non-codewords propagation 
through the network can be predicted only based on 
the specific implementation. 

Misclassification of the input vectors is not due to  
rotation of the hyperplanes separating the classifica- 
tion regions, but rather to regions’ modifications in- 
duced by different mappings of U onto output values 
due to distortion of the activation function. The shape 
of such distortions depends on the specific implemen- 
tation adopted; even though we consider ”behavioral” 
error definitions, instances to  which we refer are re- 
lated to  digital implementations and can be listed as 
follows: 

1.  change of the position of the hyperplanes, when 
a discontinuity point is moved; 

2. elimination (collapsing) of some hyperplanes; 

3. creation of new hyperplanes; 

4. change of the output value associated with a re- 
gion. 

In the first case, the boundary between two ad- 
jacent regions is still a hyperplane, but its equation 
is different from the nominal one. The hyperplanes 
corresponding to  nominal and erroneous discontinu- 
ity points select a hyperspherical ring on each hyper- 
sphere on which the X vectors locus lies; misclassifica- 
tion occurs for all X vectors belonging to  such rings. 
Possible collapsing of two hyperplanes may occur if 
the error moves them to  the same final position, i.e., 
if it moves the values of U corresponding to  discontinu- 
ity points into a unique point. Again, misclassification 
occurs for X vectors belonging to the selected rings. 

Creation of new discontinuity points in the acti- 
vation function (case 3) may lead to  introduce new 
hyperplanes and new regions. These hyperplanes are 
orthogonal to the weight vector, as are the nominal 
ones. Misclassification occurs for all X vectors in the 
rings (or part of rings) identified by the new regions on 
the hyperspheres on which the X vectors’ locus lies. 

Modification of the output value in a region (case 
4), without moving the discontinuity ponts, does not 
induce any change in the position of the hyperplanes. 
Since the actual output for all X vectors of such region 
is different from the expected one, misclassification 
occurs for all X vectors in the rings (or part of them) 
identified by that region on the hyperspheres on which 
the X vectors’ locus lies. 
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4 Probability of Error Propagation 

The geometrical interpretation introduced in Sec- 
tion 3 will be used in the present section to  compute 
the probability of error propagation to the outputs of 
the error-striken neuron and, afterwards, to  the out- 
put of the complete neural network. We denote by 
neuron’s error  probabalaty and network’s  error  proba- 
bility the probabilities that the error in an entity of 
the neural computation appears a t  the neuron’s out- 
put or a t  the network’s outputs, respectively. Such 
information, together with data on the error rate of 
devices or functional blocks envisioned in a given ar- 
chitecture, will allow to evaluate the robustness of the 
implementation and, if so required, to introduce ap- 
propriate fault tolerance measures. 

4.1 The Neuron’s Error Probability for 
Weight Errors 

We refer here directly to multi-step activation func- 
tions, with an arbitrary number of steps. The proba- 
bility of a neuron’s output error due to  a weight error 
Pw(AW) is defined as the ratio between the number 
of input vectors misclassified by the neuron and the 
cardinality of the input space. To evaluate this prob- 
ability we refer to  the geometric interpretation. 
Since each input ranges in a bounded interval, we con- 
sider only the zones Zh of these hyperspheres that 
satisfy this constraints on the input values. Within 
each such hyperspherical zone, the distribution of the 
input vectors is uniform or can be assumed uniform 
when the number of input space dimensions is large 
[16, 171. 
As already said in Section 3.1, misclassification oc- 
curs for input vectors belonging to the lunes or to  
the rings generated by hyperplanes’ rotation. Under 
the uniform distribution assumption for input vectors, 
Pw(AW) is given by the ratio between the area of all 
lunes and rings and the area of all hyperspherical zones 
Zh. If overlapping of lunes and rings occurs, each hy- 
perspherical surface must be accounted only once. It 
is: 

where h E [l,H] is the index identifying the hyper- 
sphere, IC E [l, K h ]  is the index of each lune or ring 
L h , k  on the h-th hypersphere, S(.)  is the area of the 
considered hypersurface, and U k L h , k  denotes the hy- 
persurface obtained by the union of all lunes and rings 
on the hyperspherical zone Zh. 

No constraint is imposed on the amplitude of the 
rotation angle 8 ,  i.e., on the magnitude of the error 
AW and on the weight error ratio 6W. Since 0 is a 
random variable and we are interested in its average 
value, we replace the angle 0 in the evaluation of 6W 
with its expected value E ( 0 )  (as in [7]). 
Actually, rather than considering Pw(AW), we can 
refer to probability PW(6W) depending only on the 
relative magnitude 6W of the weight error. By using 
the trigonometric relationships, we obtain: 

= 6 W .  sin4 ) 
1 + 6W . cos4 

where q5 is the angle between AW and W. 
As an example, consider a single-step activation 

function. In this case, there are only one hypersphere 
and two lunes. Since the lunes are centered in the ori- 
gin, the ratio between the area of the lunes and the 
area of the zones is equal to the ratio between the ro- 
tation angle e and T. By replacing 0 with its expected 
value, we obtain 

where p ( 4 )  is the probability density function of the 
random variable 4 ,  defined as in [18]. 
Integrating equation (6) for the possible different val- 
ues of 6W allows to  obtain: 

1 7 r  6 W - 1  
2iT 2 6 W +  1 

Pw(6W) = - [- + 2 .  atg(->] (7) 

for any value of 6W (the mathematical details are 
given in [14]). Pw(6W) is plotted in fig. 5. It 
can be noticed that, for very large values of 6W, 
Pw(6W) ---$ 1/2 (as could be intuitively expected given 
a single step function and uniform input distribution). 
Conversely, for very small values of 6W, Widrow’s re- 
sults [7] are obtained (fig. 6 shows the approximation 
error of Widrow’s approach with respect to  our ap- 
proach). 

4.2 The Neuron’s Error Probability for 
Input Errors 

Probability Pi(Xe) for a given Xe is the ratio be- 
tween the number of weight vectors that induce mis- 
classification and the total number of weight vectors. 
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Fig. 5 - The probability Pw(6W) f o r  the case 
of single-step non-linear function 

Evaluation of such probability is based on the geomet- 
rical interpretation and follows the main guidelines 
suggested in Section 4.1. However, we will show in 
this section how such an evaluation is redundant since 
analysis of input errors may be reduced to  analysis of 
weight errors and, thus, results of Section 4.1 can be 
directly applied. 

All weight vectors with magnitude I W I identify 
a hypersphere of radius I W I centered in the origin. 
Distribution of weight vectors over such hypersphere 
is assumed uniform. The ratio between the number 
of weight vectors inducing output errors and the total 
number of weight vectors on a hypersphere is identical 
for every hypersphere. Therefore, P;(Xe) can be com- 
puted by referring to  a generic W. Rotation 0 of the 
input vector induced by the error may be viewed as 
a rotation of the coordinate reference system around 
the origin for an angle equal to  -8 .  This implies that 
we can interpret the error on X as an error We on W 
by making the appropriate substitutions. Equivalence 
of these views is granted when the following equation 
holds: 

We . X  = W .Xe 

To identify the weight-equivalent error, we are looking 
for a solution We of equation (8), where X, W, and 
Xe are known values. By subtracting W.X from both 

(8) 

relative error 6 W 

Fag. 6 - The approximation error of Wadrow's approach 
with respect t o  our  approach 

terms, we obtain: 

I We - W 1 1  X I .  COS^ = I W 1 1  Xe - X I . cosv (8') 

where p is the angle between AW and X, and v is 
the angle between W and AX. When I W I and I X I 
are not null, this leads to: 

(9) 

I Xe - X  I cosv c o s v  
- I x I c o s p  c o s p  
- * - -  -6X ' -  

Equation (9) has an infinite number of solutions, being 
I W I defined over the complete real set. In particular, 
we can safely assume cosv = cosp, by which we finally 
obtain 6W = SX. By applying the same statistical 
analysis performed in Section 4.1 and by replacing the 
expression of SX, we derive for the case of a single-step 
function: 

1 7 F  sx-1 
P,(6X) = - 27F [- 2 + 2 . (m)] (10) 

It may be noticed that such result holds for all possible 
values of 6X, i.e., without the restrictions introduced 
in [7]. Besides, for small values of 6X, equation (10) 
provides the same results given in [7]. 

4.3 The Neuron's Error Probability for 
Synaptic Product Errors 

As for errors affecting a synaptic product, treat- 
ment can be reduced to  that of weight errors (see sec- 
tion 4.1) provided a formal correspondence between 
the product error and an "equivalent" weight error 
is defined. To this end, let p ,  be the affected prod- 
uct; the product error ratio 6p,  is given by Sp, = 
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1 Apz 1 / 1  p ,  1. The equivalent weight error AW, which 
induces an unexpected value in the U, in the summa- 
tion, can be derived as follows: 

= WiXi + W J ,  + = W , X ~  + W;X, 
i # z  a#z 

From the above notation, it follows: 

4.4 The Neuron’s Error Probability for 
Summation Errors 

In the case of errors affecting the input summation, 
the probability P,(Aa) of observing an error Au at  
the neuron output is given by the ratio between the 
number of misclassified input vectors and the total 
number of input vectors. Evaluation of such a proba- 
bility may be performed by following the same guide- 
lines described in Section 4.1 for weight errors and by 
adopting the geometrical interpretation discussed in 
Section 3.4. A summation error Aa shifts the hyper- 
planes by a segment Au. The misclassified input vec- 
tors belong to the volume of the hyperspheric segment 
limited by the correct and the shifted hyperplanes on 
the hypersphere. P,(Au) is therefore the ratio be- 
tween the volume of such a hyperspheric segment and 
the volume of the whole hypersphere. From P,(Au) 
it is possible to derive the expression for the proba- 
bility P,,(bu) of observing the relative error bu at  the 
neuron’s output. Still, the above computation is far 
from simple. 

In the case of a single-step evaluation function, the 
same results can be achieved by the following remarks. 
Given any U = a, the probability Pu(bulF) of observ- 
ing the relative error bu is: 

(13) 
0 if ba 5 1,  i.e., I Aa 151 1, 
f r  if 6a > 1, i.e., 1 Au 1>17? 1. P,(Sa, F) = 

This result is intuitively justified by observing that if 
I Au 151 F I the result of the evaluation function is the 
correct one; otherwise, given a uniform distribution 
of the error values, the probability of obtaining an 
unexpected result a t  the neuron’s output is 0.5. 

The formulation for P, (bu) is derived by integrating 
the above over all values of a: 

where < identifies the generic value a and p ( < )  is the 
related probability density function for the value <. 

4.5 The Neuron’s Error Probability for 
Activation Function’s Errors 

Probabilistic analysis of activation function’s errors 
is very trivial. ?%+om definition of neuron’s error prob- 
ability, we are concerned with the evaluation of the 
probability that an error, occurred in the component 
computing the activation function, appears a t  the neu- 
ron’s output. In other words, we are not interested in 
the probability of detecting a fault by observing its 
effect onto the computation at  the neuron’s output. 

A fault in the component generating the activation 
function may be masked in the neuron’s output by the 
implementation of the component itself or by the ac- 
tual values of inputs and weights. Conversely, an error 
in the result computed by such a component is always 
observed at the neuron’s output since the component 
output is the neuron’s output. Therefore, the neu- 
ron’s error probability Pf(bf) of observing an error 
6 f is always equal to  1.  

4.6 Evaluation of the Network’s Error 
Probability 

To observe the error’s influence on the computa- 
tion of the complete multi-layered neural network, it 
is necessary to propagate the effects of the error from 
the neuron in which it occurs towards the final out- 
puts. We evaluate then the network’s error probability 
P*(6E),  i.e. the probability that error E affects the 
whole computation. 

Any single error affecting (as seen in the previous 
sections) a neuron in layer f (1  5 f < L )  can be seen 
as creating an error on one input to  each neuron in 
layer f + 1. We can therefore envision evaluating the 
probability density function p ( S 0 )  that a relative error 
of magnitude bX on the input of any neuron in layer 
f + 1 (characterized by a probability density function 
p ( 6 X ) )  will cause an error 50 a t  the output of the 
neuron itself. This procedure holds for all neurons in 
layer f +- 1;  in turn, neurons in layer f + 2 will receive 
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inputs with error 6X whose probability density func- 
tion has by now been evaluated, and the computation 
is iterated until the network’s outputs are reached. 
Let pr(SX) be the density function of the probabilis- 
tic distribution of the input error ratio 6X in each 
layer 1 (f + 1 5 1 5 L ) .  For each 6X this function 
gives the probability that dX occurs a t  the neuron’s 
inputs. The neural computation performed by layer I 
transforms the layer’s input vector XI into the layer’s 
output vector 01 and the (possible) input error AX1 
into the output error AOl. Let 601  be the output 
error ratio ( 6 0 1  =I A01 I / I 01 I). The probability 
density p,(6X,) is transformed by the neural computa- 
tion into the corresponding probability density func- 
tion pl(60,). Such function gives the probability that 
a non-null601 appears a t  the layer’s outputs. 
In the present case, we need to  evaluate the probabil- 
ity density function p ( 6 0 ) ,  not simply the probability 
of observing an error. Therefore, given 6 X ,  and the 
input-output mapping implemented by the neuron, we 
must identify the possible values of SO and the prob- 
ability density function associated with such values. 
To this end, we rely on the geometric interpretation 
adopted in the previous sections. 
Let p60t16XI  be the conditional probability that a rela- 
tive output error 601 is generated whenever the input 
relative error 6x1 is present. The probability den- 
sity function pl(601) is obtained by evaluating the ex- 
pected value of the conditional probability: 

6x1 

where the summation over all possible values of 6x1 
is substituted by an integral when 6 x 1  has continuous 
values. 

Consider as a working example neurons charac- 
terised by a single-step activation function. For any 
value 6 X ,  the value of 6 0  is either 0 or 2; in fact, the 
output error P O  of a single-step activation function 
- if any - is either +2 or -2, while I 0 I =  1. By ap- 
plying the procedure in Section 4.2, we evaluate the 
conditional probability of observing the error related 
to each particular value of 6 X .  This function is: 

P60116Xt = ps(sx1) ‘ 6(2) (16) 
where 6(2) is the Dirac’s function centered in 6 0  = 
2. Therefore, the total probability density function 
~ ( 6 0 1 )  will be determined as the weighted summation 
of such conditional probabilities; in our case, it is: 

6 X  

By iterating the above procedure, we obtain the prob- 
ability density functions for each neuron in the out- 
put layer. Integration of each such function over the 
whole range of possible values of the output error ratio 
provides the probability of observing an error a t  the 
output of the corresponding neuron. To have a first 
approximation of the network’s sensitivity, the max- 
imum value of all probabilities can be considered; in 
turn, i t  provides a lower bound for the error probabil- 
ity P*(SE). 

5 Concluding Remarks 

Equation derived in this paper can be used as guide- 
lines during design of artificial neural networks. To 
provide an example of such procedure, we chose a sim- 
ple three-layered network composed of 20 inputs, 15 
neurons in the hidden layer, and one output neuron, 
trained to detect the presence of a ship in a radar im- 
age. The digital architecture adopted for the neurons 
is derived from that suggested in [19], where each neu- 
ral operators is directly mapped onto a corresponding 
device and the activation function is the single-step 
one. A preliminary VLSI design has been carried out, 
adopting a 0.7 micron CMOS technology; 8 bits have 
been chosen for weight representation and 13 bits for 
the adders (to avoid truncation problems). A defect 
distribution of 15 defects per square centimenter has 
been assumed (since we are evaluating the presence 
of production-time defect), as a reasonable parameter 
provided by recent literature. As a consequence, the 
information summarized in Table 1 has been derived: 
for different classes of defects, we evaluated the total 
number of defect in each class as related to  the sili- 
con area occupied by the digital devices, the relative 
occurrence probability of each defect class, the prob- 
ability that an error (due to  the defects) propagates 
to the network’s output, and finally the probability 
of observing an error in the network’s output due to  
the defect distribution (this probability is the prod- 
uct of the defect occurrence probability by the error 
propagation probability). 

Simple analysis of this table allows to  identify the 
weight memory of the hidden layer as the most crit- 
ical section in the design. It is interesting to  note 
that also the multiplier section of the hidden layer - 
however simple its design - has a fairly relevant in- 
fluence on the network’s ouput. As a consequence, 
fault-tolerance policies (or, at  least, concurrent fault- 
detection techniques) should be concentrated in these 
two subsystems. It appears then that coding solution 
such as the one presented in [20], adopting arithmetic 
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Defect Type Number of Defects 

hydden neuron's 0.6670 

output neuron's 0.0334 

in the Network 

memory I 
hydden neuron's I 0.4104 

adder 
output neuron's I 0.0987 
adder I 

Defect 
Probability 

0.208 1 

0.0334 

0.1280 

0.0064 

0.6163 

0.0307 

Error Propagation 
Probability 

0.2478 

0.5033 

0.2480 

0.5017 

0.0267 

0.1171 

Output Error 

001681 
0.03171 

0.0032 

~ ~ ~ ~ ~ 

Table 1 - A sample evaluatzon of the error probabalaty zn the presence of productzon-tame defects 

codes, would be suitable. In the reference here re- 
called, AN codes are used as granting an acceptable 
compromise between detection capability and redun- 
dancy. 
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