
 
 
 
 
 
 

  
 

 
 
 
 

Concurrent diagnosis in digital implementations 
ofneural networks 

 

Serge Demidenkoa ; ∗, Vincenzo Piurib 
a Institute of Information Sciences and Technology, Riddet Complex, Private Bag 11 222, 

Palmerston North, NewZealand 
b Department of Information Technologies, University of Milan via Bramante  65, 

26013 Crema (CR),  Italy 
 

Received 7 October 2000; accepted 13 August 2001 
 

 
 

Abstract 
 

Diagnosis is a basic issue ofany  fault-tolerance policy. Fault localization within the neu- 
ral architecture is necessary to provide information for hardware recon2guration  in order 
to achieve system survival,  possibly with reduced computational  capabilities. In this paper, 
a comprehensive   approach  to architectural fault-tolerant  design of neural networks is pro- 
posed  and evaluated, with speci2c  reference to concurrent high-level diagnosis and fault 
localization. The approach refers to the operational life of trained neural networks. Two 
error detection  techniques are applied: on-line concurrent  diagnosis with the use  ofdata 
coding for error detection at neuron level and on-line compact testing for localization of 
the faulty neuron within the network. Oc  2002 Elsevier Science B.V. All rights reserved. 
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1. Introduction 
 

The use  ofarti2cial neural networks (ANNs) in mission- and life-critical ap- 
plications implies adoption ofsuitable  techniques at architectural level to provide 
fault tolerance during the operational life, in particular  when maintenance is di9- 
cult or impossible, or when high availability is mandatory. The importance of fault 
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tolerance in many application   areas (e.g., industrial applications, communication, 
avionics,  autonics, and biomedics) during operational   use  has  been  made  clear, 
e.g., in [17]. Relying only on the possible intrinsic fault-tolerance ability of the 
neural computation was shown in fact to be not suitable and safe [25,7,2].  Concur- 
rent error detection allows to guarantee continuous checking ofresults; concurrent 
diagnosis is required to localize the faulty components  as fast as possible  in order 
to minimize the time for system repairing.  System survival can then be achieved 
by excluding the faulty components from the active computation (e.g., by means 
ofrecon2guration),  ifenough  redundancy has been provided. 

In this paper, we propose a comprehensive  approach to fault tolerance in ANNs 
by using concurrent  error detection  techniques to identify (at neuron  level) the 
presence  of errors due to faults, on-line testing techniques to localize the faulty 
element in the network, and structural recon2guration to repair—ifpossible—the 
system. We consider  these issues during the operational life of fully trained neu- 
ral networks in order to satisfy the fault tolerance  needs of the applications. We 
focus our attention on digital implementations of multi-layered feed-forward net- 
works [15], since they have wide application   areas (in particular, in signal and 
image processing). A functional error model—which  has been proved eDective in 
a number  ofdigital architectures and implementations—can  be de2ned to describe 
the erroneous computation  due to fault occurrence [25,7,2,26].  It is worth noting 
that errors due to faults in the neural architecture are diDerent from learning or 
recall errors which are intrinsic in the neural computation  and related to the neural 
generalization ability; these  last kind oferrors must not be considered from the 
point ofview of fault tolerance since they are a natural part ofthe neural behavior. 

Concurrent error detection may be performed by means of traditional  data coding 
techniques, suited to the speci2c neuron implementation  [7,26,27]:  neural operations 
are performed in the codeword  space and, then, results  are checked to detect the 
error occurrence.  Localization of faulty neurons  is performed  by using on-line 
compact  testing techniques  [21,26] (in particular,  signature compression [14,6]), 
through the following two main steps: identi2cation  of the layer containing the 
faulty neuron, and localization of the faulty neuron within such  a layer. The 2rst 
step may be realized by means ofrather modest built-in facilities, while the second 
one may be performed by a  network’s external observer to minimize the silicon 
area overhead.  Finally, recon2guration ofthe interconnections  among neurons is 
adopted in redundant modular  architectures [13,20] to exclude the faulty neuron 
from the active computation and restore the nominal computational  paradigm, if 
enough spare units are provided. 

Section 2 summarizes the description ofthe neural computation, the error model 
for the class of architectures, and the computational  paradigms considered in this 
paper. In Section 3, we present the general scheme for concurrent diagnosis: high 
regularity and modularity are considered  to guarantee  physical realizability and 
scalability.  Section 4 summarizes the use ofdata coding  to achieve concurrent er- 
ror detection at neuron level: this step is necessary to supply the information for 
error localization. One ofthe main problems  addressed by this paper is localiza- 
tion ofthe faulty components; it is discussed in detail in Section 5. At 2rst, the 
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Fig.  1.  A  multi-layered feed-forward neural network: the neuron model (a);  and the network 
structure (b). 

 

 
theoretical   bases ofour approach to the use ofsignature  compression  are given; 
then, application  to the localization  problem, architectural details, and evaluations 
(hardware  overhead and computational  delay) ofthe additional components  are 
analyzed.  Policies and hardware  supports  for possible recon2guration  are 2nally 
considered in Section 6 to show the use ofthe information  generated by our ap- 
proach to error localization. 

 

 
2. Neural and error models 

 
A  number ofcomputational  paradigms  have been proposed  in the literature. 

In this paper, we consider the widely adopted neuron’s  model [15] (see Fig. 1) 
de2ned by 

 

Yj = fj (  j ­ #j ) = fj 

  \ 
  

Wji Xi ­ #j 

i 

 
; (1) 

 

where Xi  are the inputs, Yj   is the output, fj   is the non-linear activation function, 
Wji  are the synaptic interconnection  weights, and #j  is the threshold. Our analysis 
has  been performed  on multi-layered  feed-forward  networks  composed by such 
neurons: the basic results  may be extended to other classes ofneural  paradigms 
which can be built by using similar components. 

Direct digital implementation  ofEq. (1)  involves one-to-one  mapping onto 
digital components: weights  are stored in memory elements, synaptic products are 



 
 

evaluated by digital multipliers, summation is performed by a multiple-input  adder, 
and a suitable  circuit computes the non-linear function. For simplicity’s sake, we 
restrict our analysis to 2xed-point arithmetic units. 

In our analysis we consider only the case ofcompletely  trained ANNs, although 
the basic ideas  can be extended  to deal with architectures  capable ofon-board 
learning. 

The fault model we adopt is based on the general digital structure introduced 
above [26]: possible faults may occur within any ofthe components ofthe neural 
architecture (weight storage, arithmetic  devices, non-linear  function evaluator). 

A functional error model is de2ned to describe the erroneous neural computation 
induced by the occurrence of faults in the ANN’s architecture, independently ofany 
technological implementation; our model  has been proved  eDective in a number  of 
digital architectures and implementations [25,7,2,26,27].  Errors taken into account 
can belong  to any ofthe subsequent classes: 

 

• synaptic errors: de2ned  as producing   an unexpected value ofthe weight-signal 

product.  These errors may be due to an error aDecting either the synaptic weight 
or the associated  multiplication; in the absence  ofany implementation detail, 
these two instances must be considered  as indistinguishable. 

• summation errors: they aDect the summation ofthe weighted inputs within the 
individual neuron; 

• errors aDecting the non-linear evaluation function within the individual neuron; 
no particular assumption  is introduced  concerning  the form of the erroneous 
function. Obviously this implies an erroneous  value forwarded to all neurons 
connected to such neuron’s output. 

 
In the functional error model, the single error is any erroneous neural computation 
(induced  by hardware  faults) which aDects  only the output of one neuron.  For 
simplicity’s sake, we consider only the case ofsingle  error, except where otherwise 
explicitly noted. 

In the layers following the faulty one, the single neuron error may induce mul- 
tiple errors, i.e., several neurons’  outputs  may be erroneous due to the multiple 
propagation ofthe erroneous data. Ifa fault-free neuron receives erroneous inputs 
and generates  an erroneous  output according  to the nominal speci2cation  ofits 
behavior, it should not be considered faulty, even if its output has not the value 
corresponding to the correct inputs. Aliasing may occur due to the actual values of 
interconnection  weights and to the presence ofreconvergent  interconnection  paths. 

 
 
 

3. Concurrent diagnosis: the general scheme 
 

ANN diagnosis simultaneously  with the nominal computation can be achieved 
by applying the following operations: 

 
1. detection ofthe error presence within neurons due to a hardware  fault, 
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Fig. 2. The general structure for concurrent diagnosis. 
 
 

2. identi2cation ofthe layer containing the faulty neuron, and 
3. localization ofthe faulty neuron within such  a layer. 

 
The speci2c architectural solutions are strictly related to the class ofANNs and, 
thus, to the characteristics oferror propagation through the neural computation. 

The basic scheme for implementing this approach is shown in Fig. 2. Each neu- 
ron includes the architectural  supports for concurrent error detection.  Whenever  a 
fault induces an error in the neural computation inside neurons, the error signal gen- 
erated in the faulty neuron becomes active. Data which identify the faulty layer and 
the faulty neuron within such  a layer are generated by a diagnostic-data compact- 
ing block (based on data compression)  inside each layer, and by a diagnostic-data 
propagating block which is shared by all layers. 

For the neurons belonging to a layer,  a short diagnostic  word (signature) is gen- 
erated by compressing the information associated with the neurons’ error signals. 
In the single-error  assumption, when a fault occurs and is detected within neurons, 
an erroneous signature (i.e., a signature  diDerent  from the reference value, corre- 
sponding to the fault-free network) is generated for the layer containing the faulty 
neuron. 

Due to the multiple distribution  oferroneous data in subsequent layers, also the 
signatures computed  for such layers may be erroneous  if  the neurons’  nominal 
outputs are not re-encoded  before being delivered to the subsequent neurons.  If 
aliasing is induced by the actual interconnection weights or by reconvergent  paths 
and no re-encoding  is adopted  at the neurons’  outputs,  the layer’s signature  is 
correct  even ifan error has been detected  in at least one ofthe previous layers; 
since the neural computation  proceeds from the input layer towards to the output 
one, the faulty neuron belongs to the layer which has an erroneous signature and 
which is the nearest to the input layer. 

Propagation ofthe erroneous signature induced by the faulty neuron is realized 
by means ofthe propagation block. Towards the external environment, it delivers 
the erroneous signature and the identi2er ofthe layer containing the faulty neuron. 



 
 

Extension  to the multiple case  can be obtained  by sequential  delivering ofthe 
above information  concerning each faulty neuron. 

 
 

4. Concurrent error detection 
 

The neuron’s architecture can be enhanced to support concurrent error detection. 
Modular redundancy with outputs’ comparison is conceptually very simple but has 
an impressive cost in terms ofadditional silicon area; some algorithmic  approaches 
can be considered [24], but they are often too application-speci2c. 

Some data coding techniques give attractive  results, without aDecting the com- 
putational performance in a signi2cant  way [7,26,27]. Besides, they do not require 
any modi2cation ofthe neural computation,  i.e., they do not aDect  the neural 
characteristics ofthe network (learning, recall, generalization) with respect to the 
theoretical de2nitions. Focusing on AN codes [26,28] and on residue codes [27,28] 
is justi2ed  since they are cost-eDective as far as structure redundancy and detection 
capability are concerned. They support our fault models both for arithmetic units 
and for the other components (in particular, storage units and function evaluators). 

 
4.1. AN codes 

 

 
AN codes are non-systematic  codes in which each nominal  datum N is replaced 

by its coded representation C(N ) via the linear transformation C(N ) = A×N , where 
the integer constant  A is the code generator [26,28]. Arithmetic units (adders, 
subtractors, multipliers) are not modi2ed by the adoption ofthe coded data; the 
only diDerence with respect to the nominal structure is given by the number of 
bits required, that obviously  increases with A. 

The coding unit is a  simple multiplier; since A is a constant,  its structure can 
be optimized to grant maximum  compactness and speed. Decoding  is performed, 
for addition  and subtraction involving coded operands, by applying the linear anti- 
transformation N = C(N )=A; the same decoding  holds for multiplication  whenever 
one operand only is in coded form. If both operands are coded, for a multiplica- 
tion the antitransformation  becomes N = C(N )=A2 . The structure ofthe neuron with 
concurrent detection capabilities by using AN codes is shown in Fig. 3; from the 
coded weighted  input summation, the non-linear function f∗  generates the coded 
output corresponding to the output generated by the function f in the AN code. 

Whenever  the antitransformation   produces  a non-null residue,  an error is de- 
tected. Aliasing is possible whenever the error is a multiple ofthe code generator. 
It has been proved that A = 3 gives satisfactory detection capacity for all arithmetic 
units in which a  single fault induces any single error that can be represented  as 
±2k [28]. 

AN + B codes are an extension ofthese codes that were introduced to improve 
the detection  capabilities  by removing the null codeword.  Arithmetic operations 
and architectures are similar to the previous  ones, even ifadditional circuits must 
be considered to deal with the code displacement  B [26]. 
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Fig. 3. The neuron with concurrent detection capabilities: the use ofAN codes. 
 

 
 

Both these classes ofcodes are capable ofdetecting  all errors in synaptic multi- 
pliers and in adders performing the input summations, ifa proper design ofthese 
components is adopted [26]. All  single errors in the weight memory may be de- 
tected ifthe weights are coded by using any odd A; for AN codes, possible latency 
may occur ifthe corresponding neuron’s input is divisible by A. Ifneuron’s inputs 
are coded, single stuck-at faults on transmission lines of interconnection  paths be- 
tween pairs ofneurons can be detected; for AN codes, aliasing  occurs ifweights 
associated  to the faulty interconnections  are divisible by A. If  both inputs and 
weights are coded  in the AN + B code, all single errors in arithmetic units, in 
weight storage, and in interconnection  paths are detected without aliasing. As the 
evaluator ofthe non-linear function is concerned, error detection is strictly related 
to the adopted implementation  technique: due to the non-linearity,  AN codes cannot 
usually be exploited to provide this feature (see [26] for a detailed  discussion). 

 
4.2. Residue codes 

 
In residue codes [27,28], each nominal  datum N constitutes the information bits 

ofthe codeword, and the redundancy bits are given by the residue Rb (N ) of the 
datum N modulo b, where b is the base  ofthe code. The coded representation 
C(N ) is obtained by using the bit cascade C(N ) = [N | Rb (N )]. An accurate choice 
ofthe code base must  be considered to achieve the highest detection capability  at 
the minimum cost; a number ofpapers were published  on the optimum choice of b 
to minimize aliasing (e.g., [28,23]). It has been proved that b = 3 gives complete 
detection  capability for all arithmetic units in which a  single fault induces  an 
additive error [28], as in the previous  class ofcodes. 

Residue  codes are separate since the computation on the nominal datum can 
be performed  in parallel to computation  on the redundancy  bits: they have to 
be completed  before result checking. The arithmetic units—adders,  subtractors, 
multipliers—computing the nominal operations on the information bits are not mod- 
i2ed by the adoption ofthe coding scheme. The arithmetic units working on the 
redundancy bits must be capable ofoperating  in the modulo arithmetic [13]. The 
coding unit must compute the residue modulo b ofthe uncoded  data, while de- 
coding is not required since the nominal  output can be directly extracted from the 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   
 

 
 
 
 
 
 
 

Fig. 4. The neuron with concurrent detection capabilities: the case ofresidue  codes. 

 
output codeword by dropping  oD the redundancy bits. The neuron’s structure by 
using residue codes is shown in Fig. 4. 

Result checking  consists ofcomparing  the residue  ofthe information bits of 
the nominal output to the redundancy bits generated from the redundancy bits of 
the nominal input operands. This operation is performed by using a  coding unit 
(to obtain the residue  ofthe information bits) and a comparator.  Whenever  the 
comparator  inputs  are diDerent, an error is detected. Aliasing occurs ifthe residue 
modulo b ofthe error is null. 

The previous  classes ofcodes have the same detection capabilities  with respect 
to the considered error model introduced in Section 2. As far as the silicon area 
occupied by the additional circuits is concerned, experimental implementations have 
shown that the use ofresidue  codes requires an area which is slightly higher than 
in the case  of AN  codes application  due to the modulo operations. Conversely, 
the computational time has  an opposite trend since AN  codes  involve operation 
on longer operands than residue  codes. The choice ofthe solution which is the 
best suited  to a given application must therefore be performed by considering the 
actual architectural and implementation  technologies, i.e., the actual evaluation of 
the design parameters. 

 

 
5. Concurrent localization 

 
The localization ofthe faulty component  in the neural network may be per- 

formed concurrently with the nominal operations whenever  the application is so 



 
 

critical as to require an immediate recon2guration ofthe system for guaranteeing 
the maximum availability.  DiDerent techniques can be adopted to achieve this goal. 
In [26], a triangularization   approach is proposed for highly regular feed-forward 
networks implemented by means ofa modular array structure; however, this solu- 
tion may present some drawbacks concerning  the regularity  and modularity  ofthe 
structure for networks composed by diDerent-sized layers. The conventional n-to-m 
binary encoder can be adopted for small layers, with limited routing. 

The use ofon-line  compact testing is more general and provides  a structured ap- 
proach to error localization  and, thus, to identi2cation ofthe faulty components in 
large neural networks, while preserving the regularity and modularity  ofthe archi- 
tecture and limiting the additional wiring and circuit complexity. Compact testing is 
usually  described as testing with compressed data [21,16].  In the literature, several 
data compression  techniques  (i.e., procedures  for mapping  binary words, binary 
sequences, or sequences ofbinary  words onto a compact  representation)  have been 
presented, not only in diagnostics [21,29] but also in digital communications [8,19], 
in reliable computing [32,33], and in other areas; a uni2ed  view is presented in [31]. 

There are some speci2c  and partially conJicting requirements in choosing the 
compression technique which is the most suited for a given application  case. First 
ofall, the compaction  degree must be quite high and the complexity ofthe com- 
paction algorithm must be reasonably modest in order to minimize the diagnostic 
hardware and the time overhead, and to simplify the comparison between the ac- 
tual compression  result and the reference  value (corresponding  to the fault-free 
operation). On the other hand, compression should not lead to any error masking 
with respect to the adopted error model (i.e., in our assumptions, any single error 
should be uniquely identi2ed by the compact representation computed on the actual 
data). Besides, ifthe presence ofan error is detected, the information contained in 
the compact representation should guarantee a correct localization  ofthe erroneous 
datum belonging to the sequence which has been compressed  (and, consequently, 
ofthe faulty component). 

One ofthe methods that satis2es the above requirements is based on data com- 
pression by using linear feedback shift registers; its application for digital testing 
is widely known as signature  analysis  [14,6]. In this section, the theoretical  basis 
for signature analysis is given and diDerent approaches for its application to error 
localization in ANNs are discussed. 

 

 
5.1. Basic remarks on signature analysis 

 
The essence ofsignature  analysis  is based  on compression  ofthe output se- 

quence ofthe circuit under test into a  short word (called signature) by using a 
linear feedback shift register (the signature register), and on comparison ofthe 
signature obtained from the actual outputs with the reference value (corresponding 
to the faulty-free operation). If  the actual  signature  matches the reference value, 
the circuit under test is assumed fault free (presuming that the input test is correct 
and consistent);  otherwise, it is considered faulty [14,6]. 
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Fig. 5. Single-channel signature register. 

 
 

In the literature, two kinds ofapproaches have been proposed according  to the 
number ofinput streams  entering into the register at each operation  step: the 
single-channel  signature  registers  (SCSR) and the multi-channel  ones (MCSR). 
In this section, we introduce  a general analytical  description  for data compression 
operated by these registers.  Let the following notations be used: 

 
• n is the length ofthe signature register, i.e., the highest  degree ofthe charac- 

teristic polynomial ofthe signature register [34,22]; it is n ∈ {1; 2; 3; : : :}; 
• ai   is  the ith  coe9cient ofthe characteristic  polynomial; it  is  ai ∈ {0; 1}; 
i ∈ {1; 2; 3; : : : ; n}; 

• bi (k ) is the bit value ofthe ith sequence being  compressed that penetrates into 
the i-th input ofthe signature register at the k th time step, k = 0; 1; 2; 3; : : : ; 

• si (k ) is  the state (i.e., the value) ofthe ith bit ofsignature register at the k th 
time step. 

 
Consider 2rst the SCSR; without loss ofgenerality, we take into account only 

SCSR having the input into the 2rst bit ofthe register. Fig. 5 illustrates its block 
diagram, while its operation is de2ned by [10] 
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si ( j)= si­j (0);    j ¡ i;  i = 1; 2; 3; : : : ; n;                                                        (2.2) 

where si (0) is initial state ofthe ith bit ofSCSR, 
I: ⊕ denotes the modulo-2 sum- 

mation, and C(w) is the sum ofproducts ofthe characteristic polynomial  coe9cients ai  

ofthe signature register. 
The set ofsubscripts  ofthe characteristic polynomial’s coe9cients in each prod- 

uct is a unique  variant ofthe restricted composition  ofthe number w, in which 
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only integers not greater than n are used [30]. Therefore, it is 
� 
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q=1 

 

 
ap(d; q) ; w ¿ 0; 

(3) 

where 
I:

q=1    p(d; q) = w ∀d ∈ {1; 2; 3; : : : ; D(w) }; p(d; q) ∈ {1; 2; 3; : : : ; n}; 

{p(g;q) |q = 1; N(w; g) } =l {p(h; q) |q = 1; N(w; h) } ∀g l= h; g; h ∈ {1; 2; 3; : : : ; D(w) }: 

The set ofsubscripts p(d; q) for each value of d in expression (3) is a unique  variant 
ofcomposition ofthe number w. The summation limit D(w)  equals the number of all 
these compositions  [30], while N(d; w)  equals the number ofsummation terms of the 
dth variant ofcomposition. 

Expression (2.1) consists oftwo parts. The 2rst one is dependent on the initial 
state  ofthe register  only, while the second  part is dependent  on values  ofthe 
elements ofthe sequence being  compressed. In other words, the 2rst part is a de- 
scription ofa pseudorandom sequence generator [34]. This completely  agrees with 
the well-known fact that the operation of a signature  register  without input infor- 
mation (i.e., with null input) corresponds to a binary sequence generation  having 
maximum  period equal to 2n ­ 1 (ifthe characteristic polynomial is primitive and 
irreducible). The second part ofexpression (2.1) corresponds to a single-channel 
signature register having null initial state. 

The MCSR is widely used to test multi-output  circuits. Fig. 6 presents its block 
diagram, while operation is de2ned by [10] 
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Expression (4.1) also consists oftwo parts: the 2rst one describes a pseudo-random 
sequence generator,  the second one describes the multi-channel  signature register 
having null initial state. In comparison with (2.1), the second part of(4.1) includes 
an additional summation over the variable t. This reJects the fact that n inputs are 
used for n-channel compression in the signature register. 

In our approach  to error localization within each  layer, we consider only the 
SCSR solution since we assume that error bits generated by the neurons (one error 
bit per neuron) constitute the input stream being compressed and that only one of 
such bits is compressed at each operation  step ofthe register. This is allowed by 
the single-error model we adopted. In the case ofmore complex  models and imple- 
mentation architectures (e.g., when multiplexing  is concerned), we should consider 
also the use ofMCSR; however, this solution often requires wider redundant cir- 
cuits, even ifit does not modify the general schemes discussed here. For simplicity, 
but without loss in generality   as the comprehensive  approach is concerned, only 
SCSR will be considered in the subsequent analysis. 

The neural network is considered faulty whenever the actual  signature  S diDers 
from the reference value S ∗ (corresponding to the fault-free circuit) [14,34]. The 
error pattern occurring is characterized by the error signature S l = S ⊕ S ∗. The error 
signals, produced by neurons belonging  to a layer, are sent into the compression 
chain associated with such layer to produce the error signature. The error signal is 
0 ifno error has been detected  in the neural computation, 1 otherwise; the input 
sequence for the signature register is composed of0’s only ifno error has been 
detected in the layer and the signature is null. Ifa fault induced an error in the 
output ofa neuron, at least one element ofthe sequence is 1; ifno aliasing masks 
the error, the actual signature is not null. Under the assumption ofsingle neural 
errors, exactly one element ofthe sequence is 1. The error signal associated with 
the whole layer can be obtained by OR-ing all bits ofthe layer’s signature. 

By applying the technique  discussed above, we can 2nd which bit ofthe input 
sequence is erroneous (i.e., which bit is not null) and, thus, which neuron in the 
layer is faulty. In our case,  the reference  signature  is null since the bits being 
compressed are the error bits generated by each neuron; the error signature is thus 
equal to the actual signature. 

Several approaches have been proposed in the literature to locate the erroneous 
bits in a  sequence  being compressed  by using the error signature [18,12,9,11]. 
A  general  analytical approach  has been  proposed  in [10]: from this analysis,   a 
practical methodology   has been derived to generate  all possible  erroneous input 
patterns which correspond to the given error signature. We generate in fact a system 
oflinear Diophantine  equations for the given value ofthe polynomial coe9cients 
and for the given time step. Each bit of the error signature  is associated  with 
the bits ofthe error sequence.  Such a  system  is solved with respect  to the set 
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Fig. 7. The basic block ofthe distributed  SCSR. 
 

 
ofelements ofthe error sequence; solutions  identify the position ofall possible 
erroneous bits, i.e. ofall possible faulty neurons. 

Application ofone ofthese approaches to error localization in the case ofANN 
diagnostics is the main goal ofthe present paper. This choice is strongly supported 
by the well-known fact that signature analysis provides  complete  coverage of all 
single- and double-bit  errors occurring in the output  sequence ofthe circuit under 
test, while all other errors are covered approximately  at 100(2m  ­ 1)=2m % [34]. 
Therefore, it is capable of satisfying the requirements for unique localization of 
the faulty neuron within a layer. 

 
5.2. Application of the signature analysis: the linear signature generator 

 
To preserve the regularity ofthe architecture and to avoid a complex  sequential 

scheme, the signature generator can be realized by means ofa distributed SCSR 
architecture, which is functionally equivalent to the structure  presented in Fig. 5. 
This architecture is composed ofa cascade ofmodulo-2  adders which are properly 
interconnected  in a  linear chain according  to the SCSR computational  scheme; 
index j represents  the jth  neuron  ofthe considered  layer, while data from the 
previous  stage are weighted by using the coe9cients a1 ; a2 ; : : : ; am . The basic unit 
ofthe compression  cascade is shown in Fig. 7. 

The traditional scheme ofsignature  compression recirculates  the signature bits 
(see the loop in Fig. 5) to deal with a new input bit at each step. This design is 
related to the usual applications ofSCSR in which the inputs are supplied serially. 
In our ANN’s architecture the input bits ofthe sequence that must be compressed 
are available  in parallel. Therefore,  we rearrange  the SCSR computation  in the 
distributed  scheme, in which each computational   step ofthe traditional algorithm 
is performed by a diDerent  subset of hardware components. Such components are 
similar to the traditional one, but they are interconnected  so that each  stage  in- 
corporates the contribution ofthe corresponding error bit in the signature without 
any signature recirculation  inside a stage.  In other words, we apply an unrolling 
technique to the traditional scheme. 
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Fig. 8. The linear signature generator. 
 
 

Fig. 8 presents an example ofa linear signature chain for 10 neurons: the poly- 
nomial coe9cients are a1 = a2 = 0, a3 = a4 = 1. The symbol u identi2es the basic 
unit ofthe compression  cascade, which has been shown  in Fig. 7; adders in the 
2rst three units are not necessary since  initial data for the signature compression 
are null. 

 

 
5.3. Application of the signature analysis: the tree-like signature generator 

 
To reduce  the time required  for signature  generation,  we propose  a  tree-like 

organization  ofthe basic blocks in order to exploit the intrinsic computational 
parallelism  ofthe tree-like scheme.  The linear chain ofthe previous  section  is 
partitioned into k sub-chains; each ofthem  contains m=k modulo-2  adders. A simple 
example for a  two-level tree-like structure is presented in Fig. 9: the number of 
neurons  in the layer and characteristic  polynomial are the same as considered 
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Fig. 9. The tree-like  signature generator: the two-level case. 
 

 
for the example ofFig. 8. The chain ofmodulo-2  adders is partitioned into two 
sub-chains (sc1 and sc2): their structure is similar to those discussed for the linear 
organization. 

The computation ofthe sub-chains’  signatures (the intermediate signatures)  is 
performed simultaneously; the intermediate  signatures are then merged to generate 
the 2nal layer’s signature. Interconnection  between the sub-chains can be achieved 



 
 

by applying the following remarks. In the linear structure, the initial state of the 
signature compression for any segment of the chain is the result generated by the 
signature  compression  in the previous  segment. In Section  5.1, we have shown 
that the signature compression contains two terms: the pseudo-random generation 
with the nominal input data and the signature compression with null initial state. 
These  terms can be computed  in parallel. We compute  the components  oftwo 
intermediate  signatures by considering the initial null state; then, we generate the 
pseudo-random value after k steps (where k is the number ofneurons in the second 
sub-chain) by using the 2rst computed intermediate  signature as the initial value for 
the pseudo-random  process. Finally, we add (modulo-2) this value to the second 
intermediate signature to generate the layer’s signature. 

From the expressions  discussed  in Section 5.1, we derived an algorithm for 
pseudo-random generation without implementing directly the pseudo-random pro- 
cess  [10,11]. For the adopted  coe9cients a1 ; a2 ; : : : ; am  and for the given j,  we 
compute the compositions and we obtain  a set ofBoolean  equations  which relate 
the initial state ofthe pseudo-random generator to its value after the jth step. For 
our example, we have 

s1 (5) = s2 (0) ⊕ s4 (0); 

s2 (5) = s1 (0) ⊕ s3 (0) ⊕ s4 (0); 

s3 (5) = s1 (0) ⊕ s2 (0); 

s4 (5) = s2 (0) ⊕ s3 (0): 

A more complex partitioning  is shown in Fig. 10 for the case of eight neurons 
in the layer and for the characteristic polynomial  having a1 = a2 = 0, a3 = a4 = 1; 
the blocks g provide interconnection ofsub-chains. 

 
5.4. Application of the signature analysis: the signature propagator 

 
Identi2cation  of the layer containing the faulty neuron  can be performed  by 

analyzing  the complete set ofsignatures generated by all layers. The signatures are 
tested starting  from the one produced by the input layer and proceeding towards 
the output layer. Ifno re-encoding ofthe neurons’ outputs is adopted, the faulty 
layer corresponds  to the one having non-null signature;  in the case  ofmultiple 
faults, only the nearest to the primary inputs can be localized certainly, being the 
error signal ofthe subsequent neurons possibly active since either the neuron itself is  
faulty or the erroneous  inputs generated  an erroneous  output. Conversely,  if 
neurons’ outputs are re-encoded before being delivered  to the subsequent neurons, 
all faulty neurons  can be localized, one layer at a  time, since the error signal 
produced by each neuron is independent from the status of the other neurons. 

This approach is practically realizable only ifthe total number ofbits for all 
signatures  is reasonably  low. Otherwise,  when the number ofsignature  bits is 
too high while the number oflayers is low, we compress the information allowing 
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Fig. 10. The tree-like  signature generator: the multiple-level  case. 

 
 
 

identi2cation ofthe faulty layer into the layer error signals: each ofthem is obtained 
by OR-ing all signature bits at the output ofthe corresponding signature generator. 
These signals are extracted from the architecture  through  separate lines. They are 
tested starting  from the one produced by the input layer and proceeding towards 
the output layer: the faulty layer is identi2ed by the 2rst signal which is recognized 
active. The signatures are multiplexed on the same output lines and delivered to 
the signature analyzer for localization of the faulty neuron within the layer. 

Ifthe number oflayers is too high, compression must be improved  to reduce the 
number oflayer error signals. Each layer is identi2ed by its layer address,  a unique 
binary combination; the identi2er ofthe faulty layer is propagated in parallel with 
the fault signature.  The basic block of the subsystem  for signature propagation 
is shown in Fig. 11. It contains  a multiplexer for selecting the signature and the 
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Fig. 12. The tree-like  signature propagator. 

 

 
layer address that must be propagated backwards to the ANN’s input layer. Ifthe 
control signal is 1, the signature  generated in that layer and the local address are 
propagated to the previous layer; otherwise, the signature and the address received 
from the subsequent  layer are forwarded to the previous one. The multiplexer 
control signal is the layer error signal (it  is 0 ifno signature bit ofsuch layer is 
1). In the output layer, no multiplexing is required. The above structure ofthe 
signature propagator and the direction of the computational Jow in a feed-forward 
neural network guarantee that the faulty layer is correctly and uniquely identi2ed 
at the propagator’s output: the faulty neuron is then uniquely identi2ed within such 
a layer  by the error signature delivered by the signature propagator. Sequencing of 
the signature propagation  can be considered to allow detection ofcontemporaneous 
faults in two or more layers when neurons’ outputs are re-encoded. 

To reduce the computational delay, we adopt a  tree-like organization also for 
the signature  propagator.  The chain ofpropagator’s  modules  is partitioned  into k  
sub-chains,  which are properly interconnected  to guarantee extraction  ofthe 
signature ofthe faulty layer; an example is shown in Fig. 12 (m is the module 
ofFig. 11). The module propagates  the local signature or the signature coming 
from the subsequent  layer (and the corresponding layer address) according  with 
the multiplexer control signal,  as in the previous  case. No multiplexer is required 



 
 

for the last layer ofeach sub-chain. The outputs ofthe sub-chains are then treated as 
they were outputs ofsignature generators. 

Ifthe neuron’s output is re-encoded before being delivered to the subsequent 
neurons, i.e., the output codeword is re-computed from the nominal output, each 
layer receives codewords from the previous one. As a consequence,  there  is never 
error masking  due to path reconvergence.  The syndrome  ofeach  layer account 
therefore only for the errors due to faults in that layer. 

Propagation  ofall the layers’ signatures  toward the observation  and analysis 
point can be accomplished by applying the compression technique  to the set  of 
these syndrome. 

 
5.5. Evaluation of the use of signatures: hardware and time overheads 

 
In all architecture  based on the structure presented in Fig. 2, the hardware over- 

head is mainly due to the circuits for concurrent error detection within each neuron 
and to the circuits for signature generation and propagation through the whole net- 
work. In particular, the overhead for concurrent error localization in the case  of 
signature is related to the modulo-2 adders required to generate the signature, to the 
components allowing signature propagation,  and to the additional interconnection 
paths associated to all the previous devices. 

First ofall, we evaluate the silicon overhead due to the compression blocks; to 
simplify the analysis, we focus our attention on a single  layer:  results are valid for 
each layer ofthe neural network when the corresponding characteristic parameters 
are used. 

In the case  ofthe linear signature  generator, since the input value ofthe 2rst 
modulo-2  adder ofthe chain is null, the number ofmodulo-2  adders is at most 
m­1, where m is the number ofneurons in the considered layer. We can reduce the 
number ofadders and number ofinputs  ofeach adder by adopting a suitable choice 
for the signature characteristic polynomial.  An interesting  solution  uses a minimum 
polynomial,  i.e., a polynomial  ofthe form X n ⊕X q ⊕1; q ∈ {1; 2; 3; : : : ; n ­1}, where 
n is the signature register length;  each modulo-2  adder is a three-input  device and 
the number  ofadders is m ­ q. Good values of q are as close  as possible  to n. 
The optimum value holds for q = n ­ 1; we need m ­ n + 1 adders. The number 
ofinterconnections  between the adjacent neurons within a layer is constant along 
the layer and it is equal to n. 

In the case ofthe tree-like  organization,  each ofthe k sub-chains contains m=k ­1 
modulo-2  adders (we assume that m is divisible by k ). For the optimum choice 
ofthe characteristic polynomial,  we have  m=k ­ n + 1 adders in each sub-chain. 
Composition ofeach two intermediate  signatures generated by the sub-chains need 
n additional  adders: the total amount ofredundant  adders is m ­ (n ­ 2)k ­ 1, by 
assuming that k is a positive power of2. The number ofinterconnection  lines to 
realize compression is not constant due to the additional  connections between the 
sub-chains. Inside each layer, there are n lines at the beginning and n(log2 k + 1) 
at the end ofthe structure.  Suitable  placement ofthe sub-chains  minimizes the 
additional routing between the sub-chains. 



 
 

The hardware redundancy due to the propagation block is related to the archi- 
tectural solution adopted. In the case ofa linear propagation structure, it requires 
L ­ 1 two-input multiplexers and L ­ 1 OR gates to generate the multiplexer  control 
signals. In the case ofa tree-like organization, the hardware overhead for the active 
devices is identical to the linear case, while interconnections may require  a larger 
silicon area. 

The second  2gure ofmerit that we have to take into account  to select the 
approach which is best suited to a speci2c application  is the computational delay rd 

introduced by concurrent diagnosis with respect to the nominal neural computation. 
It is 

L L 
i  

\ 
L 

rd = max(rSi ) + rP ­ rN = max rNh + rGi + rP ­ rNh ; (5) 
i=1 i=1 

h=1 h=1 
 

where rSi  is the computational time required to achieve steady values at the output 
ofthe signature generator for the ith layer after presentation of ANN’s inputs, rP is 
the computational time ofthe signature propagator, rN is the computational time 
ofthe nominal network, rNh   is the computational time oflayer h, and rGh   is the 
computational time ofthe signature generator. 

The computational time rG  due to the linear signature generator within a layer 
is proportional to the number ofsummation  stages in the chain, i.e., to the number 
m­q ofmodulo-2  adders. For the optimum choice ofthe characteristic polynomial, it 
is m ­ n + 1 times the computational time ofan adder. 

The computational time for the tree-like generator is due to the summation  stages 
ofa sub-chain and to the circuits for sub-signature composition.  The contribution 
ofthe sub-chains is proportional to m=k ­ n + 1 for the optimum polynomial, while 
the contribution ofthe composition circuits is log2 k times the computational time 
ofan adder. Therefore, the total delay is m=k ­n+1+log2 k times the computational 
time ofan adder. 

The computational delay introduced by the propagation block is related to its 
structure. In the case ofthe linear propagator, the computational  delay is due to the 
multiplexing stages ofthe propagation chain; in the worst case, the actual delay is 
equal to the time spent in the multiplexers ofthe whole propagation chain, i.e., it 
is L ­ 1 times the delay introduced by a two-inputs  multiplexer.  In the case ofthe 
tree-like structure, by assuming a complete tree organization  having  k = L=2 blocks 
at the 2rst level, the computational time is log2 L. 

 

 
 

6. The use of error localization information 
 

Information generated  by concurrent error detection,  compressed by the com- 
pression  blocks, and propagated  by  propagation  blocks toward the network’s 
outputs may be used to identify uniquely the faulty neurons and to provide sys- 
tem survival (possibly, at the nominal behavior) by excluding the faulty com- 
ponents  from the active computation. Dynamic redundancy  [20] may be in fact 



 
 

implemented whenever high  survival  capability ofthe  system is  required, in   
particular for  critical  applications or  when  maintenance   is  di9cult   or 
impossible. 

To achieve the above goals, additional  features must be introduced in the archi- 
tecture on which the neural network is mapped. First ofall, a regular,  recon2g- 
urable architecture must be adopted: redundant neurons and interconnections  must 
be added to the basic structure  as spare components  that can be used to replace the 
faulty ones. Whenever  a neuron or an interconnection is recognized to be faulty, if 
enough redundancy has been provided,  it is excluded from the nominal computation 
and it is replaced by a spare component.  For example, ifa regular array structure 
with switched  busses is adopted [13], replacement is achieved by recon2guring the 
interconnection switches [20]. 

Besides, monitoring the error information and recon2guration control must be 
accurately  considered  to achieve  an e9cient and eDective  system  survival with 
respect  to the application  requirements.  These activities are in fact necessary  to 
perform the actual localization of the faulty neuron within the network and to gen- 
erate the control signals for proper recon2guration of the interconnections  among 
neurons. DiDerent approaches could be considered to implement  these features by 
adopting suitable hardware supports. 

The layer containing the faulty neuron  is directly given by the layer address 
delivered by the propagation block. Localization ofthe faulty neuron implies anal- 
ysis ofthe output signature delivered  by the propagation  block: the monitoring 
procedure must deduce the position of the faulty neuron within the layer from the 
actual value ofthe corresponding  signature. A table storing such correspondence 
or an algorithmic  approach (e.g., [11]) can be adopted to solve this problem. 

On-board VLSI realization ofthe localization  procedure may be considered for 
applications  requiring high availability and short repairing time. OD-board  (and 
possibly oD-line) solutions can be envisioned  for very large networks  or when 
only network credibility is critical; in this case,  the outputs  ofthe propagation 
block are extracted from the circuit implementing the network and delivered to the 
external observer. 

Similarly, generation  ofthe recon2guration  control signals  can be performed 
by adopting an on-board concurrent solution whenever high system availability is 
mandatory for the application envisioned. In this case, the recon2guration control 
subsystem  uses the previous distribution of faulty neurons within the architecture 
underlying the neural network and the position ofthe new faulty neuron (generated 
by the monitoring  subsystem) to identify a new mapping of the neural paradigm 
onto the hardware architecture. Ifsuch  a mapping exists, the corresponding control 
signals are directly applied to the interconnection  structure and the network is still 
able to continue its full operation; otherwise, network functions may be degraded 
till  a completely  erroneous behavior. 

In the case  ofcomplex interconnection  structures, an eDective  recon2guration 
policy cannot often be computed  on-board  by using a  dedicated   VLSI  subsys- 
tem having reasonable dimensions.  To deal with these  cases and when very fast 
recon2guration  is not mandatory,  an oD-board  approach  can be adopted  to se- 



 
 

lect the suited mapping for the actual fault distribution. Control signals are then 
down-loaded onto the neural architecture to achieve, ifit is possible, the operating 
con2guration. 

 

 
 
 

7. Concluding remarks 
 

In this paper, a general comprehensive  approach to fault-tolerant design of neural 
networks  has been presented,  with particular attention to the problems related to 
concurrent diagnosis. The basic structure ofthe digital network  has been enhanced 
by introducing circuits for concurrent  error detection  based on arithmetic codes 
(AN  codes  or residue codes).  Additional components  for compressing  the error 
signal generated within each layer have been de2ned by using signature analysis: in 
particular,  the signature generator and the signature propagator have been discussed. 
Concurrent localization  ofthe faulty neuron is 2nally achieved by observing the 
results oferror compression and propagation. 

By using the information  produced by our concurrent approach, it is possible to 
design an architecture capable ofon-board  diagnosis and automatic recon2guration 
after fault detection and localization. This can be useful for minimizing the diag- 
nosis time and the repairing time, and, thus, for maximizing system availability 
in highly critical applications. The approach  proposed  in this paper  can be also 
directly adopted to protect pipelined architectures, when suitable pipeline registers 
are introduced  also along the propagation block. 

Further research will be performed to deal also with more complex error models 
than the one considered in this paper, although this last one has been shown  eDec- 
tive for many architectures. For example, an interesting  case consists of multiple 
neural errors induced by multiplexing ofdigital components (multipliers, adders, 
non-linear  evaluators).  These error models have the same physical  origin ofthe 
model adopted in this paper, but the possible multiple use ofdigital components 
can make error analysis and detection more di9cult. Appropriate  techniques must 
be taken into (e.g., see [5,4]) to con2ne the multiple error propagation and avoid 
aliasing; they should be incorporated in the signature analysis by minimizing the 
aliases probability  and the circuit complexity  as well into a comprehensive  design 
framework [1,3]. 
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