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ABSTRACT

In this paper an approach to error detection in bit-serial array pro-
cessors by means of A ¢+ N + B coding is presented: the optimal choice of
such code is also dis d. New methodologies to design array p
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The use of A+ N + B codes is then introduced: some criteria are given
for identifying the best code to protect a given number of bits minimising
the silicon area and the computation overhead. For some classes of values
of the coefficients A and B some low-cost encoder and decoder circuits are

with high error detection c;pa.b:hty, low nluon area consumption and low
computational overhead are prop ted

1. INTRODUCTION

The high computation needs of many applications (ranging from signal
and image processing to matrix operations) often require special-purpose
architectures which allow parallel computation on input data. Array pro-
cessors are an example of these systems: they consist of a number (usually
very large) of identical processing elements connected by a regular inter-
connection grid [Kun82| [Kun87].

The contmum( growth of interest in such architectures for massive
computation, in particular when critical applications are concerned, points
out the problem of their reliability and continuous operation. High reli-
ability and availabilability of arrays may be achieved by means of fault-
tolerance techniques, which lly involve error and correcti

detacts
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Different architectures are proposed and evaluated to detect errors and
localise the faulty modules both for linear and for bidimensional arrays; two
PP h, are 2 d
- error detection inside each processing element verifies locally the com-
putation before delivering the results to the adjacent processing ele-
ments,
- error detection at array level verifies the cor of the putati
only at the array borders, saving a great amount of silicon area.

3. ARRAY AND PROCESSING ELEMENT

An array is composed of a set of simple processing elements (PEe)
connected by a proper network (Kun82] [Kun87]. The characteristics of
these architectures and the algorithms executed depend on the structure
of PEs and on the interconnection netwark. Here we consider a regular

fault localisation and system r figuration. The fault tolerance of the sys-
tem and its overall performance depend on the effectiveness and efficiency
of such activities: some of them may be delayed or omitted to reduce com-
putational overhead, when a bounded number of errors is acceptable in the
considered application (e.g. a wrong row on the display of a radar system).

Two primary Approu:lle- to fault tolerance may be found in literature:

dundancy (either ph | or time redundancy) [Neg88)] [Abr87] and cod-
mg [Abr87] [AviT1] [Pet‘lz] [Wak78). In physical redundancy the same com-
putation is performed by different processing elements and their outputs
are compared. In time redundancy the same computation is performed at
different times in the same or in different processing elements.

In coding, input data are substituted by their coded representation.
Computation is performed on such data and outputs are checked by custom
circuits that verify for congruence with a proper output code. A second
approach for concurrent error detection based on data coding consists in
building additional input data from the uncoded input data and in ma-
nipulating them like a checksum of the basic computation [Abr87). This
technique is not a general solution, but it is strictly related to the algorithm
executed by the array.

These fault-tolerance techniques may generally present two drawbacks
with respect to their effectiveness, efficiency and realisability: silicon area
for lddluonnl clrcluh may be relevant and delays required by redundant
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I.n this paper we study the use of Ae N + B codes to detect errors due
to faults in bit-serial array processors: these codes define a linear transfor-
mation of the data space on which arithmetic units work [Pet72] [AviT1].
The array architecture is presented: bit-serial arithmetic units are consid-
ered since they allow implemention of large arrays on a single chip or wafu'
The compactness of each unit and the reduced ber of int
with respect to the correspondent bit-parallel solution save a very great
amount of silicon area. On the other hand, it has been shown, e.g. in
[Neg85], that bit-serial array architectures can often give a higher throuh—
put than bit-parallel architectures since delay due to interconnection wires
between processing elements on d:ﬁ‘mnt chips is drastically reduced by

int: ting the ller pr g el ts on the same wafer.
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int tion mesh which is applicable to a wide class both of linear and
bidimensional arrays for digital signal/image processing and matrix oper-
ations. This approach to fault tolerance in bidimensional arrays may be
adapted to architectures in which the intermediate resulits of the computa-
tion flow only in horisontal direction or in horisontal and vertical directions
according to the algorithm being executed by the whole array.

From the literature it is possible to extract a simple common structure
of the PEs for the class of applications considered here (fig. 1). Usaally
three inputs are supplied to the PE by the surrounding environment. One is
the data coming directly into the array from digital devices connected to the
array borders, the second one is the result of the computation performed by
the adjacent element, the third one is the weight for combining the other
input data. The outputs of each PE are the same input data from the
digital devices, the weight and the result of the computation executed in
the element itself. The basic computation performed in a PE is a linear
weighted combination of the data from the digital devices connected to
the array inputs and the result of the adjacent PE. Often along the data
path some shift registers are introduced to properly syncronise the data
supplyed according to the target algorithm, as e.g. it is required by the
evaluation of the discrete Fourier transform.
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Fig. 1

This simple ltmchu'c, or other structures derived from it, may be used
with a suitable interconnection network to execute a wide set of algorithms
for different applications characterised by regularity (i.e. repetitive com-
putations on large set of data) and high computing, e.g. in digital signal
and image processing and in matrix arithmetic.

To minimise the silicon area required by the PE and, thus, to imple-
ment large array processors on a single chip or on a wafer, we consider
in this paper only bit-serial arithmetic units, even if our approach can be
adopted also when bit-paralle]l units are concerned. Under this assumption,
an adder consists simply of a single full adder whoee carry output is fed
back into its carry input after one clock delay. Different kinds of bit-serial



multipliers have been proposed in literature; in the research here presented,
we have carefully studied Dadda’s architecture [Dad85] because of its reg-
ularity and speed, even if the most of the achieved results can be extended
to other structures. For the sake of simplicity we p t our technique to
achieve fault tolerance by means of A+ N + B coding by considering integer
input data represented in two’s-complement notation.

8. FAULT AND ERROR MODELS

To evaluate the array architecture and the features of As N + B coding
with regard to fault tolerance, we have adopted the classic fault models at
gate level [Abr86] both for permanent, transient and intermittent faults; in
particular, we consider stuck-at faults, stuck-on, stuck-open and bridging
faults. Related to such fault model, we consider a classic error model at
gate level [Abr86): the physical defects due to faults appear, if they are not
masked by the actual input data, as some wrong bits in the result of the
considered unit. Thus, the actual result may be viewed as the sum of the
correct result plus the error.

In a bit-paralle]l unit each output bit is produced by a different subset
of devices of the unit itself: therefore, when circuits are carefully designed,
each single fault generates a known set of errors whose values are powers
of two [Pet72], while multiple faults produce errors given by the sum of the
errors due to each single faults. Under these assumptions it is possible to
design a code and an architecture that is able to detect and correct single
and multiple errors. In bit-serial arithmetic units all output bits are com-
puted by the same devices iteratively: therefore, any simple deterministic
relationship between fault and induced error is lost. In this case correc-
tion of the wrong result b ible on deterministic basis since
we cannot uniquely identify the error and the correcting term which has
to be added to the actual output to achieve the correct resuit. On the
other hand, we found that also error correction on probabilistic basis is
not feasible under our assumptions about fault model. To such purpose
we simulated on computer the behavior of arithmetic units when different
faults occur: we have found that no relationship may be defined between
faults and erroneous results.

4. A*N+B CODES

A ¢ N + B codes constitute an important class of non-separate codes
[Pet72] [Wak78], i.e. codes where subsets of bits cannot be processed in
parallel by arithmetic units. The arithmetic unit does not manipulate the
input numbers N directly, but each of its target inputs is modified via the
linear transformation A ¢ N + B and then delivered to the arithmetic unit
which executes the target operations in the transformed data space. The
output of such operations may be moved back to the target data space via
the inverse transform.

By means of A ¢ N + B transformation, some codes with different in-
teresting properties of error detection may be defined [Pet72], e.g. cyclic
codes, sphere-packed codes and Mandelbaum-Barrows codes. However
these particular properties do not hold in bit-serial arithmetic under gen-
eral fault conditions; therefore we consider only the general characteristics
of As N + B codes.

The functions computed by arithmetic units for coded input data and
the structure of such circuits are the same as units working on the uncoded
input data. The only difference consists in the ber of bits pr d
If N* is the maximum considered input number, [log; N*] bits are used in
the first case, while [log;(A e N* + B)] bits are required by coded data.

This difference implies that the computation time is greater with coded
data than with target data because of the additional bits which must be
treated and the time required to perform data transformation.

On the other hand, the silicon area for array processors with coded
data is increased by

- the encoding circuits, that transform the target inputs of the array
into the corresponding coded representation;
- the decoding circuits, that transform the coded outputs back into the
Aad
repr ;
- the additional storage elements required in each PE to record the
longer partial results of multiplication;
- the additional bit-serial adder, to allow the connection of adjacent

PEs when an Ae N + B code is adopted; for this code, in fact, the

output of the basic adder in the PE belongs to the Ae¢ N + 2B code:
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tation:

therefore the constant — B must be added to such output to obtain a
code compatible with the following PE, i.e. to connect the PE to the
adjacent one.

The area for encoding and decoding circuits may be partially reduced
by a careful choice of the code’s coefficients. For example, if we adopt a
simple A+ N code (B = 0), the output data are still coded in a code similar
to the input one: in particular, such output code is the same as that the
inputs for addition, while for multiplication with both inputs coded the
first coefficient is A2. This property allows to connect a PE to adjacent
ones directly without inserting either decoders or encoders.

By adopting A* N+ B codes, the error detection in bit-serial arithmetic
units and, thus, in array processors consists of verifying that the results
computed by each unit or by the whole array belong to the proper code.
This check may be easily performed by modifying slightly the decoding
circuits since we must verify that the result minus the second constant B
of the output code is divisible by the first constant A of the output code.
4.1 About the optimum A+ N + B codes

To fully exploit the error detection capabilities of As N + B code and
to minimise the requirements of such techni (comp delay and
silicon area), a careful choice of the coefficients A and B is necessary.

Let’s first consider A * N codes, i.e. the coefficient B is assumed
null. This is the simplest approach which allows saving of silicon area and
computation time compared with the more general class of As N + B
codes. In Ao N codes different error detection capabilities may be achieved
by choosing the coefficient A. A class of such codes consider 4 = 2*;
it is possible to show that such choice is not adequate to achieve fault-
tolerance performance [Pet72]. In fact the coded data may be obtained
simply by shifting the input N for k bits on the left: in this case the
correctness check degenerates to verifying that the k least significant bits
of the encoded number are null Such condition does not ensure the proper
coverage for all errors that influence any bits but the first k bits, which do
not contain useful information. Therefore, this class of coefficients is not
suited to minimise costs and maximise the error coverage.

The following criterion may be adopted to perform an optimal choice
for an A ¢ N code with respect to the silicon area and the computation
time. If A and N are represented by means of k and n bits respectively,
the coded representation A ¢ N of the input N requires n + k bits at most.
The best value of A is the one that maximises the distance between the
repr of two ive numbers [Wak78). Therefore, the optimum
value of A is the greatest number whose binary representation requires k
bits, i.e. 2*—1. In fact, the best performance is achieved when the detection
probability is maximum, i.c. when the undetection probability is minimum.
This happens when the coefficient A is maximum.

Better results may be achieved if the uncoded input data are » sub-
set of all n-bit configurations. In this case the optimisation might reduce
the number of bits required by the coded representation of the input data:
nevertheless, no simple and general relationship was found between the
maximum input number and the coefficient A to maximise the error detec-
tion capabilities and to minimising the silicon area and the computation
time.

If many inputs of a PE are null, the test on PE outputs may not detect
any error and, thus, the fault latency may increase dangerously. Besides, if
a fault is not detected as early as possible and other faults arise, detection
capabilities might be decreased by the joined interaction of the effects of
faults on the computation.

To minimise the fault latency in arithmetic units we adopt the more
general class of As N + B codes [Pet72]. In fact, to reduce the fault latency
it is necessary to avoid the presence of null code word: in the A+ N +B code
a non-null coefficient B allows for this. Nevertheless, some problems arise
in the impl tation of arithmetic units using this data coding because
the outputs may be in a representation different from the input code or
from similar ones.

For example, let’s consider an adder: if the inputs are represented in
the As N+ B code, the output is in the A¢ N+2B code, i.e. in a code similar
to the input one. The multiplication has usually a different behavior. In
fact, it is: P = (AX + B)(AY + B) = A}(XY) + AB(X +Y)+ B*. It
cannot be transformed in a coded representation of the product XY, like
C e XY + D, without subtracting the first order term (X +Y).
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Still, some classes of A * N + B codes may be identified in which
the code repr of the multipli t beh asaCsN+D
code. Let’s consider the finite field in which opennonl on n-bits numbers
are performed: if we assume that no overflow occurs during computation,
the usual arithmetic operations performed in such field may be viewed as
operations in a base b of a residue number system [S5267]. In particular,
the output of the multiplication is in a C+ N + D code when the inputs are
in a As N + B code if RJA?(XY) + AB(X +Y) + B?| = RJCXY + D},
that is if Ry{AB] = 0. Such condition is satisfied, for A and B different
from sero, if AB =b.

From this property some A+ N + B codes may be identified to achieve
the goal previously discussed by choosing the value of the base . For
mmple,lfcbmmuedforthemdedmd the greatest base b in which
residues are represented in ¢ bits is 2°. In this case the coefficient A is equal
to:powuuftwomcextmmbedxlmtfmml.blt,udmadylnd,n
is not a value suited for error detection.

A second class of A¢N+B codes may be defined if we accept eveatually
to discard some codewords, i.e. to reduce the range of input data. Let’s
consider a base b = 2¢ — 5. For s > 0, this base allows a pair of values for
A and B to be chosen so that 4 is not a power of two. The error detection
capabilities may be exploited with maximum performance of silicon area
udoompuhhonhmewle-thenheoﬂ-mamum,l.e.whll 2°—1.
In tab. lmepmofvahsfotAudBmpmthmt-mben
of bits are
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Tab. 1 :

WheldxﬂaentnlnadthepmofuoeﬂimﬁAndBmdbwed
to protect the same number of bits, some criteria should be defined for
Jecting the best combi Bat a simple rule t be identified since
conflicting cost functions are usually considered. In fact large value for the
coeflicient A allows for high rates of error detection since the codewords are
far from each other, but only a reduced range of input data can be coded
with the given number of bits. On the other hand, a greater number of bits
requires a greater silicon area and an high p jon time. Therefc
Iheclmoftlleoodemathkemtoumutthe;pplt&tmdﬂemy
processor and, thus, the available silicon area and the timing constraints
for the computation.
4.2 Encoders, decoders and checkers

To generate the A+ N + B coded rep of the inputs it is nec-
essary to multiply them by a constant A and to add amother constant B.
The circuit implementing this multiplication is simpler than a wsual mul-
tiplier since one input is known a priori. Some compact and fast technique
can thus be adopted for the encoder when particular classes of coefficients
are assumed.

Let’s consider the encoder for an A ¢ N code in which A has been
chosen according to the criteria previously presented, ie. A =2*—1. The
coded input Pisgiven by P= A« N = (2 —1)s N = 2*N — N. The
circuit performing such operation is shown in fig. 2. Its silicon area is
Age+(k+1)Asy, where Ay, and Ay are the area of the full adder and of
the flip-flop respectively. The total computation time is {k + [log; N*}]r,
wher-tlednckpenodmdlv‘-themmmwubleumded

. The p 1 t of input data to pesform the transformation
mbeuhmedbymmlofthenputﬂsmnk[DadﬂS],l.e. the most
significant bit of the uncoded input data must be supplied again as input
during the last k clock periods.
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Similar can be pted for other values of the coefficient
AmnAtﬂmda,bntnogmedmtmwfmdforndm.
each value should thus be carefully studied.

As the As N+ B codes are ned, the may be obtained by
connecting a serial adder to the previous encoder to add the constant B.
‘The bits of B can be supplied one at time by a shift register whoee output
is feedback into its input. To save silicon area only one of such registers can
be implemented in the array pr must be broadcasted to
all encoders that need it.

Totn-‘umtheoutputofthmymbuktotheilwded
representation it is y to design fast and circuits.
Besides, to check the correctness of computation we must verify that a
proper constant divides the result of the computation itself or the difference
between the result and the constant B, according with the adopted code. To
this purpose we present here some approaches which effectively implements
the division by the first constant (A or A? according with the selected
architecture): the decoder can be implemented directly by one of such
circuit, while the exror detection requires a very simple checker (which is
constituted by few AND/OR guu) that verify the output of some bits of
the decoder.

Let’s consider the As N codes (A = 2*—1); the input P to the decoder
isP=AsN=(2—-1)eN =2N— N. Thus, the decoded output may
be obtained from N = 2*N — P. Even if N is a priori wnknown, its k
least significant bits may be computed from the corresponding bits of the
number P, while the other bits may be evaluated from the remaining bits
of P and the bits of N previously decoded.

The bit-serial which in
fig. 3. Ihlihcolm-A,.+(k+l)A”,whilethetohlcompukdm
time is [k + [logy N*]]r.
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Fig. 3

Exror detection consists of checking if the result of PEs’ computation
is divisible by A. By using the sign extension rule, such test consists in
verifying if the k most significant bits of the decoder output are equal to
the bit whose weight is 2° — k — 1, where ¢ is the number of bits of the
codewords.

If the array outputs are represented in an A% N code (with A =
2* — 1), some particular decoder circuits may be designed. A first approach
implements such decoder by performing two subsequent divisions by A by
means of the decoding circuit shown in fig. 3. A simple extension of
this circuit allows for a self-checking decoder. If the inputs beloag to the
code, the k most significant bits of the first division are equal to the most
significant bit of the product A+ N; th , it is not useful to feed them
to the second divider. If we supply the k least significant bits of the input
to the second divider during the last k clock-steps, we obtain a self-checking
decoder. If the k last bits g ted by the d divider differ from the k&
hdngmﬁaltblhcompntedbytheﬁn&dxndu—,ahnhoocwmdmm
of the two dividers.

The second technique to test and decode the result of a computation
by means of a divider by A? consists in the direct division. In this case
a custom circuit must be designed for cach value of coefficient A because
ﬂmz;-utaguedakaihm,uhthmdnuitfw&d-d
A=2F-1

Decoders for As N + B and A3 » N + B codes may be designed by
connecting the input of the previous decoders to a bit-serial adder in which
the tBis ted from the coded input data.

5. ERROR DETECTION AT LOCAL LEVEL

Use and performances of Ae¢ N codes in local error detecting are pre-
sented here: the computation of each individual PE is directly checked
before its results are delivered to adjacent PEs.

Two levels of granularity can be designed for local error detection:

- the output of each arithmetic unit in the PE may be verified,

- the output of the whole PE is checked. The first approach allows the
finest and faster error detection and fault localisation because the error
is detected directly at the output of each arithmetic unit; in this case
a checker must be added to each unit in the PE.
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Nevertheless, even if the application of array pr is critical, more
relaxed constraints are acceptable about fault latency and localisation. In
particular, at most we need to identify the faulty PE, not the faulty unit
inside the PE; in fact the reconfiguration process considers the whole PE
and it is not able to use parts of different faulty PEs to build a working
PE. Therefore, we do not further consider this first solution which requires
a silicon area too large.

The second approach achieves error detection at local level but with an
acceptable cost, even if error latency may increase for the reduced capability
of localising faults, i.e. for the decreased number of check points. Instead
of checking the outputs of all arithmetic units, it is possible to insert the
proper checkers only at the outputs of the whole PE before supplying them
to the adjacent PE (fig. 4). A
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The area of the PE is increased by the additional area required by
each arithmetic unit to work with coded words (as in the previous case),
and by only one checker connected at the PE output. The redundant area
is halved with respect to the first solution; besides, the incidence of the
checkers is considerable when there are very few PEs in the array. Output
checking may be designed so that no computational delay is introduced at
array level: in fact, data computed by arithmetic units of a PE can be
concurrently delivered to the adjacent PE and verified while the PE itself
computes the subsequent output data. Only the encoders and the decoders
at the array borders delay the output of results from the array processor.
Another source of delay with respect to the computation of the array for
uncoded data is intrinsic to the arithmetic units: each of them must work on
more bits than the correspondent units for uncoded data. The probability
of detecting errors due to faults when A+ N+ B codes are adopted has been
evaluated. To such purpose we have extensively simulated with a computer
program the behavior of this architecture when different faults arise. The
error latency is slightly greater than in the previous solution because the
check on the output of the multiplier is delayed after the addition and
performed together with the check on the addition itself.

Some results of our analysis of the performances of AN+ B codes that
can be achieved via this first PE architecture are shown in fig. 5. There
we have drawn the percentage increase of the silicon area of a PE and the
percentage increase of its computation time with respect to the architecture
without error-detecting capabilities: these characteristic parameters have
been evaluated by considering the number of gates and their switching time
in some experi ! tati Detection probability is also given.
All these parameters are drawn versus the number n of bits of uncoded
words, the number k of redundant bits and the number of PEs in the array
(M x M arrays are considered).
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The last remark about these architectures related to the capability of
localising faults. The same signal, that points out the presence of an error
due to a fault in a PE, allows the faulty PE to be localised. In fact these
error signals can be directly carried out of the array and tested: the active
signal identifies uniquely the faulty PE; nevertheless, this solution does
not allow to design a regular structure of the array processor. A better
approach consists in identifying separately the row and the column of the
faulty PE in the array. To identify the row a combined signal is generated in
each PE by or-ing the error signal of the PE itself and the combined signal

coming from the previous PE in the row; a similar signal manipulation is
performed along the columns to identify that containing the faulty PE.

6. ERROR DETECTION AT ARRAY LEVEL

A system-level approach is proposed and evaluated to reduce the addi-
tional silicon area, without decreasing the detection probability drastically.
In such approach concurrent error detection via As N + B codes is achieved
by checking the outputs of the PEs only at the array borders, while the
PEs inside the array do not contain any checker.

The computation delay is equal to that introduced in local error de-
tection, but error latency increases because the errors can be detected only
at the array borders.

6.1 Linear arrays

The simplest solution for a linear array processors is shown in fig. 6.
The input data of the linear array are coded in a suited A ¢ N + B code,
choosen according with the required detection performance; then, the PEs
execute their computation as in the basic array without error detection
capabilities: the only difference is the number of bits that must be treated
and, thus, the computation time and the di of the multipli The
decoder/checker is connected at the output of the last PE of the array; when
the output does not belong to the selected code, an error has been detected
in the array. { i
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check signal

This solution allows a low increase of silicon area with respect to the
array for uncoded data because only one checker is introduced in the struc-
ture; as in the architectures for local error detection, a constant area is used
by encoders at the array borders, while other constant additional area is
required in each PE to treat input data having a higher number of bits
than uncoded data. Let’s note that the influence of the checker in the
area increase of each PE decreases and becames neglectable as the number
of PEs increases. In fig. 7 performance of this architecture are shown.
The area increase with respect to the architecture without error-detecting
capabilities has been evaluated from the number of gates of some experi-
mental implementations, the detection probability has been estimated by
simulating on computer the behavior of the architecture presented in fig 6.
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This solution, so attractive for different characteristics, is not able to
supply any information about the position of the faulty PE in the array.
Thus, to reconfigure the array an off-line testing of the PEs must be exe-
cuted to identify the faulty element and to exclude it from the computation.
A fast identification of the faulty PE and a high availability of the system
may be achieved by means of additional circuits. For linear arrays, this
second solution is equivalent to insert one checker at the output of each
PE, as proposed in the second approach of the previous section.

6.2 Bidimensional arrays

Concurrent error detection in bidimensional array processors may be
achieved by extending the first solution presented for linear arrays, as it is
shown in fig. 8.

avceder

Fig. 8
ehoch signal
The input data are coded by using the proper encoder circuit and are
supplied to the array. Also in this architecture PEs are similar to the PEs
of the array without error detection capabilities: they differ only in the
number of treated bits. The checkers are connected to the outputs of PEs
at the border of the array, while no correctness test is performed in the
other PEes.
As in the linear array, this approach allows a low increase of silicon
area with respect to the array for uncoded data because only one checker is



added for each row of the array. A constant area is used by encoders at the
array borders, while other additional area is used in each PE because the
inputs have a higher number of bits. The percentage of area increase due to
decoders and to the higher number of bits treated in each PE is the same of
the solution discussed for linear arrays: the incidence of the higher number
of bits does not depend on the number of PEe in the array processor,
while the area percentage for the decoders/checkers decreases when the
number of PEs increases. Another fraction of the area increase is due to
the encoders at the array borders: the percentage of such area obviously
decreases when the number of PEs in the array increases. In fig. 9 the
percentage of redundant area for each PE is drawn when this architecture
is considered; detection probability behaves as in the first architecture for
linear arrays. ¥

Fig. 9
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Whenever an error is detected, this solution is able to identify the row
in which the fault occurs: since the output of each row is separately tested,
we can identify the row of PEs containing the faulty unit by examining the
signals generated by the checkers. But, the faulty PE cannot be identified
because only the output of the whole row is verified. To overcome this
problem it is necessary to introduce additional circuits in the array.

An attractive architecture, which allows this problem to be overcome,
is shown in fig. 10a. Instead of checking the output of all PEs belonging
to a column by introducing a checker for each PE, such outputs are added
together to generate an additional output Y’ of the array: in the array this
computation flows orthogonally to the main computation.
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Fig. 10
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To compute these sums the PE must be modified by inserting a bit-
serial adder, as it is shown in fig. 10b; its mputs are the output of the PE

i

considered until now and the partial sum computed by the corr
adder of the PE in the above row of the same column.
The additional outputs Y’ give information about the state of the PEs

belonging to the corresponding column. Each of these outputs is tested
by a checker identical to the circuits used for the rows of the array. The

checkers on the right border of the array allow to identify the row in which
there is a faulty PE, while the checkers on the lowest border identify the
column in which it lies. This two information are gh to localise the
faulty PE. This solution requires a greater area with respect to the previous
architecture; in fact a little further area i must be idered in each
PE because of the additional bit-serial adder which compute the output Y.
In fig. 11 the percentage of the area increase for such architecture is given.
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The additional adder inserted in the PE of fig. 10b, protects the
maultiplier and the first adder, but it might not detect errors due to faults
in the adder itself. If such circuit fails, only the column containing the
faulty PE might be identified, not its row since the check on the rows is
passed by all PEs.

To overcome this problem two solution are available. First, it is pos-
sible to insert a third bit-serial adder in the structure of the PE, as it is
shown in fig. 12a. The output of this adder is the partial sum Y”, which

is obtained by adding the output Y’ computed in the PE itself and the
output Y” of the previous element in the row. If a fault occurs in the
adder which generate Y’, it may be detected by examining the outputs Y*
at the borders of the array. Therefore, in this architecture the column of
the faulty PE may be identified by examining the outputs ¥’ at the bor-
der of the array, while its row may be obtained from Y and, in case, from
Y”. Each PE is greater than the PE for uncoded data since it must treat
inputs represented by means of a higher number of bits and it contains two
additional bit-serial adder.
.
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A second solution is shown in fig. 12b: the two additional adders
are here substituted by a unique adder with three inputs: it computes a
checksum for each PE. Its inputs are the output Y, the checksum Y of the
upper PE and the checksum Y” of the adjacent element on the left side.
This structure detect errors as the previous one, but a careful hardware
design may allow to save silicon area. In fig. 13 a comparison between
the area increase of the architectures presented for bidi: jonal array
processors when the same code is considered.

4&\
\\\-\~a @

4 -~
We note in all architectures here proposed that input data may mask
a fault in the row test, but not in the column test (or vice versa): in this
case the fault has to be considered latent, even if the host computer driving
array computation would store the position of the column (row) containing
a faulty element to identify it as soon as possible.

7. CONCLUDING REMARKS

In this paper we propose and discuss the use of A ¢ N + B coding
technique to achieve a concurrent error detection in a wide class of bit-serial
array processors for digital and image processing and matrix computation.
The optimum choice of the code coefficients is also discussed to achieve high
performance at the minimum cost in term of silicon area, computation delay
and error latency.

A ¢ N + B coding is considered both at a local level and at an array
level. In the first case each PE is tested to detect errors; in the second
case the check on the results is performed only at the outputs of the whole
array. For both approaches different structures are proposed and evaluated
with regard to silicon area, computation delay and fault localisation.

From all these architectures and our remarks, it is possible to conclude
that A ¢ N + B coding constitutes a good and effective solution for con-
current error detection and localisation in bit-serial array processors. A
complete fault tolerance of such structures, i.e. the survival of the system
after faults, may then be easily achieved by means of the reconfiguration
techniques well known in literature: some of the architectures presented
here are in fact able to supply on-line information about the position of the
fault in the array, while others require an off-line test procedure to localise
the faulty processing element.
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