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ABSTEACT 

In thb paper an approach to error detection in b i W  u n y  pro- 
cawom by meam of A N + B wding U prwentd the optimal chok d 
mch code U .Lo dircaned. New methodologh to daign u n y  procrwvl 
with high error detection capability, lor rilicon M. connumption .ad h 
computational overhead are p r o p 4  and d u a t d .  

1. INTRODUCTION 
The high computation n d  of many a p p l i u t i i  (ranging from nignal 

and image prouuuing to matrix operatiom) often mquh rpeCi.l-purp0~ 
architecturea which allow pardel computation on input data. h y  pro- 
carrom are an example of t h w  ryrtem: they co& d a number (um~dly 
very large) of identical prowning elemenb connected a m g d u  inter- 
connection grid [Kun82] [Kun87]. 

The continuing growth of iDtarert in mch architecturea f a  m d v e  
computation, in particular when critical appka t i au  M concsmed, poinb 
out the problem of their reliability and contmuoua o p e " .  High reli- 
ability and availabilability of amay may be achiamd by meam d faul t  
tolerance kchniqua, which usually involve - detection and wrmction, 
fault localisation and ayetem rsconfiguration. The fault tolerance of the r]rr 
tem and ib overd performance depend on the e f f e c t h a s  and efficiency 
of mchactivitia: mme of them may be delayed OT omitted to reduce com- 
putational overhead, when a bounded number of errom U acceptable in the 
comidered application (e.g. a wrong row on the d b p k  d a d u  m). 

"WO primary approacba to fault tolerance may be found in literature: 
redundancy (either phyrical or time redundancy) [Nog881 [AM71 and cod- 
ing [Abr87] [Avi'll] [Pet721 [W&78]. In phyucalredundancy the u m e  com- 
putation U performed by different procSrring elements and their outpub 
are compand. In time redundancy the rame computation m parformed at 
Werent t i m a  in the name or in Want p r o d g  elemenb. 

In coding, input data M rubrtituted by their coded repmaentation. 
Computation U performed on ouch data and outpub M checked by cutom 
circuib that v d y  for congruence with a proper output wde. A wand 
approach for concment error detection b d  on data d i n g  co+ in 
building additional input data from the unwded input data and in ma- 
nipdating them like a checksum of the bank computatiom [Abr87]. Thir 
kchnique U not a general mlution, but it U rtrictly n h e d  to the algorithm 
executed by the array. 

These faulttolerance techniquea may generally prwent tro drawbrclrr 
with respect to  their effectivenear, efficiency and &ability: rilieon uea 
for additional circuib may be relevant and delay required by redundant 
computation may became unacceptable. 

In thir paper we study the we of A N + B coda to detect erron due 
to faultr in bitmerial array procwaors: these coda define a linau tramfor- 
mation of the data apace on which arithmetic unib work (Pet721 [Avi71]. 
The array architecture is presented: bitmerial arithmetic unib M conoid- 
ered h c e  they d o w  implemention of large array on a h g l .  chip a wafer. 
The compactwu of each unit and the reduced number of hteatonnectiom 
with respect to the cormupondent b i tpa rde l  rolution u v e  a very great 
amount of silicon area. On the other hand, it has been rho-, e.g. in 
[Negari], that bit& array architecturea can ofkn give a high- through- 
put than b i tpa rde l  architecturea rince delay due to iaknonnoction rira 
betrwn proccrring elemenb on Werent chip U dnrtiully reduced by 
interconnecting the r m d e r  procSrring elements on the u m e  r&. 

The we o f A *  N+B coda U then introduce& ro" criteria are given 
for identifying the b a t  code to protect a given number of b ib  " k i n g  
the rilkon M. and the computation -head. For rome cl- of dued 
of the coafficienb A and B rome low-ust encoder and decoder circuib M 

pmmnted. 
DitTerent uchikcturer are propoeed and evaluated to detect error8 and 

l o u l i ~  the faulty modula both for linear and for bidimenrional arrayr; two 
qprouhed M comidered: - error detection h i d e  each prowuing element verifies locally the com- 

putation before delivering the mulb to the adjacent procSrring el* 
menb, - anvr detection at array level veri6a the comctnem of the computation 
only at the array borders, raving a great amount of rilicon area. 

An array U compored of a aet of rimple prouuuing clemenb (PES) 
connected by a proper network [Kun82] [Kun87]. The c h a r a c t b t i a  of 
these uchitecturu and the algorithms executed depend on the rtructure 
of PE. and on the interconnection netwark. Here we comider a regular 
interconnection m a h  which irr applicable to a wide clam both of linear and 
bidim-nal arrayr for dieit.1 rignal/iiage prowuing and matrix oper- 
&om. Thi approach to f a d t  tohance in bidimenrional array may be 
adapted to architecturea in which the intermediate reaulb of the compute 
tion %ow only in horisontd direction or in horkntal  and vertical directiom 
d g  to the algorithm being executed by the whole array. 
F" the literature it in pcmaible to extract a simple common structure 

of the PE. for the claw of applicatiom comidered here (fig. 1). Uwally 
t h  inpub are rupplied to the PE by the rwounding environment. One U 
the data coming directly into the array from digital devica connected to the 
array borden, the recond one U the result of the computation performed by 
the adjacent element, the third one U the weight for combining the other 
input data. The outpub of each PE are the rame input data from the 
digital d h ,  the weight and the d t  of the computation executed in 
the element iW. The buic computation performed in a PE t a linear 
weighted combination of the data from the digital deviccr connected to 
the array inpub and the result of the adjacent PE. Often along the data 
path rome rhift reginten are introduced to properly syncronise the data 
rupplyed d g  to the target algorithm, U e.g. it t required by the 
evaluation of the d m t e  Fourier t r d o r m .  

a. ARRAY AND PROCESSING ELEMENT 

'*-@::I :,I 7:; :I <- ;in V!>Yin*Kin '. 
Fig. 1 

Thir rimple structure, or other mtructurea derived from it, may be used 
with a suitable interconnection network to execute a wide aet of algorithms 
for Werent applicatiom characterised by regularity (i.e. repetitive com- 
putatiom on large aet of data) and high computing, e.g. in digital signal 
and i m e  prowmiug and in matrix arithmetic. 

To "iw the rilicon area required by the PE and, thua, to imple- 
ment large array pro-rm on a ringle chip or on a wafer, we comider 
in thb paper only bitaerial arithmetic unit., even if oar approach can be 
adopted .Lo when b i tpa rde l  unit. M concerned. Under thb Ummption, 
an adder connieb h p l y  of a ringle full adder whom c u y  output U fed 
back into ib c u y  input after one clock delay. Different kindo of b i t d  
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multipliera have been propoaed in literature; in the m e a d  here praented, 
we have carefully studied Dadda's architecture [Dadsal becaw of ib reg- 
ularity and speed, even if the mort of the . c h i  m u l b  can be extended 
to other structuren. For the sake of simplicity we praent our technique to 
achieve fault tolerance by meuu of A t  N + B coding by considering integer 
input data represented in two'ccomplement notation. 

1. FAULT AND ERROR MODELS 
To evaluate the array architecture and the featuru of A* N + B coding 

with regard to fault tolerance, we have adopted the clas& fault modeb at 
gate level [Abr86] both for permanent, truuient and intermittent faultq in 
particular, we consider stuck-at faulta, stuck-on, stuckopen and bridging 
faults. Related to such fault model, we conrider a c l a k  error model at 
gate level [Abr86]: the physical defects due to faulb appear, if they are not 
masked by the actual input data, as some wrong b ib  in the result of the 
conaidered unit. Thus, the actual result may be viewed as the sum of the 
correct result plus the error. 

In a bitpuallel unit each output bit M produced by a different subnet 
of devices of the unit ita& therefore, when circuib are carefully designed, 
each single fault generates a known let of errom whose d u e s  ue p o w  
of two [Pet72], while multiple faults produce errom given by the s u m  of the 
errom due to each single faulb. Under these a u m p t i o m  it M porible to 
d a i p  a code and an architecture that M able to detect and correct single 
and multiple errom. In bibaerial arithmetic units all output b ib  are com- 
puted by the same devices iteratively: therefore, any rimple detarminirtic 
relatiomhip between fault and induced error U lort. In thir c u e  correc- 
tion of the wrong result becomen imposrible on detaminiatic buir since 
we cannot uniquely identify the error and the comcting term which has 
to be added to the actual output to achieve the correct d t .  On the 
other hand, we found that also error correction on probabilirtic buir U 

not feaaible under our wumptiom about fault model. To such purpose 
we simulated on computer the behavior of arithmetic unib when Merent 
faulb occur: we have found that no relationship may be dehed  betmien 
faulb and erroneous malts. 

4. A*N+B CODES 
A N + B coda constitute an important c l a  of non-reparate coda 

(Pet721 [Wak78], i.e. coden where subneb of bib cannot be procared in 
parallel by arithmetic units. The arithmetic unit d a r  not manipulate the 
input numbera N dimtly, but each of its target inputs M modified via the 
linear tramformation A N + B and then delivered to the arithmetic unit 
which execub the target operations in the tramformed data space. The 
output of such operations may be moved back to the target data space via 
the in- tramform. 

By meuu of A N + B tramformation, lome coda with Merent in- 
tenrating properties of error detection may be dehed  [Pet72], e.g. cyclic 
codes, rphere-packed coda and Mandelbaum-B-s coder. However 
these particular propertia do not hold in bit-& arithmetic under gen- 
eral fault conditiona; therefore we conrider only the g m d  chanctesbtiiu 
of A N + B codes. 

The functiom computed by arithmetic unib for coded input data and 
the structure of such circuib are the m e  as unib working on the uncoded 
input data. The only difference C O M M ~  in the number of b i b  m d .  
If N' i the maximum comidered input number, [log, N'] b ib  M Iwd in 
the first caw, while [log,(A N' + B)1 b ib  ue q&d by coded data. 

Thir M m c e  i m p k  that the computation time U greater with coded 
data than with target data becawe of the additional b i b  which must be 
treated and the time required to perform data transformation. 

On the other hand, the &n M. for r m y  mrorr  with coded 
data in increased by 

- the encoding circuits, that tramform the target inpub of the w a y  
into the corresponding coded repmentation; 

- the decoding circuits, that tramform the coded outpub back into the 
uncoded representation; 

- the additional storage elements required in each PE  to record the 
longer partial results of multiplication; 

- the additional bit-wid adder, to allow the connection of adjacent 
PD when an A N + B code b adopted; for thir code, in fact, the 
output of the basic adder in the PE  belongs to the A N + 2B code: 

therefore the conatant -B must be added to such output to obtain a 
code compatible with the following PE, i.e. to connect the PE to the 
adjacent one. 
The area for encoding and decoding circuib may be partially reduced 

by a careful choice of the code's coefficients. For example, if we adopt a 
simple A* N code (B = 0), the output data are still coded in a code rimiLr 
to the input one: in particular, such output code M the w e  as that the 
inpub for addition, while for multiplication with both inpub coded the 
first coefficient in A'. This property allows to connect a PE to adjacent 
ones directly without inWting either d e c o d a  or encoda.  

BY adopting A* N + B  codes, the error detection in b i t - A d  arithmetic 
unib and, thm, in array proceasorr con&b of vsrifying that the raulb 
computed by each unit or by the whole array belong to the proper d e .  
Thb check may be easily performed by modifying slightly the decoding 
circuib since we must vviry that the m u l t  minus the "id c o d a n t  B 
of the output code M divisible by the first c o d a n t  A of the output code. 
4.1 About the optimum A N + B c o d a  

To fully exploit the error detection capabilitiw of A * N + B code and 
to m i n i h e  the requirements of such technique (computation delay and 
rilicon area), a careful choke of the coefficienb A and B M necesuy. 

Let's first conaider A * N codes, i.e. the coefficient B U uramed 
n d .  This b the simplest approach which allows uving of silicon area and 
computation time compared with the more general dur of A N + B 
codes. In A N coda Merent error detection capabilities may be dd 
by chooring the coefficient A. A claw of such coda conaider A = 2*; 
it M e b l e  to &ow that such choice M not adequate to achieve fad& 
tolerance performance [Pet72]. In fact the coded data may be obtained 
aimply by shifting the input N for k b ib  on the left: in thb c.# the 
c o m t n a r  check degenerates to verifying that the k leut d&-t b i b  
of the encoded number are null Such condition doer not enam the p p p a  
coverage for all errom that influence my b ib  but the fin( k bib, which do 
not contain aKfal informatiat. Therefore, thb dur of coefficienb b not 
suited to minimira conb and m a x i "  the error coverage. 

The followiug criterion may be adopted to perform an optinul choiu 
for an A N code with respect to the rilicon area and the computation 
time. If A and N are repredented by me= of k and n bib req=tivdY, 
the coded reprercntation A N of the input N qh n + k b ib  at mat. 
The b a t  d u e  of A is the one that murimwr the dhtance bet- the 
reprerantation of two successive numbem [Wak78]. Therefore, the opti" 
d u e  of A M the gnatat number w h m  binug r e m e n t a t h  qh k 
bib, i.e. p-1. In fact, the b a t  performance is achieved when the detection 
probability M maximum, i.e. when the andetection probab*y M mini". 
T ~ M  happens when the coefficient A M maximum. 

Better results may be .thieved if the uncoded input data U. rob- 
wt of all *bit configurations. In thir c u e  the optimhtion might reduce 
the number of b ib  required by the coded reprerantation of the input dat.: 
nevertheless, no simple and general relatiomhip was found betrwn the 
maximum input number and the coefficient A to m u i m i n  the arror detec- 
tion capabilities and to minimiring the silicon area and the computation 
time. 

If many inpub of a PE are null, the teat on PE outpub may not detect 
any error and, thus, the fault latency may increue dangcrorufy. H a ,  if 
a fault ir not detected as early as powible and other faulb uiw, detection 
capabilitks might be decreased by the joined inkaction of the effecb of 
faults on the computation. 

To minimire the fault latency in arithmetic unib we adopt the m m  
general c l a  of A t  N + B codes [Pet72]. In fact, to reduce the fault b n c y  
it M neceamry to avoid the presence of null code word: in the A* N + B code 
a non-null coefficient B allows for thb. Neverthelen, some problamr uiw 
in the implementation of arithmetic unib &g thi. data codiag becaw 
the outpub may be in a representation different from the input code or 
from similar onen. 

For example, let's conaider an adder: if the inputs ue repreranted in 
theA*N+Bcode, theoutputMintheA*N+2Bcode,i.e. i n a c o d e s b k  
to the input one. The multiplication has usually a Merent behavior. In 
fact, it is: P = (AX + B)(AY + B) = A'(=) + AB(X + Y) + 81. It 
cannot be tramformed in a coded reprerentation of the product XY, lih 
C XY + 0, without subtracting the first order term (X  + Y). 
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StiU, mme drases of A *  N + B  codes may be identi6ed in which 
the code repuscntation of the multiplier output behares U a C N + D 
code. Let's c o d e r  the finite field in which o p e d k ~  on n - b i  numbers 
are paform& if we a m m e  that no 4 o w  oc" during computation, 
the d arithmetic o p e d k ~  performed in such field may be riercd U 

opartions in a bme b of a d u e  number ayatem [Ss867]. k particular, 
the output d t h e  multiplicath is in a C* N + D  code when the inputa are 
in a A* N + B code ifNA2(XY) +AB@+ Y) + = l?&xU+ 01, 
that in  if NAB] = 0. Such condition i &Sed, f a  A and B di6-t 
from sao, if AB = b. 

Rmn thin p p d y  mme A* N + B  coda may be ideati6ed to diewe 
thed+*discnssed by choosing the value d the bme b. For 
exampk, ifc bits are nsed for the coded d. the guk.t  bme b in which 
d u a  arempreaentedin c bitair. In thisu&thecoc&iut Ai@ 
to apora dtuo since it mud be di4-t from 1: but, .I already uid, it 
i. not . d u e  auited f a  ara detection. 

Adc ludA*N+Bcodamaybedcawdi frc . coeptm& 
to diurd m e  coderadq Le. to reduce the rauge d m p t  dak Let's 
cadda a b  b =  2C-a. F a a  > 0, thin base . Ibmap&dmhufa 
A and B to be ch- a, that A i  not a pora d tuo. The amdekctior 
updditk may be upKitedwith m a x i n "  ppfamivcc driliEoll area 
and computahntime when the n l u e d  b H m u m ,  LC when 6 = F-1.  
k tab. 1 "e pairs of  &ea f a  A and Bare given when didaat m w n b e n  

Tab. 1 

When di6aent d u e s  dthe pairofcoefficienta A and B are .Ibred 
to protect the u m e  npmba ofbib, mme crikia ahodd be dcawd for 
aektingthebwtcombiiation. Buta&pkrukuProLk~t ikdrirce  

ur&iut A .Ibmfarhighratu dara detectiOr &ce tke0oderad.u~ 
far from d other, but ody 8 reduced rauge d m p u t  data U. be coded 
with the given number dbik On the other hand, a greatu m r m b a  dbii 
reqnirw a greata diwn area and an high computation timC T b e f a e ,  
the c L o i a d t h e  code must take into account the app lka t i i  dthe array 
pmc- ad, thus, the availabb d i w n  area and the timing ' b 
far tk comp.ktion. 

-d fk&M Ue dd. k f8d h@? *fa  the 

U k -  d c c o d e T s r p d ~  

To g e n d  the A* N + B  coded r q " t a h n  d t h e  mpta it i ueu 
to multiply them by a constant A and to add au& u " t  B. 

TLe circlir impkmentiig this mdipliution i b p k  tLu 8 m a d  md- 
tipIia&ce one input i bora a+ Some compact aud fad tecbiqm 
can thw be adopted f a  the encodes when particular CLaa dco&ckb 
a r e d  

Let's c o d e r  the encoder f a  an A N code in which A haa been 
ckaendgtothecrikia+uslyprwented,Le. A = P - l .  The 
coded input Pi si.cn b P = A *  N = (p- l ) * N  = P N -  N .  Tk 
circlirperfcmningsuchoperationishrmin6g. 2. Itssiliconaream 
AiI + (k+ l ) A i i ,  whae AI. a d  AI, are the area d the M ad& and d 
t h  mspectkely. The tatd comptation time i [k + h W 1 ] r D  
rLae r i  the cluck period and nr i the "umrepaa(.bluoodtd 
mnaba. Tbep.oper~entdinputdatatopafam(ktrawf .- 
can be achieved by meam d t h e  sign e d e a r k m r u k  [DadU], Le. the moot 
ri(pauj bit dthe u n d  inpot data must be applied agak II input 
dmhgthelaet kcluck paioaa 

Fiq. 2 

S i  m e s  can be adopted f a  other values d the cocfhciclt 
A in U A* N encoder, but no g e u d  structure .RI found f a  a& - 
d &e should thus be carddly rtudied. 

A. the A* N + B  cod- are wncemed, the encoder may be obtained by 
connecting a merid d e s  to the encoder to add the cmutant B. 
The bit. d B  can be supplied one at time by a rhift m g k h  whae omtput 
i feedback into its input. To save diwn area only one dsuch regbka U. 

be imhple"%ted in the array p r o c m  its output mod be broadcasted to 
dl encodem that need it. 

To tramdam the output d the anay prrwtra b d  to tk uadd 
~ t a t i o n i t i ~ t o d a i g n f a d  andcomputdecodes* 
Besides, to check the u m c t n a o  d compotation we mwt raify tkat a 
propercouk.tdiridatherarrltdthecomputationihlfathe~~ce 
be' t h e d  and the co-t B, accdingwiththe adoptedcode. To 
thkprvpac npacnt hue aome approaches which e6ectkelyimpkmenb 
the di.idon by the h t  co-t (A or Aa d g  with the vlccted 
.nLaectm): the decoder U. be impkmented dkctly by one d lpcL 
circuit, while the amr detection reqoim a ray b p k  &cck (whkh is 
CWLiLuted by feu AND/OR gatu) that vaify the output of mme bit. d 
the decoder. 

Let's colrrida the A*N cod- ( A  = P - 1 ) ;  the input P t o  tk decoda 
P = A* N = (p - 1) N = P N  - N .  Thus, the decoded omtput may 

be OW from N = 2"- P. Even if N i a priori d, ita k 
kad -cant bit. may be computed from the camponding bit. dthe 

d P  and the bit. d N pnzdmdy dccodcd. 

6g. 3. It. dkon area i AiI + (k + l ) A ~ j ,  whik the total computation 

B r m b a  p ,  While the 0th- b i i  may be t2dU&Gd from the d g  bit. 

bikai.l .rchikctlur Which -kl thir O P G d b M  b .horn, in 

L I 

&a detectbn & ofchecking if the raul t  of PB' computation 
i diri.ible by A. By using the sign aknrionrdq such tat colubtr in 
rcdyiug if the k mod -cant bita d the dewder output are equal to 
the bit whae *t k 2c- k- 1, w h a t  c is the mumber dbh of the 
*d8. 

If the array outpub are repruented in an A a * N  code (with A = 
p - 1 ) ,  aome puticrl.r decoder circllitr may be daigrcd. A ht approach 
imp- d d e c o d e s  bypsformingtuosubuqaent diri.iau by A by 
"adthedeudingcircuitahowninfig. 3. A b p k e x t e & o n d  
thin circait rlkn f a  a meifdecking decoda. If the input. belong to the 
code, the k IMOt mignihnt bit. d t h e  6Mt dirLioll are mal to tk mat 
ahpika& bit dthe product A* N; therefore, it i not d to feed tkm 
to the d divider. If n supply the k kad 8iguiscant bit. dtk m p t  
tothewcolrddi.idaduhgtheL.tkduck-mtepa, weobtaiuameif-ehecbg 
decoda. Ifthe k last b i i  genesated hy the second diridadifer from tk k 
kad a i g n i h n t  bit. mputed by the 6rat M e s ,  afault o c c d  in one 
dthetmdiridsr 

Thewcold bchniqre to tat and dcoodc the rault dacomprC.lior 
bymeu8dadiridaby~t'colldhintkdircc(diri.ia kLLiu& 
a c m "  cinrit nmst be duigned fad&dco&ckt A h -  
k b DO& 8 

A = ! P - l .  
d g a d h l ,  U m tk pIt?VhE - f a t k  d 8 W  d 

~ t c o d a r ~ a ~ * ~ + ~  and P * ~ + ~ o o d a  maybe- b 
tk inplc d t h e  pIt?VhE to a b i k a k l  ddah whid  

thecouc.r( B i a b t m c t d f n n n t h e  coded i n p t  data. 

6. -It D-ON AT LOCAL LEVEL 
Uae and performuca d A N codu m bul ara detechg m pcb 
d Lae: tke comptatkm d d  individual PE i dkctly cbchsd 
beforeitsrumk urdcli.acdtoadjacent PEr 

T W O k r c L d p 8 E h l Q  - canbeduignedforbulanrdetafkm 

-theartp.(dthewhokPEicLecM.Tbe6r&.ppPrcL.nD1.tk 
MandfaskamrdcLedionrrdfaultbuliutiDn bccuvtheara 
i dcLcdtd dkectly at the o u t p t  d d  arithmetic &, in tLir came 
acLccha mod be added touch unit in the PE. 

- the mtpt d d  UitLeeCic uit i. tk PE may be ~aibd, 



Nevertheless, even if the application of array processor is critical, more 
relaxed constraints are acceptable about fault latency and localisation. In 
particular, at most we need to identify the faulty PE, not the faulty unit 
inside the PE; in fact the reconfiguration process considers the whole PE 
and it is not able to use parts of different faulty PES to build a working 
PE. Therefore, we do not further consider this first solution which requires 
a silicon area too large. 

The second approach achieves error detection at local level but with an 
acceptable cost, even if error latency may increase for the reduced capability 
of localising faults, i.e. for the decreased number of check points. Instead 
of checking the outputs of all arithmetic units, it is possible to insert the 
proper checkers only at the outputs of the whole PE before supplying them 
to the adjacent PE (fig. 4). . . . .  

coming from the previous PE in the row; a similar signal manipulation is 
performed along the columns to identify that containing the faulty PE. 
6. ERROR DETECTION AT ARRAY LEVEL 

A system-level approach is proposed and evaluated to reduce the addi- 
tional silicon area, without decreasing the detection probability drastically. 
In such approach concurrent error detection via A * N + E  codes is achieved 
by checking the outputs of the PES only at the array bordem, while the 
PES inside the array do not contain any checker. 

The computation delay is equal to that introduced in local error de- 
tection, but error latency increases because the errors can be detected only 
at the array borders. 
6.1 Linear arrays 

The simplest solution for a linear array processors is shown in fig. 6. 
The input data of the linear array are coded in a suited A N + B code, 
choosen according with the required detection performance; then, the PFh 
execute their computation as in the basic array without error detection 
capabilities: the only difference is the number of bits that must be treated 
and, thus, the computation time and the dimensions of the multipliem. The 
decoder/checker is connected at the output of the last PE of the array; when 
the output does not belong to the selected code, an error has been detected 
in the array. 

C..CL .,I"., 1 --wt 
The area of the PE is increased by the additional area required by 

each arithmetic unit to work with coded words (as in the previous case), 
and by only one checker connected at the PE output. The redundant area 
is halved with respect to the first solution; besides, the incidence of the 
checkers is considerable when there are very few PES in the array. Output 
checking may be designed so that no computational delay M introduced at 
array level in fact, data computed by arithmetic units of a PE can be 
concurrently delivered to the adjacent PE and verified while the PE itself 
computes the subsequent output data. Only the encodem and the decoders 
at the array borders delay the output of from the array processor. 
Another source of delay with respect to the computatjon of the array for 
uncoded data is intrinsic to the arithmetic ,,,,its: each ofthem must work on 
more bits than the correspondent units for uncoded data. The probability 
of detecting errors due to faults when A + N + B  ,-odes are adopted has been 
evaluated. TO such purpose we have extensively simulated with a computer 
program the behavior of this architecture when different faults &. The 

Fig. 6 

This auows a low increase Of silicon area with respect to the 
array for uncoded data because only one checker is introduced in the stmc- 
ture; as in the architectures for local error detection, a constant area ia 
by encoders at the array borders, while other constant additional is 
required in each PE to treat input data having a highs number Of 
than uncoded data. Let's note that the inhence of the checker in the 
area increase Of each PE decreases and neglectable as the 
Of In fig. performance Of are 

latency is slightly greater than in the previous solution because the 
check on the output of the multiplier is delayed after the addition and 
performed together with the check on the addition itself. 

Some results ofour analysis of the pvformances of A*N+B codes that 
can be achieved via this first PE architecture are rhown in fig. 5. There 

percentage increase of its computation time with respect to the architecture 

been evaluated by considering the number of gates and their switching time 
in some experimental implementations. Detection probability M ab0 given. 
All these parametem are drawn versus the number n of bits of uncoded 
words, the number k of redundant bits and the number of PES in the array 
(M x M arrays are considered). 

The area increase with respect to the architecture without mr-detecting 
capabilities has been evaluated from the number of gates of some experi- 
mental implementations, the detection probability has been estimated by 
simulating on computer the behavior of the architecture Presented in fig 6. 

*d.n 

we have drawn the percentage increase of the rilicon area of a PE and the 

without error-detecting capabilities: these d t s r d t i c  parametem have 

= -<*I.. - _- ,.z n.- 
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The last remark about these architectures related to the capability of 
localising faults. The same signal, that points out the presence of an error 
due to a fault in a PE, allows the faulty PE to be localised. In fact these 
error signala can be directly carried out of the array and tested: the active 
signal identifies uniquely the faulty P E  nevertheless, this solution does 
not allow to design a regular structure of the array processor. A better 
approach consists in identifying separately the row and the column of the 
faulty PE in the array. To identify the row a combined signal is generated in 
each PE by or-ing the error signal of the PE itself and the combined signal 

Fig. 7 

This solution, so attractive for different characteristics, M not able to 
supply any information about the position of the faulty PE  in the array. 
Thus, to reconfigure the array an off-line testing of the PES must be exe- 
cuted to identify the faulty element and to exclude it from the computation. 
A fast identification of the faulty PE and a high availability of the system 
may be achieved by means of additional circuits. For h e a r  arrays, thu 
second solution is equivalent to insert one checker at the output of each 
PE, as proposed in the second approach of the previous section. 
6.2 Bidimensional arrays 

Concurrent error detection in bidimensional array processors may be 
achieved by extending the first solution presented for linear arrays, as it M 

1 1 1 1  shown in fig. 8. 

Fig. 8 

The input data are coded by using the proper encoder circuit and are 
supplied to the array. Also in this architecture PEE are similar to the P D  
of the array without error detection capabilities: they differ only in the 
number of treated bits. The checkers are connected to the outputs of PES 
at the border of the array, while no correctness test is performed in the 
other PEa. 

As in the linear array, this approach allows a low increase of silicon 
area with respect to the array for uncoded data because only one checker is 
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added for each row of the array. A constant area is used by encodem at the 
array borders, while other additional area is used in each PE because the 
inputs have a higher number of bits. The percentage of area increase due to 
decoders and to the higher number of bits treated in each PE is the same of 
the solution diacnssed for linear arrays: the incidence of the higher number 
of bits does not depend on the number of PES in the array processor, 
while the area percentage for the decodm/checkers deueaaea when the 
number of PES increases. Another fraction of the area increase is due to 
the encodem at the array bordem: the percentage of such area obviously 
decre- when the number of PES in the array increases. In fig. 9 the 
percentage of redundant area for each PE is drawn when this architecture 
b considered; detection probability behaves as in the lint architecture for 
linear arrays. 

Whenever an error is detected, this solution is able to identify the row 
in which the fault occurs: since the output of each row is separately tested, 
we can identify the row of PES containing the faulty unit by examining the 
signala generated by the checkem. But, the faulty PE cannot be identified 
becanre only the output of the whole row is verified. To overcome this 
problem it is necessary to introduce additional circuits in the array. 

An attractive architecture, which allows this problem to be overcome, 
is shown in fig. loa. Instead of checking the output of all PES belonging 
to a column by introducing a checker for each PE, such outputs are added 
together to generate an additional output Y' of the array: in the array this 
computation flows orthogonally to the main computation. 

Fig. 10 
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To compute these sums the PE must be modified by inserting a b i t  
serial adder, as it is shown in fig. lob; its inputs are the output of the PE 
considered until now and the partial sum computed by the corresponding 
adder of the PE in the above row of the same column. 

The additional outputs Y' give information about the state of the PES 
belonging to the corresponding column. Each of these outputs is tested 
by a checker identical to the circuits used for the rows of the array. The 
checkers on the right border of the array allow to identify the row in which 
there is a faulty PE, while the checkers on the lowest border identify the 
column in which it lies. This two information are enough to localise the 
faulty PE. Thb  solution requires a greater area with reapect to the previous 
architecture; in fact a little further area increase must be considered in each 
PE because of the additional bitserial adder which compute the output Y'. 
In fig. 11 the percentage of the area increase for such architecture b given. 

Fig. 11 
I . . .  
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The additional adder inserted in the PE of fig. lob, protects the 
multiplier and the lint adder, but it might not detect errors due to faults 
in the adder itself. If such circuit fails, only the column containing the 
faulty PE  might be identified, not its row since the check on the rows is 
p d  by all PES. 

To overcome this problem two solution are available. First, it is pos- 
sible to insert a third bit-serial adder in the structure of the PE, as it is 
shown in fig. 12a. The output of this adder is the partial sum Y', which 

obtained by adding the output Y' computed in the PE itself and the 
output Y' of the previous element in the row. If a fault occurs in the 
adder which generate Y', it may be detected by examining the outputs Y' 
at the borders of the array. Therefore, in this architecture the column of 
the faulty PE  may be identified by examining the outputs Y' at the bor- 
der of the array, while its row may be obtained from Y and, in case, from 
Y". Each PE is greater than the PE for uncoded data since it must treat 
inputs represented by means of a higher number of bits and it c o n t b  two 
additional bitserial adder. 

.) b l  

Fig. 12 v.d "e 
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A second solution is shown in fig. 12b the two additional adders 
are here subetituted by a unique adder with three inputs: it computes a 
checksum for each PE. Its inputs are the output Y, the checksum Y' of the 
upper PE and the checksum Y' of the adjacent element on the left side. 
This structure detect errors as the previous one, but a careful hardware 
design may allow to save silicon area. In fig. 13 a comp-n between 
the area increase of the architect- presented for bidimensional array 
processors when the same code is considered. 
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Fig. 13 
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We note in all architectures here proposed that input data may mask 
a fault in the row test, but not in the column test (or vice versa): in this 
case the fault has to be considered latent, even if the host computer driving 
array computation would store the position of the column (row) cont-g 
a faulty element to identify it as noon as possible. 

7. CONCLUDING REMARKS 
In this paper we propose and dmass the nre of A N + B coding 

technique to achieve a concment error detection in a wide c l w  of bitserial 
array pnxtesaors for digital and image processing and mrtrix computation. 
The optimum choice of the code cafficients is a h  d m w d  to achieve high 
performance at the m i n i u m  cost in term of silicon area, computation delay 
and m o r  latency. 

A N + B coding is considered both at a local level and at an amay 
level. In the lint case each PE is tested to detect errors; in the w o n d  
case the check on the results is performed only at the outputs of the whole 
amay. For both approaches different structnns are propoaed and evaluated 
with regard to silicon area, computation delay and fault localisation. 

l h m  all these architectures and our remarks, it is possible to conclude 
that A N + B coding constitutes a good and effective solution for con- 
current error detection and localisation in bitserial array processors. A 
complete fault tolerance of such structures, i.e. the survival of the aystem 
after faults, may then be easily achieved by meana of the reconfigmation 
tcchniquw well known in literature: some of the architecturea pnsented 
here are in fact able to supply on-line information about the position of the 
fault in the array, while others require an off-line test procedure to localire 
the faulty processing element. 
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