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Guest Editorial:
Security and Privacy of Federated Learning
Solutions for Industrial loT Applications

several thousands of heterogeneous devices, such as sen-
sors, actuators, access points, machinery, end-users’ handheld
equipment, and supply chain. In such an industrial environment,
a multitude of data is generated from massive IoT devices, e.g.,
sensors for monitoring the environment, reading temperature,
and gauging pressure. Most of the data are from delay-sensitive
and computation-intensive applications, such as real-time man-
ufacturing and automated diagnostics, which require big data
analytics with low latency. Machine learning (ML) has been
witnessed as an efficient solution for big data analytics. The
majority of such ML algorithms are centralized methods, mean-
ing that they first gather data from different users for use as a
training dataset, which is placed on the ML server, and then build
a model to classify the new data samples by applying the ML
algorithms to this training dataset. However, the access to these
datasets in the centralized ML methods raises concerns about
data privacy for users. Federated learning (FL) was designed
to protect data privacy to address a part of these issues. In FL,
each participant uses a global training model without uploading
their private data to a third-party server. Compared with the
conventional ML, FL can preserve data security, especially in
terms of participant data during the learning process. In partic-
ular, FL can also help in updating server-side data for the global
model, and the participant is not required to provide their data.
However, in FL, individual computing units may show abnormal
actions, such as faulty software, hardware invasions, unreliable
communication channels, and malicious samples deliberately
crafting the model. To mitigate these challenges, we require
robust policies to control the learning phases in FL. Motivated by
the abovementioned issues, this special section solicits original
research and practical contributions that advance the security
and privacy of the FL solutions for industrial IoT applications
as follows.

In [A1], Golec et al. propose a security and privacy-based
lightweight framework called iFaaSBus, which uses the concept
of IoT, ML, and function as a service (FaaS) or serverless
computing to diagnose the COVID-19 disease and manages
resources automatically to enable dynamic scalability. Further-
more, trust mechanisms, such as blockchain and biometric au-
thentication, can be incorporated within iFaaSBus to prevent
future attacks, such as denial of service. Moreover, iFaaSBus
can be tested using other quality of services parameters, such
as energy, reliability, availability, cost, and other issues, such as
platform migration and debugging.

T HE Industrial Internet of Things (IoT) typically consists of
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IoT devices are widely considered in smart cities, intelligent
medicine, intelligent transportation, among other fields that fa-
cilitate people’s lives, and producing a large amount of private
data. However, due to the mobility, limited performance, and
distributed deployment of IoT, the traditional access control
methods cannot support the security of private data’s access
control process in the current IoT environments. To solve this
issue, in [A2], Han et al. propose a blockchain-based auditable
access control system based on the Hyperledger Fabric platform
by applying the blockchain technology and the attribute-based
access control model. The proposed approach can track the
request record, response record, and access record of private data
through the distributed network and consensus authentication.

Customer baseline load (CBL) reconstruction is a critical
problem in residential demand response (DR). The difficulty
of residential CBL lies in the variability of both irregular con-
sumption and on-site distributed energy resources. In [A3], Chen
et al. propose a privacy-preserving CBL estimation scheme for
the DR-participating residents. With the aid of FL, a three-layer
hierarchical estimation architecture is established to manage the
residential participants, residential unit, and independent third
party. This article addresses how to prevent the leakage of private
data when training the client model.

In [A4], Zhang et al. propose an FL model used in IIoT
data transmission that combine blockchain and edge computing.
Their proposed model underlies devices and allocates computing
tasks to the edge server with rich computing resources. Their
method could solve the problem and provide low computing
power by uploading data information to the blockchain for
the verification of the devices. They analytically verified the
reduction of the risk of information disclosure for the devices.

FL is vulnerable to the backdoor attack from strong malicious
participants. The backdoor attack is inconspicuous and may
result in devastating consequences. To resist the attack on IIoT
applications, in [A5], Hou et al. propose a novel federated back-
door filter defense algorithm dealing with inputs, identifying
the malicious inputs, and restoring the data to availability by the
blur-label-flipping strategy. To do this, they present an effective
filter-training approach with the help of XAI models and clean
the backdoor trigger area for suspicious backdoor data.

In [A6], Qu et al. propose ChainFL, a novel simulation
platform that could simulate multiple IoT devices, edges, and
clouds. ChainFL is a lightweight mechanism that is compatible
with the blockchain embedding and distributed learning, such as
FL and cope with a complex task offloading in such networks.

The traditional FL models are strongly dependent on a cen-
tralized aggregation server, which will cause the system to crash
if the server is compromised. Such models are vulnerable to
neat communication among the clients and server, and cause



issues for complex cross-domain devices, such as 5G UAVs. To
address such issues, in [A7], Feng et al. designe a BE-DHFL,
blockchain-empowered decentralized horizontal FL, framework
for 5G-enabled UAVs. Their decentralized FL framework could
employ blockchain technology for model aggregation to avoid
the single point of failure represented by a centralized aggrega-
tor.
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