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Abstract — An optimum distributed architecture with fault-
tolerance capabilities for a given software application may be ob-
tained by allowing allocation algorithm to evolve without any
existing-hardware constraint. Distributed software partitioning
and allocation is done using the Simulated Annealing optimiza-
tion algorithm. To define the cost function used by the optimiza-
tion algorithm, a model for interacting processes constituting the
software application is presented. Tuning of algorithm
parameters has been considered to assure convergence at a
reasonable cost in term of computation time,

1. INTRODUCTION

Distributed systems are by now the best accepted solu-
tion for throughput enhancement of large software ap-
plications composed of highly concurrent processes. In-
trinsic computation parallelism may be in fact exploited by
parallel processing capabilities of such architectures. Two
problems have to be solved in designing a multiprocessor
system:

® hardware dimensioning,
e software partitioning and allocation onto such architec-
ture.

Solutions of these problems are strictly related: in fact a
high number of processing units allows to exploit com-
putation concurrency despite a greater cost of the whole
architecture. On the other hand software partitioning,
allocation and timing performances depend on the number
of available processing units. An integrated approach

should consider both aspects at the same time (during
design phase) to achieve the optimum solution. A third
problem has also to be faced whenever such systems per-
form critical control activities: in these cases it is almost
mandatory for the system to be able to survive (possibly
with degraded performances) after a processing unit has
been declared faulty.

Several approaches to solve software partitioning and
allocation upon distributed computing systems have been
presented in the literature, mainly based upon graph
theory, integer programming and heuristic methods. In
graph theoretical approaches, tasks and communications
are mapped onto a graph representing the application. To
minimize total cost a min-cut algorithm was proposed in
[1]; this approach becomes very complex and time-
consuming as the number of processors increases. Integer
programming methods [3], [4] lead to a flexible technique,
giving the opportunity to introduce in the model some en-
vironmental constraints such as processes’ priority. This
approach is though limited by the amount of storage and
computation time required. Heuristic methods, such as
branch-and-bound techniques, are proposed in [5]. Task
preference and task exclusive matrices make application
constraints fairly visible, but they have to be accurately
designed to limit the number of iterations of the algorithm.

Three common characteristics may be identified in all
above techniques:

e software partitioning and allocation is optimized with
respect to an already defined distributed hardware ar-
chitecture,

® computation is described by means of a too simple
model for some applications as manufacturing control
or real-time control systems (often, software is modelled
by means of tasks whose interactions may be represented
by an acyclic graph and are executed only once),

e fault tolerance is usually not considered.

In the approach presented here, architecture design,
software allocation and fault tolerance strategies are dealt
with at the same time. The adopted fault-tolerance strategies
do not affect the overall philosophy of our approach: they
may be considered as an add-on which will be included when
required. The only restriction we impose for adoption of
our fault-tolerance strategies is that no more than one pro-
cessing unit is faulty at the time and that mean time between
failures (MTBEF) is high enough to allow maintenance opera-
tions (which ultimately could consist in substitution of the
offending processing unit) after a fault has occurred.
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Given a set of possibly communicating tasks (from
now on called software application) we will let the alloca-
tion algorithm evolve without considering any hardware
architectural constraint: that is, we will not try to optimize
distribution of a software application upon an existing
distributed architecture but we will optimally partition the
software application and then assemble the hardware net-
work in order to satisfy allocation requirements. In other
words, we will use results of a non-architecture-constraint
allocation as guidelines for architecture design.

In section 2 we will introduce the models for computa-
tion and hardware architecture as well as fault-tolerance
strategies. Computation is modelled by means of concur-
rent processes communicating through mailboxes. Ac-
tivities of each process are performed cyclically. The
distributed architecture is described by a network of pro-
cessing units connected by communication links (e.g.
double-port memory or serial busses).

The algorithm adopted to perform both hardware
dimensioning and software allocation is the simulated an-
nealing, a well known technique in the VLSI area (mainly
in routing and placement problems). Simulated annealing
was introduced by Kirkpatrik [6] as a randomized
algorithm capable of identifying globally optimum least-
cost configurations of a large NP-complete problem whose
cost function has local minima [7], [8].

An overview of simulated annealing will be presented
in section 3, while in section 4 we will discuss and evaluate
the cost function adopted. The cost function has to take in-
to account two major parameters, namely dispersion costs
and aggregation costs. The former are concerned with the
trend of allocating processes as sparsely as possible (i.e.
one process for each processor). While optimizing
workload distribution, dispersion overloads inter pro-
cessor communication links and increases hardware costs
to an unrealistic extent. Conversely, the aggregation costs
affect clustering of processes upon processors: inter-
processor communications are minimized, but unbalanced
workload distribution (or, possibly, processor overload)
may result. A formal model of computation based upon
queuing theory will be introduced to evaluate aggregation
costs.

Finally, we will present some implementation details
and experimental results in section 5. Performance of the
algorithm is discussed as approximate evaluation of
scheduling parameters and rate of convergence are con-
cerned. Alternative implementations of the annealing
technique are also considered and compared.

2. A MODEL FOR A DISTRIBUTED
SW APPLICATION

The computation performed by processing units is
modelled by a set of concurrent communicating processes:
a communicating process is a sequential computation
which may be executed in parallel with other processes and
which is able to exchange messages with them [9] [10].

To model the interactions among processes we adopt a
message passing philosophy: interacting processes ex-
change information by sending and receiving messages
through mailboxes, i.e. communication points [10]. Cur-
rent literature points out three kinds of message passing
techniques classified by the number of messages that can
be stored by the mailboxes: asynchronous, synchronous
and buffered message passing store respectively infinite,
zero and a finite non-zero number of messages [10].

In this paper we consider asynchronous message pass-
ing: a typical characteristic of this approach is that send
operations are non-blocking with respect to the calling pro-
cess since spare storage for new incoming messages is
always available in each mailbox; conversely, a receive
operation is blocking if the queue of available messages is
empty.

To simplify the analysis of the characteristics of the
model we introduce two additional assumptions:

¢ only one process can receive messages from a mailbox,
while more than one process is allowed to send messages
to it;

¢ a FIFO policy for message enqueuing is assumed.

Results derived here may be easily extended to cover also
other kinds of communication protocols (for example:
synchronous or buffered message passing, and conditional
send/receive operations, complex queuing policies, and
multiple communications).

Concurrent communicating processes may be viewed
as a cyclic repetition of sequences of operations. This holds
both from a general point of view and in the case of par-
ticular application fields (see, e.g., manufacturing or pro-
cess control). Presence of send and receive operations in
each sequence of instructions allows communication with
other processes. For simplicity sake, we also assume that
rescheduling of processes may occur only during receive
operations, i.e. each sequence of instructions between two
receive operations is executed as atomic entity. To avoid
starvation a receive from the operating system is always in-
troduced at the beginning of the process cycle; dead-lock is
prevented by the correct design of the whole software ap-
plication.

To evaluate allocation optimality, the following
figures of merit are defined:

® the cycle time of each process
e the hardware cost.

The cycle time 7; of process P; is the average time re-
quired to execute a single iteration. This figure depends on
allocation since it is influenced by the time spent in receive
operations and by the processor’s workload. A constraint
may be imposed on the cycle time of each process: in fact,
a particular process may need to execute the complete cycle
in a time no greater than a given bound: r; < ;. In other
words, the response time of the process might be limited by
an upper bound.
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Different approaches have been presented to in-
troduce fault tolerance in a distributed system, both via
hardware and software techniques involving physical and
computational redundancy. In this paper we do not deal
with special-purpose hardware and/or software supports
which allow the system to survive hardware failures: we
consider the problem of achieving a highly available
system by means of fast restart of computation after a
fault has occurred. Our approach is quite simple and cost-
effective: it consists in pre-allocating an additional copy of
each process in the system. Whenever a processing unit is
declared faulty, copies of processes originally running on
such unit (and pre-allocated upon the remaining units of
the system) will be automatically activated. This allows ex-
clusion of the faulty unit for maintenance operation, while
the system (though with degraded performances) is still
working. Such approach considers only hardware failures
and is not concerned with software fault-tolerance.

The set of the first copy of each process (called basic
process) constitutes what we call the basic allocation: in
fact these processes are activated at the nominal start-up
and perform the computation satisfying the basic con-
straints 7; < 7; on cycle time. The additional copies (called
redundant processes, thus constituting the redundant
allocation) are activated only when a processing unit is
declared faulty. In this way it it possible to minimize the
failure time of the whole system because the remaining
units can continue their computation while processes once
running on the now faulty unit are replaced by the redun-
dant copies on other units. System performance is ob-
viously degraded after the failure since processes run on a
reduced number of processing units: to allow system sur-
vival it is in fact necessary to relax the constraints on the
cycle time of active processes.

The approach presented here overcomes the failure of
a single processing unit: the system may not survive any
more to subsequent faults since redundant copies of the
processes running on new faulty processors may not be
available.

When continuous operation, even with reduced per-
formance, is a mandatory requirement, it is possible to ex-
tend our approach to design a gracefully degradable
distributed system. In such a case, we pre-allocate as many
redudant copies as the maximum number of faults the
system must tolerate without crashing. Obviously, as
redundancy increases, so does the cost of the overall
system. Experiments have shown that no more than three
or four faults should be considered with this technique. If
a higher degree of fault tolerance is required, better results
are achieved by introducing other hardware redundancies,
e.g. in the processors themselves.

3. HILL-CLIMBING HEURISTIC FOR
RESOURCES ALLOCATION

Allocation of resources in a multiprocessor system to
satisfy computation and fault-tolerance requirements while

minimizing a cost function of the whole computing system
is known to be a NP-complete problem [11], [12].

To simplify the allocation process, greedy algorithms
may be used [13]; however, they usually achieve only a
good solution, often quite different from the optimum
allocation: in fact local optimization does not take into ac-
count all relationships among application requirements
and network availabilities.

In this paper an alternative approach to the allocation
problem is proposed by adopting the simulated annealing
technique [14], a heuristic method that leads to the op-
timum solution when algorithm parameters have been
properly tuned. The main characteristic of such algorithm
is the capability of performing hill climbing moves, i.e. at
each step a new configuration with increased cost may be
accepted. In this way, when a suitable tuning of some
parameters is provided, it has been proved [14] that it is
possible to reach the global minimum even when other
local minima are present.

The combinatorial optimization problem is specified
by a finite set of configurations (states), i.e. the possible
solutions of the problem, and by a cost function defined
on all the states. In our problem each state S is a mapping
of basic and redundant processes and related mailboxes
upon processing units in the distributed computing system.

For each of these configurations, the cost function
¢(S) is the figure of merit of the allocation performed. Two
different components are accounted for in such function to
consider both hardware cost and timing constraint

cS) = cu(S) + ver(S)

The first term cy(S) considers the cost of the hardware re-
quired by the allocation, i.e. the costs of processors,
storage and communication channels. The second compo-
nent c7(S) considers the capability of the computing system
to satisfy performance requirements both in the fault-free
and faulty case. v is a scale factor to adjust dimensions of
these two terms. Details on the evaluation of these com-
ponents will be given in the next section.

At each iteration of the algorithm, a new solution S’
is randomly selected among the neighbors of the last ac-
cepted solution S: two solutions S and S’ are neighbors if
they differ only for the allocation of a single process and
related mailboxes. The new allocation is accepted not only
if the cost function has decreased with respect to the
previous one, but also if it has had an increase limited in a
given range. Hill climbing is performed according with a
random acceptance rule: it is controlled by the current
value of a parameter T (which eventually fixes the accep-
table range of increase), which behaves as the temperature
of the annealing process. The new allocation, even if worse
than the last accepted one, will be accepted if the function

c(§) - C(S)>

S, S, Ty = min(1, exp(—
T
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is greater than a random number with uniform probability
distribution in the range [0, 1]. As T decreases, the prob-
ability of accepting hill climbing moves decreases since
function f will have higher probability of being smaller than
the generated random number.

Simulated annealing may be modelled by means of
Markov chains: on this model some properties of the
algorithm may be derived. In particular, it is possible to prove
that the algorithm surely generates the global optimum,
whenever given conditions on the number of iterations at
each value of the parameter 7 and on the updating rule for 7
are satisfied.

To assure the convergence of the algorithm, 7 must be
updated accordingly with the following rule [14]:

rL

T=_—-—
In(n + ny + 1)

where r is the radius of the graph underlying the Markov
chain, L is the Lipschitz constant of the cost function, 7 is
the current number of iteration and n, is a parameter not
less than 1. Under this assumption of Markov chain is
strongly ergodic, thus implying that any state probability
vector converges component-wise to the constant vector of
the optimum solution.

The basic structure for an hardware dimensioning and
software allocation system using the simulated annealing
algorithm is presented in figure 1.

Simulated Annealing Allocator ()
{
S = Initial Allocation();
T = Initial Temperature();
while(stopping criterion is not satisfied)
{
while (inner loop criterion is not satisfied)
{
7 = New Allocation Generator(S);
1f (New Alloc. Accept Test{c(J),¢(S),T))
S =7
}

T = Temperature Update(T);
}

}

Fig. 1 Simulated Annealing Allocator

4. COMPUTATION MODELING AND COST
FUNCTION EVALUATION

Graph modeling may be used to represent the process
activities and to evaluate timing performances (ie the cycle
time). The computation graph of a process consists of a set
of nodes and labelled oriented arcs. Three types of nodes
may be identified:

¢ the initial node, ie the node from which the computation
of the process begins;

* the computation nodes, which represent the beginning
and the end of each operation belonging to the process;

¢ the end nodes at which the computation of the process
ends.

As far as arcs are concerned, we may subdivide them into
two classes:

* communication arcs, representing communication
primitives among processes;

® computation arcs, representing any other process opera-
tion.

Every arc is labelled by:

¢ the executive time #; of corresponding operation I;

® the selection probability p, ie the probability that the arc
is selected when execution reaches the node from which
the arc starts.

The computation graph of a process may be built from its
source code by associating arcs to the instructions of the pro-
cess and then properly connecting such arcs to represent the
execution flow of the process. To label such arcs, average ex-
ecution time of both computation and communication
operations should be evaluated. Execution time of any com-
putation and send operation can be deterministically
evaluated. Things are not so straightforward when evalua-
tion time of receive operations is afforded, since it depends
also on the rate of availability of messages, i.e. on the
characteristics of the whole computation itself. The ideal ex-
ecution time ¢z of a receive operation may be computed by
assuming that a receive never stops the calling process, i.e.
constant availability of incoming messages; the actual execu-
tion time is the sum of the ideal time 7z and the waiting time
tw during which the process is waiting for a message. Arcs
representing receive operations are labelled with the ideal ex-
ecution time.

The second figure in the label relates to selection prob-
ability. It depends on the topology of the computation graph
and on input data: in a sequence of operations without branch-
es, selection probability of each operation (possibly except the
first one) is always equal to 1 since no alternative may be
chosen; conversely, in a branch on condition statement each
branch has a different selection probability depending on the
actual data. An example is shown in figure 2.

An exact computation or experimental measure of cy-
cle time cannot be performed in static conditions, i.e.
without executing the processes in the system. Cycle time
may be obtained from simulation of execution of processes,
using the process computation graphs and assuming a
realistic distribution of input data: simulation should be
performed so that the main cycle in each process is repeated
enough times to obtain meaningful statistics. The main
drawback of such approach is the great computational ef-
fort required to evaluate the cost of each allocation: com-
plete simulation of processes must be executed whenever the
allocation changes since the cycle time depend in this case on
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the execution time of receive operation and, ultimately, on
the allocation itself.

A better solution consists in introducing an approx-
imation which allows a statistical evaluation of the cycle
time, at least as first approximation: our extensive ex-
periments have shown that good results may be achieved
by assuming the waiting time of each receive operation ex-
ecuted by process P; on a given mailbox equal to the
average cycle time of processes P; performing send opera-
tions on the same mailbox. To avoid recursion (since again
cycle time of processes P; should be computed by taking
into account the waiting time of their receive operations),
we assume the waiting time for receive operations of pro-
cesses P equal to the ideal receive time: in other words, we
suppose that a message is always available for all these
receive operations. Obviously, this technique gives only a
lower bound of the cycle time; nevertheless, experiments
have outlined that the difference of the exactly simulated
values 7,7 and the estimated ones 74y, in lower than 3% in
most cases and not greater than 7% (some important ex-
amples are shown in table 1).

TABLE 1
Example
#1 #2 #3

Process Tapx Teff Tapx Teff Tapx Teff

P1 30.5 31.6 8.3 8.4 15.2 15.6

P2 12.9 13.3 27.5 28.1 28.3 29.1

P3 17.3 17.4 89.2 90.1 8.1 18.8

P4 25.5 25.9 34.1 34.8 36.5 37.9

P5 379 38.2 22.1 227 49.7 51.1

P6 29.2 30.1 91.3 93.1 223 227

P7 87.7 88.3 67.4 68.6 37.5 38.9

P8 62.1 63.5 18.6 19.8

P9 12.3 12.7 7.1 7.4

P10 14.5 15.1 11.3 11.5

P11 45.7 47.1 26.9 27.7

P12 51.6 53.2

P13 78.3 79.2

P14 10.1 10.3

P15 7.5 8.1
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Given the above model, we will now introduce a
technique to estimate the cycle time of a basic or redundant
process and, thus, to evaluate the timing performance of
the considered allocation. Let’s recall some assumptions
required to simplify the evaluation, even if not affecting
the overall method and final results.

First, we suppose that processes may be rescheduled
only during receive operations; second, to avoid starva-
tion, it is assumed that the process receives a message from
the operating system at the beginning of the cycle of the
process itself (thus forcing a compulsory rescheduling
point in each process).

Under these assumptions, the process may be viewed
as a cycle of non-interruptable sequences of instructions
each starting after a receive operation and ending before
another receive: in the sequel we will refer to such se-
quences as blocks. Each block is waiting for a message to
complete the receive operation at its beginning; as soon as
a message is available, the block becomes ready to run on
the processing unit upon which the process is allocated.

In the subgraph representing block B;, of process P;,
we can find h different paths R, , (due to k4 conditional
statements): we call route each of these paths.

Route probability pg, o is the probability of ex-
ecuting route R, ;, among the different routes in block
B;;: it is given by the product of all selection probabilities
of the arcs belonging to the route and following the arc R
related to the receive operation at the beginning of the
route itself.

PRikh = arcpme Rigo - (RY P

Ideal route execution time tg, ok of route R; j is the
minimum time required to execute all instructions of that
route; it may be obtained by considering the execution time
of each instructions /; belonging to such route and by
neglecting the waiting time of the receive operation:

IR, =1 + E I
bhh LEWRikh—{RY)
The ideal block execution time tp, K of each block B;
of process P; is the minimum time requnred to execute the
block itself; it may be computed as:

gy = PRi i, n R g

)
Rik,hEBik

For each block B;, we can also compute the block
probability Pa; : it is the probability that block B, 4, among
all blocks of process P;, enters the ready-to-run state. To
such purpose we identify each mesh M, , in the computa-
tion graph of the process P;, i.e. each closed path whose
arcs are executed at most once each cycle. Among all possi-
ble meshes of process P;, a mesh M; , may be executed with
probability pyy, , called mesh probability, given by the
product of all choxces performed along the mesh:

pMi'" = I_I

arc; €M;

Pm
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For each mesh M;, the ideal mesh execution time
IM; is defined by neglecting waiting time of receive opera-
tions: the average of the actual executing time of the mesh
cannot be smaller than this ideal value.

tMi’" - Bi,keEMin tBi’k

Considering mesh probability, block probability PB;
may be computed as follows by recalling that receive
operations delimit blocks. We identify the meshes in the
computation graph of the process and we evaluate the
mesh probability for each of them. Then, we identify the
receive operations in each mesh M, ,. The probability of
executing block B; 4 among the blocks belonging to mesh
M, , is given by 1/N; ,, where N; , is the number of receive
operations in the mesh, which is equal to the number of
blocks in such mesh. Therefore, the probability of ex-
ecuting block B; x of process P; may be estimated by con-
sidering all the meshes containing the block itself, that is:

PBi; = ) PMi
’ Min2Bik Njp

From various figures previously obtained, it is possi-
ble to study the probability distribution of ideal block ex-
ecution time for each process P;. In particular, we obtain
that average value ¢, of ideal block execution time is:

tg;= L 'B; kB x

B; €EP;

while its variance s3, is:
- - 2 = -
b= L (g~ tB)pey= L thpe — th
Bix€P; Bikep;

Last figure we need to evaluate process cycle time is
the waiting time of receive operations performed by the
process itself: this figure may be evaluated by using a prop-
er model of the activities in the processing units based
upon the queuing theory [17] [2]. Adopting such theory we
can think of the processing unit as a server, while blocks
B; ;. of each process P; are the transactions that have to be
served: if the unit is busy executing a block, the other
blocks are enqueued into the waiting queue of the server.
Service time fg; is the time required to execute the whole
block B; ; and may be computed as shown above.

The frequency of transaction arrivals is \, while the in-
terarrival time (ie the time between the arrival of two subse-
quent transactions into the queue) is , = 1/\. In our model,
the interarrival time lo; (referred to transactions belonging to
process P;) is the mean time between two subsequent send
operations performed by any process P; . P; on the mailboxes
from which P; receives messages: let S; be the set of such pro-
cesses P;. We can estimate in first approximation the interar-
rival time #,; by means of the following formula:

pes 1

.. = J=0
@j

EPI-€ SinSend; € PPsend;

where

. le is the instruction cycle time of the process Pj, i.e. the
time required to perform all operations by neglecting the
waiting time of receive operations:

Ty =, =, ™inPMn

® Psend; (probability of executing the send operation k of

process P)) may be evaluated in the same way as the
block probability.

Queuing theory may again be used to evaluate some
parameters of the service supplied by the processing units
of this ideal network in which receive operations have null
waiting time. The partial use of the server p; of the process
P; is the ratio between the time 7, in which the server ex-
ecutes a block of P; and the interarrival time ¢, of its
blocks:

g,

i

pi = tBl‘/tC(i =

Such figure is the average fraction of time unit in
which the processing unit executes process P;. The use of
the server p can thus be defined as the sum of the partial
use of the server of each process allocated on the con
sidered processing unit.

p = ,EPi= IE)\itB,-
It is the average fraction of time unit in which the process-
ing unit is working.

To simplify evaluation of waiting time, we assume as
first approximation that the probability distribution of in-
terarrival and service time is exponential: moreover, we
consider FIFO policy for mailboxes and for queues of pro-
cesses ready to run; population of incoming transactions
(blocks) is assumed infinite.

Under these assumptions, probability g; that one of
blocks B; ; of process P; is executed by the processing unit
on which P; is allocated is:

-1

qi=)\i<2: )\j)

PjEA

where A is the set of processes allocated on the considered
processing unit. The mean service time t, of the processing
unit and its variance are thus given by the following formulas:

2 2
5= X aitg; — 1 = X g g, — 7
€4 Pi€A

The total transit time 7 of a transition in the system is
the mean time that a block spends in the waiting queue plus
the time required by its execution. Fig. 3 shows the ratio
between total transit time 7z and service time fg



34

‘ER/(

00 01 02 03 04 05 06 07 08 08 10

Fig. 3 Total Transit Time

gt

Fig. 4 Variance of Total Transit Time

versus the use of the server p, while fig. 4 shows the ratio
between the standard deviation og of the total transit time
and the service time #g versus the use of the server.

A lower bound for the cycle time 7; of the process P; is
given by the ideal cycle time t;: it is the cycle time that
could be reached if waiting time of receive operations was
null. From previous results we can obtain:

ti= YL 1gNiuPM;,

M,-’,,EP, ’

The average value of the waiting time 3y, of the
receive operation in block B; , may be estimated as first ap-
proximation by observing that the worst case for a receive
operation implies an empty mailbox and that the processes
sending messages to such mailbox have just past the send
instruction: in this case the subsequent message will arrive
after the completion of the process’ cycles. Therefore, twy
is given by:

EPjGSi,k ]

twy = 3
P;ES; knSendj h € pj PSend; p

IEEE TRANSACTIONS ON RELIABILITY, VOL. 38, NO. 1, 1989 APRIL

where §; 4 is the set of processes P; . P; sending messages to
the mailbox on which P; performs a receive in block B.

Using the waiting time of each receive operation, it is
possible to estimate route, block and mesh execution time
more accurately than we have done before. The route ex-
ecution time, including the waiting time for receive opera-
tions, is then given by:

"Rikh = twy + IR pop

Let’s note that this assumption could lead to consider
as running a process which is waiting for a message since
rescheduling is introduced only at the beginning of each
receive operation; in this case a considerable amount of
processing time would be wasted. A better choice consists
obviously in rescheduling a waiting process until a message
becomes available: the performance of the whole system
will take advantage of such faster turn around and, prob-
ably, the cycle time of some processes might be reduced.
Exact evaluation of this behavior requires an accurate
simulation of the system by means of a suited queueing
model; therefore, for sake of simplicity, we do not further
consider this second technique.

The block execution time TBix and the mesh execution
time ™, become respectively:

7B, = M TR
Bi k R(’k’hegi'kpRz,k,h Rik,h
™. = X 1g

Mi,n Bi k€M Bik

As we have done for ideal block execution time, we
can obtain the probability distribution for each process P;;
the average value of the block execution time and its
variance are:

7B, = X TB,, DB

51 B kEP; Bt,kth,k

= X (7B, — TB)’DPB:, = X T8 .DB:, — Th:
0%, Bi,kepi( Bix — TB) PBjy 52, T%,,kpB,’k Tﬁ,

These figures characterize the behavior of instruction
blocks: by means of queueing theory and by using the same
queueing model adopted for evaluating the waiting time of
receive operations, we can estimate as first approximation
the cycle time of each process. In this case the interarrival
time #,, and the use of the server p must consider the real
evolution of the processes:

EPjES,' 7j
loy = = 1/N
2P_,-E SinSend; j € pPSend; g
pi = TB,‘/Ta,' = )‘iTB,'
p=Ypi= Z)\iTB,-
i 1

To simplify the evaluation of cycle time, we introduce
the same assumptions adopted for ideal cycle time on
probability distribution of interarrival time, handling of
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queues and mailboxes and on population of incoming trans-
actions. These allow to estimate the mean service time and
its variance as:

z qi7B;

PiEA

L girp,— s = L ogih - 5%

€A PiEA

where probability g; that block B; ; is executed by the pro-
cessing unit is given by the same formula used in evaluating
the waiting time, but it has a different value since interar-
rival times are different.

From the classic results of queueing theory shown in
figures 3 and 4, we obtain the average value 7 of the total
transit time of a block on the processing unit and its
variance by considering also the waiting time of receive
operations. Finally, the cycle time 7; of the process P; may
be obtained as:

ts

= E ;RM,an,' n
Mi‘HEP,- *

where 7gN; , is the actual average value of mesh execution
time. Since we consider probabilistic distribution of com-
putation and cycle time, the system which is generated by
using this evaluation method is not completely guaranteed
to meet very hard real time constraints; however, prob-
abilistic approach is generally satisfactory.

4.2 Cost function

In each considered state, we evaluate the cost function
c(S). As already said, the cost function takes into account
the hardware cost and the timing performances of the pro-
cesses both in the basic and in redundant allocations:

c(S) = cu(S) + ver(S)

Our goal is to minimize the first component to achieve the
cheapest distributed network while timing performances
(the second component) are satisfied. The first term cg(S)
of the cost function c(S) gives the cost of the hardware
used by allocation S, i.e. the costs of processors, storage
and communication links:

cu(S) = cp(S) + cs(S) + ¢, (S)

The storage cost depends on the required amount of
storage in a non-linear way: the amount of storage MEM, .,
required for a processing unit is

MEM,, = MEM, + MEM,,

where MEM,, and MEM, represent the storage required by
processes and mailboxes allocated onto each processing
unit. It has though to be considered that storage may not be
supplied in a continuous way on memory boards, but only
as memory banks of discrete and standard dimensions. It

follows that the amount of storage that we have to insert
into a processing unit can be computed from the storage
requirements through a non-linear function. The cost of
storage cs(S) is:

cs(S) = ; C (MEMreqj)

where C(MEM,eqj) is the storage cost for processing unit j
in the network.

The last hardware cost to be considered concerns
hardware support to communications: two situations may
be envisioned. If a process exchanges messages with a
mailbox allocated on the same processing unit, storage is
the only requirement for that link: no additional cost is
then foreseen since storage requirement has already been
accounted for in cg. Conversely, if the mailbox and the
process are on different processing units, some hardware
connections are required.

Therefore, the function c; (S) is:

cr(S) = E CLNKp

where ¢, nk, , is the cost of the hardware support to com-
munication between process 4 and mailbox k.

The second term c7(S) of cost function ¢(S) considers
the timing constraints on the cycle time of processes both
in the fault-free and in the faulty case; therefore it is

cr(S) = cw(S) + cp(S)

It has been already said that when no processing unit of the
distributed system is faulty, the cycle time 7; of each active
process P; must satisfy the constraint 7; < 7; imposed by
the user. This kind of constraint is represented in the cost
function c7(S) by the term cy(S). It is a binary function
which is 0 iff constraint 7; < 7] is satisfied for each process
P; in the basic allocation of solution S; it is infinite other-
wise since the allocation can not be accepted if timing per-
formances are not fulfilled.

If a processing unit fails, the system should be able to
survive by activating the redundant copies of the inter-
rupted processes which were allocated onto the faulty pro-
cessing unit: after the transition time required by such
operation, the system is allowed to work with more relaxed
timing constraints: all processes (basic and redundant) run-
ning on processing units involved in the fault tolerant ac-
tion will then have to fulfill a new constraint 7; < 7;* being
7i* not smaller than 7},

The term cg(S) of the cost function ¢(S) takes into ac-
count all relaxed constraints for any faulty processing unit;
it is

cH(S) = jZJ1 cr(S)

where ch(S) is a binary function which is 0 iff 7, < 7;* for
each active process P; when processor j is faulty, otherwise
it is infinite because the allocation is not able to satisfy the
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relaxed constraints. Note that timing constraints must be
evaluated by assuming one processing unit at time as faulty
since basic and redundant allocations must assure that the
system survives after the failure of any among its process-
ing units.

5. ALGORITHM IMPLEMENTATION AND
EXPERIMENTAL RESULTS

In this section we present the experimental results
achieved by using simulated annealing for hardware
dimensioning and software allocation. Different alter-
natives have been implemented to improve the perfor-
mance of the algorithm.

At first we have considered the theoretical approach:

e astate S is the mapping of processes and mailboxes upon
processing units;

e neighboring states are generated by randomly
reallocating one process at time with the mailboxes from
which it receives messages;

¢ annealing schedule consists in reducing the temperature
according with the rule

rL

rf=— -
In(n + n, + 1)

e one iteration is performed at each temperature value.

At each iteration of the algorithm a neighboring state
is generated by changing the allocation of a process or a
mailbox in the current state. Usually, the generate function
randomly selects the item which must be reallocated. If the
hardware architecture has to be designed, the generate
function tries also to reduce the number of required pro-
cessing units by removing items allocated onto a processing
unit randomly selected.

For each new state the cost function is evaluated by
computing the hardware cost of the allocation and by
estimating the cycle time of each process as shown in the
previous section. The new state is accepted both if the cost
function decreases with regard to the current state and if
the cost function is greater than in the current state, pro-
vided the random acceptance rule is satisfied (ie the cost
function is not too high for the current temperature). Note
that our aim is minimization of hardware costs: timing per-
formances are not optimized, they must only stay above a
minimum threshold both in the fault free situation and
when a faulty processor is present.

This instance of the annealing algorithm implies the
exact evaluation of annealing parameters, such as the
radius of the graph underlying the Markov chain and the
Lipschitz constant of the cost function; this requires a
detailed knowledge of the structure of the Markov chain
and of the cost function: thus, this approach is not feasible
since the whole solution space should be explored.

As an alternative, we approximate the value for an-
nealing parameters while preserving the overall behavior of
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the algorithm. For radius r, we consider its worse-case
value r,,,: we suppose that there is a path connecting two
states S; and S, through all the other states of the graph: in
this case r is given by |S| —1, where |S| is the cardinality
of the set of states. Existence of such path, in our case, is
assured by the definition we gave of state. By that defini-
tion it follows immediately that the the graph underlying
the Markov chain will be strongly connected.

The Lipschitz constant L is the maximum variation of
cost function between two neighboring states: to estimate
L we consider only the term ¢ of the cost function, since
the term ¢ is only a binary function which translates in a
mathematic expression the capability of satisfying perfor-
mance constraints. The worst-case value L,,, should be
estimated on the considered network architecture; but such
operation implies a detailed knowledge of the whole solu-
tion space. Therefore, we approximate the worst-case by
means of a value that can never be reached by any alloca-
tion on the given architecture. To such purpose we con-
sider two imaginary architectures which stress the concepts
of dispersion and aggregation costs: in the first case only
one process is allocated on each processing unit in the first
architecture, while the second one is composed by only one
processing unit. L,,, is the difference between the value of
the cost function cy for these architectures.

Implementation and experiments have shown that a
drawback of this approach consists in the possible high
number of iterations required to obtain the final solution.

A faster convergence rate may be achieved by adopt-
ing the following alternative annealing schedule [15]:

Ty = 4Ty,

where & is number of changes of temperature and « is a
tuning factor affected by the difference between the cost
function in the last two accepted states. Experiments show
that « ranges between 0.8 and 0.95: high values of « will be
adopted when the cost function varies rapidly, while low
values are used when the cost function is quite steady.

Convergence to the global optimum is preserved if the
system is allowed to reach equilibrium at each value of the
parameter 7, ie a sufficient number of iterations must be
performed at each temperature 7, so that the state prob-
ability distribution is close to the stationary probability
distribution of the considered Markov chain, This technique
is referenced in figure 1 as the inner loop. The number of
iterations is chosen accordingly with the values of the cost
function before the two last temperature reductions: small
differences lead to a reduced number of iterations (about 5),
while high changes may require some tens of iterations.

A comparison of the performance of this alternative
scheduling with respect to the basic one is given in figures
5, 6 and 7 and in table 2: in such figures a typical behavior
of cost function, the acceptance ratio (i.e. the probability
of accepting moves) and the number of iteration versus the
annealing temperature are shown. Examples of CPU time
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obtained by running experimental implementations of the
algorithms on VAX 11/780 are given in the table.

A global optimum may be more easily reached if the
starting temperature T, for the annealing process has been
accurately determined: if 7, is too low, the optimum may
not be reached since the system has frozen too early. To
avoid this possibility, the hot condition has been in-
troduced [16): the system is said to be hot enough if

o<T,

where o is the standard deviation of the probability
distribution of the cost function. To determine the such
value, a preliminary exploration of the solution space is
performed: during such exploration all states are accepted,
ie temperature is assumed as infinite. The cost function cy
is computed in each considered state to allow evaluation of
standard deviation. The initial temperature is then given by

T, = ko

where k is obtained assuming a normal cost distribution
and selecting a temperature high enough to accept with
probability P a configuration whose cost is 3¢ worse than
the present one, that is

3
In P

k=-

Note that since only few moves are required to achieve
equilibrium at high temperatures, the overhead in using a
high value of k is insignificant. Annealing dependence on
initial temperature is shown in figures 8 and 9 and in table
3: typical behaviors of annealing schedule, iterations
number versus temperature and CPU time are given.
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Fig. 8 Annealing Schedule
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terations

10e-3 100
Temperature (log)

Fig. 9 Number of Iterations

Convergence of the algorithm is only asymptotical if
approximate evaluation of r and L or the alternative
scheduling is adopted: thus a suitable stopping criterion
has to be defined. An exact stopping criterion should con-
sider the difference between the next-to-least-cost solution
and the least-cost solution. But their computation requires
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TABLE 2
CPU time

Example —  #1 #2 #3 #4 #5 #6

n° of processes — 25 58 79 107 186 293

3 rL
CPU time (sec.)if T =

In(n + n, + 1)

CPU time (sec.) if Ty = oy Ty

199 638 1204 2471 6415 23014

168 494 785 1804 4583 15724

TABLE 3
CPU time
Example #1 #2 #3 #4 #5
T, 0.1 60 98 110 150
CPU time (sec.) 237 3625 3271 3598 4759

the complete knowledge of the space of solutions:
therefore, a stopping criterion (validated by experiments)
is to assume that the optimum has been reached when the
last three accepted solutions at different temperatures are
equal.

An alternative technique identifies first the basic
allocation and the hardware architecture by considering all
processing units as fault free; then, the second optimiza-
tion step produces the redundant allocation by assuming
one processing unit at time as faulty, but without modify-
ing the basic allocation previously generated.

Obviously, complexity of the allocation problem
decreases because in each of the two subsequent steps a
smaller number of variables is involved: in fact, ex-
periments have shown that the computation time is re-
duced about of 15%. On the other hand, the allocations
produced by this approach are 10-20% worse; such
behavior is due to the fact that, generally, a global op-
timum solution is not equivalent to the result of two subse-
quent local optimizations.

We observed that the global-optimization algorithm is
able to reduce the hardware architecture (in particular
storage), though, sometimes, the cycle time of some pro-
cesses belonging to the basic allocation may grow.
Anyway, this fact does not constitute a drawback until all
constraints in the fault-free architecture and all relaxed
constraints are satisfied; in fact, cycle time are not to be
minimized, but only fulfilled by the allocation.

Therefore, since the design of the distributed system
and the allocation of processes are performed only once
and off-line with respect to the execution of the processes
themselves, we think that this alternative approach has not
to be preferred to the algorithm extensively discussed in
this paper: a reasonable greater design time is acceptable to
achieve a considerably better solution.

6. CONCLUDING REMARKS

In this paper we discuss a new approach to dimension-
ing of a distributed system and to allocation of processes:
fault-tolerance capabilities are also considered to assure a
fast restart after an hardware failure, even if with degraded
performances. To achieve better results we reverse the
classical approach to resource allocation in a distributed
environment. Given a software application, we adopt an
allocation algorithm which does not necessarily take into
account existing hardware architectural constraints [18]:
the algorithm supposes to allocate the software application
onto an ideal hardware network where the number of pro-
cessing units and the number of communication links is
not a priori defined. Thus, only strictly software-related
characteristics are taken into account during this virtual
allocation: in this way it is possible, once optimum alloca-
tion has been achieved, to assemble the hardware architec-
ture following the guidelines obtained by the allocation,
thus satisfying all possible software requirements.

To optimize software allocation we adopt the
Simulated Annealing heuristic algorithm, particularly
suited for finding global optimum in large NP-complete
combinatorial problems having also local optima. This
algorithm, compared with other heuristic algorithms (such
as, e.g. branch-and-bound, or greedy algorithms) gives
notable advantages when storage requirements are con-
cerned, thus allowing to cope with problems having quite
large set of states since no track of previous steps is re-
quired. Efficiency may be the critical point of this
algorithm: tuning of its parameters (such as annealing
schedule, initial temperature, inner loop criterion) may
heavily affect its performance. Great efforts should thus
be put in this tuning phase.

If (as often happens due to budget considerations and
when non mission-critical systems are designed) cost/per-
formance ratio limits hardware availabilities, our ap-
proach may be easily modified so to take into account this
further constraints. If the number of hardware devices is
upper-bounded, each component of cx(S) will be described
by a non-linear function. Suppose, for example:

® N to be the maximum number of available processors
® n to be the number of processors required by a given
allocation.



DISTANTE/PIURI: HILL-CLIMBING HEURISTICS IN FAULT-TOLERANT DISTRIBUTED SYSTEMS 39

¢, (S) will then be equal to:

forn<N;

n x cost of each processor, ;
forn > N.

®©,

The same obviously holds also for the other components of
the hardware cost function.

Another case in which hardware characteristics affect
allocation is when processors constituting the network are
inhomogeneous (which possibly leads to different clock
rates thus, ultimately, to different instruction execution
time). In this case process cycle time will have to be com-
pletely re-evaluated at each step of the algorithm (ie at each
proposed allocation) depending on which processing unit
of the hardware network the process is allocated.

If the hardware architecture is already defined, our
technique is an alternative to the other methods of
resources allocation. In this case, the cost function ¢y is
fixed; the optimization algorithm must therefore consider
the following cost function since software application must
be mapped onto the fixed hardware architecture:

c(8) = ve. (S) + ec,(S)
where

e v and e are the scale factors which adjust dimensions of
these two terms.

® ¢,(S) is a two-valued function (with value in {0, «}),
which accounts for the possibility of storing the pro-
cesses allocated in each processing unit.

Another possible change in the basic algorithm here
presented consists in allowing the algorithm to minimize
the cycle time: in many critical applications the cycle time
must be not greater than a predefined upper bound, but it
must be often preferred that it is the lowest as possible
below such bound. This additional requirement can be
taken into account by adding another term c, to the cost
function:

cAS) = :E Th

where S, is the subset of processes whose cycle time must
be minimized.

From these examples we note that the hill-climbing ap-
proach presented in this paper is more than an optimization
algorithm: it is a quite simple and general framework to
design effective optimization techniques for hardware dimen-
sioning and software allocation for distributed systems.
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