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Abstract

Concurrent error detection at an architectural level is often a basic requirement to achieve
fault tolerance in neural networks for mission-critical applications. Time redundancy allows
for concurrent error detection with low circuit complexity. In this paper, the use of alternating
logic and complemented logic are analyzed as low-cost approaches to concurrent error
detection. Different architectural approaches for the neural network design are considered to
match the implementation constraints.

1. Introduction

The intrinsic parallelism in neural computation is effective and efficient for applications in
several areas (e.g., signal and image processing, robotics, and real-time control) [1]. Due to the
advances in the integration technologies, dedicated implementations are now affordable so that
they can be widely used in the near future. Consistency and correctness of the neural network's
outputs need to be continuously certified when they are used in mission-critical applications like
aerospace environments and critical control systems.

In some neural paradigms (e.g., multi-layered feed-forward networks), an intrinsic correction
capability can be introduced in the neural computation by applying suitable training procedures
[2]. The presence of a limited number of faults affecting the behavior of the underlying digital
architecture is automatically tolerated due to the distribution of information and computation in
the whole structure and to the non-linearity of the computation. However, intrinsic error
masking does not provide any information either on the correctness of the current output or on
the location of faulty components. Intrinsic error correction may fail for some input sets and
from a specific time on, but no signal is generated to prevent the use of the erroneous data
generated by the network in critical applications. Furthermore, subsequent faults may be fatal
for the intrinsic error masking capability. Thus the network may abruptly fail without any
indication.

All the above implies that mission-critical applications cannot rely on the values generated by
neural architectures where fault tolerance is achieved only through the learning procedure. In
order to guarantee effective fault-tolerance, it is necessary to provide error detection at the
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architecture level by applying other techniques. Error detection is essential to certify the
correctness of the network outputs. Fault location is the second step required to support fast
replacement of the faulty component within the neural network or performance degradation in
order to extend the system availability. The use of the neural paradigms in real-time
environments requires on-line techniques for error detection which are executed concurrently
with the normal system operation. For location, off-line testing could be adopted but all
components should be tested as at the end of production. Or when minimization of the
diagnosis and repair time is required to increase the system availability, concurrent fault location
should be adopted.

In the literature, efficient algorithm-based approaches have been proposed for neural
computation [3][4], but they are either too application-specific or require high circuit complexity.
The use of data coding [5]-[7] has also been successful for time-critical implementations, even if
the circuit complexity is increased.

In this paper, time redundancy is used to achieve concurrent error detection at a low increase
of circuit complexity in digital neural networks. Several approaches have been presented in the
literature for time redundancy [8]-[11]. Basically, all of them repeat the same computation
several times by using the system components in a different way for each repetition; then, results
are compared to detect the presence of errors due to hardware faults.

Alternating logic was used in [12] for error detection. The nominal operation is performed
with the nominal operands in the computing phase, while the one's complements of the operands
are used during the checking phase. If the circuit has been properly designed, in the absence of
faults, the result of the checking phase should be the one's complement of the result of the
computing phase. This property is valid for ripple-carry adders and multipliers {13], while it can
be generalized in any digital circuit by applying the technique given in [14].

A variation of this technique is complemented logic, in which nominal and checking operands
and results are each the two's complement of the other. The use of the two's complements
allows for simplifying the overall architecture, despite a slightly reduced error detection
capability.

Feed-forward multi-layered neural networks are considered in this paper as an example, but
the techniques can be adopted for many other neural paradigms. Section 2 introduces the
general architectures that can be used to implement the neural paradigm. Section 3 presents
alternating and complemented logics. Section 4 analyzes the architectures for concurrent error
detection with such techniques and the architectural support for concurrent fault location.

2. Neural computation and the digital architectures

Several architectures ranging from dedicated structures to general-purpose neurocomputers
have been presented in the literature to implement neural networks. In this paper the focus is on
the digital realizations of dedicated architectures capable of performing only one class of neural
computation. That is, the topology is fixed and only the interconnection weights can be
changed.

The multi-layered feed-forward networks [1] are considered as an example. The proposed
techniques can be applied to any kind of neural paradigms. The operation of neuron i is defined
by y; = f; (0;- 0; ) = f{Z wi xi - 6; ), x; being the neuron's input from neuron k, wy the
interconnection weight from neuron & to neuron i, y; the neuron's output, §; the threshold, o; the
weighted summation of the neuron's inputs, and f; the non-linear activation function. No
restrictions are imposed either on the non-linear function or on the values of the interconnection
weights. For the sake of simplicity, it is assumed that operands (neuron inputs and weights) are
fixed point n-bit two's complement numbers.
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Neural network architectures presented in the literature can be basically classified into three
types (Fig. 1): direct-mapped, pipelined, and time-multiplexed. Direct mapped implementation
(Fig. 1a) of the neural network is a one-to-one mapping of neural operators onto digital
components [15]. In each neuron, every arithmetic module M, generates one product term of the
input weighted summation from one neuron's input and the corresponding interconnection
weight. This term is then added to the partial summation produced by the previous module. The
new partial summation is then propagated to the subsequent module, until the last module feeds
the complete weighted summation into the activation function circuit. Finally, the neuron's
output is delivered to the receiving neurons.

To increase the system throughput, pipelining can be adopted (Fig. 1b). The basic operations
within the individual neuron are cascaded and separated in time by latching the data between
adjacent arithmetic modules in registers. Now the period of input presentation is reduced to the
latency of a single pipeline stage.

To decrease the overall circuit complexity, time-multiplexing of some components can be
exploited (Fig. 1c), despite an increased latency and a reduced throughput. For example, only
one multiplier and one adder-accumulator can be used for each neuron. Weights are circularly
rotated in a register file within each neuron. Input presentation is achieved by multiplexing the
interconnection structure between neurons in adjacent layers. Only one data path is used
between adjacent layers. Neuron outputs are stored in parallel in the output registers and then
circularly shifted during each clock cycle to present all of them at the proper time to the receiving
neurons.

3. Time-redundant techniques for concurrent error detection

The time-redundant techniques used in this paper are based on repeating the same
computation with different input data, providing that the relationship between the nominal and
the checking inputs also holds between the nominal and the checking outputs. The digital
architecture is built so that any fault in the neurons modifies at least one of the outputs (either
the nominal or the checking output). Error detection in the neural output can therefore be
performed by comparing the normal and the checking outputs.

3.1 Alternating logic

In alternating logic [9, 12, 14], the checking relationship is one's complementation. The
checking inputs are the one's complement of the nominal operands, while the checking outputs
should be the one's complement of the nominal results. The neural architecture performs the
neural operations on the nominal operands during the first phase (the computing phase) of
operation to generate the nominal results. During the subsequent checking phase, the neural
operations are performed on the complemented operands to generate the checking outputs.
Then, the nominal results are complemented and compared to the checking results. An error is
detected whenever they differ. Fault masking may occur if the error induced by the fault does
not affect the current result. In this case, the fault remains latent and does not affect the neural
outputs, until a suitable input data excite the error.

Alternating logic applies to digital architectures that are self-dual [12]. A multi-input single-
output combinational circuit is said to be self-dual if and only if ¢({)= 6({ , { being the set
of inputs, @(.) the output, £ the set of complemented inputs, and ¢(.} the complemented
output. This definition can be easily extended to multi-input multi-output combinational circuits.
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Fig. 1 - The neural architectures: (a) one-to-one mapped, (b) pipelined, (c) time-multiplexed.
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Ripple-carry adders and multipliers can both be designed to be self-dual [13], with a very
limited increase in circuit complexity. In [14], it was shown that any combinational circuit, ¢(.),
having N inputs can be transformed into a self-dual circuit, ¢,,4(.), having N+ inputs. Among
all of the traditional activation functions for a neuron, only the step function with output values
either 0 or 1 and discontinuity at the origin is self-dual. The alternating logic can also detect
errors in the interconnection paths [12] since ¢({)={ is a trivial function describing any
interconnection path.

From the above discussion, it can be seen that neural architectures can always be designed to
be self-dual. Hence, alternating logic can be applied to provide concurrent error detection.

3.2 Complemented logic

In complemented logic, two's complementation is used as the checking relationship. The
checking inputs are the two's complement of the nominal operands, and the checking outputs
should be the two's complement of the nominal results. It is obvious that in the two's
complement case some bits (at most two) of the operands are treated in the checking phase the
same as in the computing phase. Therefore, some faults are not detectable. However, by
assuming a uniform probability distribution of inputs and a uniform probability distribution of
faults at gate level, simulations have shown that the probability p of undetected errors is about
0.015. Since subsequent operations are not correlated when the operands are not correlated, the
probability that the fault not being detected after k additions is p* and quickly approaches 0.
Having fixed the maximum acceptable undetected probability u for an application, one should
discard at most the last k summations (where p*<u) when an error is detected, in order to be sure
of having accepted the previous results as correct with probability /-u. Complemented logic
signals the presence of error so that results should be discarded from that time on, while the
statistical evaluations mentioned in Section 1 (e.g., [2]) are not able to verify the correctness of
the current output. Therefore, in applications where the probabilistic correctness certification is
reasonable, complemented logic can be used to reduce the circuit complexity.

Achieving the two's complement relationship for the non-linear activation function is
straightforward when this function is odd. For example, the following functions are widely used
in neural literature and applications: linear function passing through the origin, step function
with output values -1 or I and discontinuity at the origin, multi-step odd function with output
values in {1, I, and the sigmoid with output values in [-1, I].

Note that the threshold of the neuron can be considered as a special input and included in the
weighted summation, so that its presence does not affect the two's-complement property of the
activation function. The two's-complement relationship obviously holds in the interconnection
paths since their operation is described by the identity function, as in the case of alternating
logic.

Therefore, complemented logic can be used for concurrent error detection in neural
architectures, even if the detection coverage is slightly less than 100%. The great advantage of
complemented logic with respect to alternating logic is the lower increase of circuit complexity:
adders and multipliers are in fact the traditional non-fault-tolerant structures in both phases,
while no modification of the non-linear function is required in most of the practical cases.

4. Concurrent error detecting neural architectures

The techniques introduced in Section 3 for concurrent error detection can be applied to the
three neural architectural classes discussed in Section 2.
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4.1 Alternating logic

For the case of direct one-to-one mapping of the neural operators onto arithmetic
components, the general scheme of the neuron's architecture with alternating logic is shown in
Fig. 2. Since the weighted summation is a self-dual operation and the non-linear activation
function can always be implemented by a self-dual circuit, the whole neuron is self-dual.
Inverters and multiplexers are used at each primary input of the neuron to provide the one's
complemented input and select the nominal or the complemented output according to the
operating phase (Fig. 3). The general architectures of self-dual adders and multipliers [13] are
very similar to their traditional counterparts. However, their circuit complexity is higher in order
to accommodate the components required by both operation phases.

Protection of the activation function f{.) is dependent on the function itself. In the general
case, a self-dual circuit can be designed as shown in [15]. This may require a circuit whose
complexity is more than twice the nominal one since one of the circuits implements the nominal
function, another implements the dual function, and a multiplexer selects the output. In the case
of step function with output values either 0 or I and discontinuity at the origin, a single-bit data
path connected to the most-significant bit of the weighted summation can be used. For some
specific implementations, other dedicated error-detecting techniques can be adopted to protect
the activation function generator separately from the linear part of the neural computation.
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Fig. 2 - The neuron's architecture for the case of one-to-one mapping
with alternating logic (where fi(.) is not self-dual.)

Two checkers are used in Fig. 2 since the presence of the non-linear activation function may
mask some errors in the linear part. The checker on the weighted summation can be avoided
only if the activation function is linear. To check the weighted summation, the nominal value
generated during the computing phase is held in a register and complemented, by the checking
circuit shown in Fig. 4. Then, when the complemented value of the weighted summation has
been generated in the checking phase, it is compared with the one's-complement of the nominal
value. If they are not identical, the error is detected. The use of self-checking checkers or
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duplication of the comparators can guarantee the proper operation of the checkers, otherwise the
comparators should be considered hard-core. The checker at the output of the activation
functions can be omitted to reduce the circuit complexity without affecting the error detection
capabilities if the function is linear. This is because errors in the activation function are
propagated to the following neurons and can be detected by the receiving neurons as they were
errors in the circuits for the weighted summations themselves.
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Fig. 3 - Generator for checking data at the 1 checking phase
primary inputs of the network
for alternating logic. Fig. 4 - Checker for alternating logic.

By observing the error signals generated within each individual neurons, it is possible to
locate the faulty neuron. If a checker is used at neuron's output, the identification of the faulty
neuron is easy. It is the one in the layer nearest to the network's inputs among the neurons with
active error signal. If checking is only performed on the weighted summation, the neuron with a
fault in the linear part is located as in the previous case. On the other hand, if a fault induces an
error in the activation function, such an error affects all the cornputation of weighted summations
in the receiving neurons so that all of them have active error signals. In this case, only the layer
containing the faulty neuron can be identified, not the faulty neuron itself. At the network level,
the extraction of all error signals from the individual neurons to locate faults may not be feasible.
In this case, a regular network can be designed for the error signal, as shown in Fig. 5. A
triangularization procedure allows for identifying the faulty neuron by inspecting only the
column and row error signals. The faulty neuron is the one in the leftmost column having active
column error signal, and in the row with active row error signal.
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Fig. 5 - The error signal propagating network for locating the fauity neuron at the network level.
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The direct-mapped architecture can be easily pipelined to increase the throughput. One
register is introduced in each arithmetic module to hold the partial summation between adjacent
modules, and registers are used at neurons’ outputs to store the value that must distributed to the
receiving neurons.

The general structure of the time-multiplexed neural architecture with alternating logic is
shown in Fig. 6. The core is basically identical to the arithmetic module for the two previous
architectures. The register file is twice as long as the nominal one. The nominal weights are
stored in the first N positions, while their one's complements are in the subsequent N positions.
No multiplexer is required here. The neuron's threshold 6; can be incorporated in the weighted
summation as the initial value of the accumulator register at the beginning of each phase. The
nominal threshold is used for the computing phase, while its one's complement is applied for the
checking phase. Result checking and the protection of the activation function can be achieved as
the direct-mapped architecture. At the network level, the same error signal propagating network
presented in Fig. 5 can also be used to extract the error signals and locate the faulty neuron.
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Fig. 6 - The neuron's architecture for the case of the time-multiplexed structure
with alternating logic (where fi(.) is self-dual.)

4.2 Complemented logic

The application of the complemented logic leads to architectures similar to the ones for
alternating logic. Consider first the case of the direct-mapped approach. The general structure
is shown in Fig. 7. The circuit generating the two's-complemented inputs for the checking phase
is shown in Fig. 8. The input register holds the current network input, while the ripple-carry
chain of half adders generates the two's complement of the inputs. A multiplexer selects the
appropriate input according to the current operation phase. Concerning the weights, a possible
solution could be using the same circuit for the network inputs. A better approach is to duplicate
the weight registers in every neuron. One set of registers contains the nominal weights for the
computing phase, the other holds the two's-complemented weights for the checking phase.
Multiplexers select the appropriate values according to the operation phase.

The arithmetic units in the arithmetic modules are exactly the same as those of the nominal
architecture. The threshold 6; or its two's complement is applied at the summation input of the
arithmetic module M, in each neuron, as in the case of alternating logic, according to the current
operation phase. As already stated in Section 3.2, protection of the activation function is simple
if it is odd. Otherwise, the approach based on self-complemented general functions can be
adopted.

Checking is performed by the circuit shown in Fig. 9 on weighted summations and, possibly,
on the neuron outputs, in a way similar to the one discussed for alternating logic. Since the
value stored in the register of the checker should be the two's complement of the value generated
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during the checking phase, error detection can also be performed simply by adding these data.
Their sum should be zero if no error occurred. In this case, the checker consists of an adder and
an OR gate that generates the error signal from all the sum bits of the adder. High-speed adders
can be used to reduce the latency.
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Fig. 7 - The neuron's architecture for the case of one-to-one mapping with
complemented logic (where fj(.) is an odd function.)
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for complemented logic.

Locating the faulty neuron can be performed as in alternating logic. At the network level, the
error signal network of Fig. 5 and the triangularization technique discussed in Section 4.1 can
also be applied to simplify error signal extraction and fault location.

The pipelined architecture for complemented logic can be derived from the direct-mapped
structure by introducing the suitable registers for data latching between adjacent pipeline stages.
The resulting architecture is similar to the one discussed above. Finally, the time-multiplexed
architecture for complemented logic can be derived. The resulting structure is shown in Fig. 10.
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Fig. 10 - The neuron's architecture for the case of the time-multiplexed structure
with complemented logic (where fi(.) is not self-complemented.)

5. Concluding remarks

Two approaches for designing dedicated neural architectures with concurrent error detection
have been introduced using alternating logic and complemented logic. The first technique
guarantees complete protection from any single error with a low increase in circuit complexity.
In the direct-mapped architecture, for a moderate number of neurons and for an efficient
implementation of a simple activation function, the circuit complexity increase is about 20% and
this is practically independent of the number of bits in the operands and the number of
arithmetic modules. Latency in the architecture without pipelining is about twice that of the
nominal structure, and the throughput is one half of the nominal one. When pipelining is
adopted, the throughput is higher but is still half of the pipelined nominal architecture since one
half of the computation capabilities must be spent to generate the checking data. In the time-
multiplexed structure, this technique is quite expensive in terms of circuit complexity due to the
intrinsic compactness of the nominal architecture.

The second technique using complemented logic allows for circuit complexity lower than that
of the alternating logic, despite a slight reduction of the error detection coverage. In the direct-
mapped structure, the circuit complexity increase is sensitive to the number of bits in the
operands. It is about /7% for n=6, 12% for n=8, 9% for n=10, and 8% for n=12. By
assuming a uniform distribution of neural inputs, the probability that an erroneous result is not
detected is about 0.015.
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